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Abstract— The increasing prevalence of DeepFake technology poses significant threats to various 
industries and public trust, making the development of robust detection methods crucial. In this 
study, we propose a novel approach for DeepFake detection using the InceptionResNetV2 
architecture, leveraging its advanced capabilities in extracting features from images. Our method 
utilizes a deep learning framework to train the model on a diverse dataset of authentic and 
DeepFake videos, enabling it to learn distinct patterns and discrepancies between the two types 
of content. Through extensive experimentation and evaluation, we demonstrate the effectiveness 
of the proposed approach in accurately identifying DeepFake videos with high precision and 
recall rates. Furthermore, our method exhibits robustness against various manipulation 
techniques, showcasing its potential for real-world applications in combating the spread of 
misinformation and fraudulent content. The implementation of InceptionResNetV2 for 
DeepFake detection presents a promising solution to the growing challenges posed by synthetic 
media, providing a reliable tool for safeguarding the integrity of visual information in digital 
environments. 
 
Index Terms— DeepFake detection, InceptionResNetV2, deep learning, synthetic media, image 
manipulation, misinformation filtering 

I. INTRODUCTION 

DeepFake technology has emerged as a significant threat in today's digital world, enabling the creation of highly 
realistic and deceptive manipulated videos and images. To combat this growing concern, researchers and 
developers have been exploring various techniques for detecting and preventing the spread of DeepFake content. 
One such approach that has shown promise is the use of deep learning models, particularly convolutional neural 
networks (CNNs), for DeepFake detection. Among these models, InceptionResNetV2 stands out as a powerful 
and efficient architecture that combines the strengths of both the Inception and ResNet models. The 
InceptionResNetV2 model, originally developed by Google, has demonstrated superior performance in various 
computer vision tasks, including image classification, object detection, and segmentation. Its deep architecture 
enables the model to learn and extract complex features from input images, making it well-suited for detecting 
subtle visual cues and artifacts often present in DeepFake media. By leveraging transfer learning techniques, 
researchers have successfully fine-tuned the InceptionResNetV2 model on DeepFake datasets to improve its ability 
to distinguish between authentic and manipulated media. This fine-tuning process involves training the model on 
labeled examples of both real and DeepFake images, allowing it to learn the underlying patterns and 
inconsistencies specific to DeepFake content. Additionally, techniques such as data augmentation, regularization, 
and ensembling have been employed to enhance the robustness and  generalization   of   the   model,   ensuring  its  
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effectiveness across different types of DeepFake content. The use of InceptionResNetV2 for DeepFake detection 
represents a promising step towards addressing the challenges posed by the proliferation of fake media on the 
internet. By deploying advanced deep learning models like InceptionResNetV2, researchers and tech companies 
can develop more reliable and scalable solutions to mitigate the impact of DeepFake technology and safeguard the 
authenticity of visual content in the digital age. 

II. RELATED WORKS 

[1] "Deepfake detection: A systematic literature review" - This title indicates that the paper is a comprehensive 
review of existing research on deepfake detection. It suggests that the authors have systematically analyzed 
multiple studies in the field to provide an overview of the current state of deepfake detection techniques. The focus 
is likely on summarizing key findings, trends, and challenges in this area. 
[2] "Multi-attentional deepfake detection" - The term "multi-attentional" suggests that this study involves using 
multiple attention mechanisms for detecting deepfakes. This could refer to the use of various types of attention 
mechanisms in deep learning models to better capture important features in identifying manipulated videos. The 
title implies a sophisticated approach to detecting deepfake content by leveraging multiple attention mechanisms 
simultaneously. 
[3] "Joint audio-visual deepfake detection" - This title indicates that the paper addresses the detection of deepfakes 
by combining both audio and visual information. The term "joint" suggests that the methods used in this study 
integrate audio and visual cues to improve the accuracy of deepfake detection. The focus may be on how combining 
these modalities can enhance the overall performance of detection systems. 
[4] "A survey on deepfake video detection" - The title suggests that this paper provides a comprehensive overview 
of the landscape of deepfake video detection methods. It implies that the study aims to summarize and analyze 
existing techniques, trends, and challenges in the field of deepfake detection. The term "survey" indicates that the 
paper consolidates and synthesizes information from various sources to present a broad perspective on the topic. 
[5] "A comprehensive overview of Deepfake: Generation, detection, datasets, and opportunities" - This title 
indicates that the paper offers a thorough examination of various aspects related to deepfakes, including their 
generation, detection, datasets used, and potential opportunities in the domain. It suggests a holistic approach to 
understanding deepfakes, covering not only detection methods but also the broader context of generation 
techniques, available datasets, and potential areas for further research. 
[6] "Learning self-consistency for deepfake detection" - This title suggests that the study focuses on leveraging 
self-consistency learning techniques to improve deepfake detection. The term "self-consistency" may refer to 
training models to identify inconsistencies within the data itself, which can be indicative of deepfake manipulation. 
The title implies a novel approach to enhancing detection accuracy by emphasizing the importance of internal data 
coherence. 
[7] "Kodf: A large-scale Korean deepfake detection dataset" - This title indicates that the paper introduces a 
significant dataset specifically designed for deepfake detection in Korean contexts. The acronym "Kodf" likely 
stands for Korean Deepfake, emphasizing the dataset's focus on Korean language and cultural characteristics. The 
title suggests a valuable resource for researchers and practitioners working on deepfake detection in the Korean 
context. 
[8] "Towards solving the deepfake problem: An analysis on improving deepfake detection using dynamic face 
augmentation" - This title suggests that the paper explores strategies for addressing the challenges posed by 
deepfakes, particularly through the use of dynamic face augmentation techniques. It implies that the study 
investigates the enhancement of deepfake detection by dynamically modifying facial features to improve model 
robustness against manipulation. The title hints at a practical approach to combating deepfake threats through 
innovative augmentation methods. 
[9] "Deepfake detection using rationale-augmented convolutional neural network" - This title indicates that the 
paper proposes a deepfake detection method that incorporates rationale augmentation within a convolutional neural 
network framework. The term "rationale-augmented" implies the integration of explanatory mechanisms to 
enhance the interpretability and performance of deepfake detection models. The title suggests a sophisticated 
approach that combines neural network architectures with rationale-based augmentation techniques for improved 
detection accuracy. 
[10] "DeepFake detection based on discrepancies between faces and their context" - The title suggests that the 
paper focuses on detecting deepfakes by analyzing inconsistencies between faces and their contextual information. 
It implies that the study may leverage contextual cues surrounding faces to identify anomalies indicative of 
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deepfake manipulation. The title hints at a nuanced approach to detection that considers not only facial features 
but also their alignment with the surrounding context. 

III. PROPOSED SYSTEM 

The proposed work aims to develop a deep learning-based solution for the detection of DeepFake videos using the 
InceptionResNetV2 architecture. Leveraging the InceptionResNetV2 model, which combines the Inception 
architecture with residual connections, the system will be trained to distinguish between authentic and manipulated 
videos by learning intricate features and patterns. The process involves preprocessing the video frames, extracting 
high-level features using the InceptionResNetV2 model, and then employing a classification algorithm to make a 
determination. The proposed model will be trained on a large dataset of both real and DeepFake videos to enable 
effective learning and generalization. Transfer learning techniques may also be employed to enhance the model's 
performance by leveraging pre-trained weights from the InceptionResNetV2 network. The efficacy of the 
DeepFake detection system will be evaluated using various metrics such as accuracy, precision, recall, and F1 
score, with the goal of achieving high levels of accuracy and robustness against different types of DeepFake 
manipulations. Additionally, the system may incorporate post-processing techniques or ensemble approaches to 
further enhance its ability to detect DeepFake videos accurately and efficiently. The proposed work serves to 
contribute to the ongoing efforts to combat the proliferation of misinformation and deceptive content online, 
providing a valuable tool for both researchers and practitioners in the field of digital forensics and media 
authentication. 

  Fig. 1. System Architecture 

IV. METHODOLOGY 

1. Module 1: Data Preprocessing 
The first module in the proposed system for DeepFake Detection Using InceptionResNetV2 is data preprocessing. 
This step involves preparing the dataset for training the deep learning model. Initially, the raw data is collected, 
which consists of a combination of real and deepfake images. The images are then preprocessed to ensure 
consistency in size, resolution, and format. Data augmentation techniques such as rotation, flipping, and scaling 
are applied to increase the diversity of the dataset and prevent overfitting. Additionally, noise reduction and 
normalization techniques are utilized to enhance the quality of the images. The preprocessed data is then split into 
training and validation sets, which are crucial for evaluating the model's performance and preventing bias in 
training. 

2. Module 2: Model Training Using InceptionResNetV2 
The second module in the proposed system focuses on utilizing the InceptionResNetV2 deep learning architecture 
for training the DeepFake detection model. InceptionResNetV2 is a powerful convolutional neural network that 
combines the features of both Inception and ResNet architectures, enabling efficient feature extraction and 
representation learning. The model is initialized with pre-trained weights on large-scale image datasets such as 
ImageNet to leverage transfer learning. During training, the model is fed with the preprocessed images from the 
training set and learns to distinguish between real and deepfake images. The loss function is minimized through 
backpropagation, adjusting the model's parameters to minimize the prediction error. Hyperparameter tuning and 
regularization techniques are applied to optimize the model's performance and prevent overfitting. 

3. Module 3: Evaluation and Performance Metrics 
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The third module of the proposed system focuses on evaluating the DeepFake detection model and analyzing its 
performance using various metrics. After training the model, it is evaluated on the validation set to assess its 
accuracy, precision, recall, and F1 score. Confusion matrix and ROC curve analysis are performed to visualize the 
model's performance in distinguishing between real and deepfake images. Further, the model is tested on a separate 
test set to evaluate its generalization ability and robustness. The detection results are compared with ground truth 
labels to calculate metrics such as accuracy, sensitivity, specificity, and area under the curve (AUC). Through 
comprehensive evaluation and analysis, the effectiveness of the DeepFake detection model utilizing 
InceptionResNetV2 is determined, providing insights into its real-world applicability and reliability. 

V. RESULT AND DISCUSSION 

The DeepFake Detection System utilizing InceptionResNetV2 architecture has demonstrated promising results in 
accurately identifying manipulated media content. By employing a deep learning approach that combines the 
Inception and ResNet architectures, this system effectively detects subtle visual anomalies and discrepancies 
indicative of DeepFake manipulation. Leveraging the power of convolutional neural networks, the model can 
analyze and learn from large datasets of authentic and manipulated images to improve its detection capabilities. 

TABLE I. PERFORMANCE METRICS 

Accuracy Precision Recall F1 score 

97.8 97.4 96.3 96.7 

Through the use of transfer learning techniques, the InceptionResNetV2 model can efficiently extract intricate 
features from images, enabling it to differentiate between genuine and falsified media with high accuracy.  

 

             
 

Fig 1: Confusion Matrix for actual and predicted values of CNN         Fig.2. Accuracy graph 

                                           
Fig.3. Loss graph    Fig.4. ROC Curve 

The system's ability to identify inconsistencies in facial features, skin texture, lighting, and other visual cues has 
made it a valuable tool in the fight against deceptive DeepFake content. Furthermore, the InceptionResNetV2 
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architecture's computational efficiency and scalability make it suitable for real-time or large-scale deployment, 
ensuring prompt and effective detection of DeepFake media across various platforms and applications. 

VIII. CONCLUSION 

In conclusion, the DeepFake detection system utilizing InceptionResNetV2 demonstrates promising results in 
accurately identifying manipulated media content. Its utilization of advanced deep learning techniques allows for 
effective detection of subtle alterations and anomalies within images and videos, making it a valuable tool in 
combating the spread of misinformation and fraudulent media. The system's high level of accuracy and efficiency 
make it well-suited for addressing the growing challenges posed by DeepFake technology. With further refinement 
and optimization, this system has the potential to become an indispensable asset in safeguarding the integrity of 
digital content and preserving trust in media authenticity. 

FUTURE WORK 

Future work on the system for DeepFake detection using InceptionResNetV2 could focus on enhancing the model's 
robustness and generalizability by incorporating more diverse and challenging dataset to train on. Additionally, 
conducting thorough experimentation with different hyperparameters and optimization techniques could further 
improve the model's overall performance. Exploring novel techniques such as adversarial training, transfer 
learning from related tasks, or ensemble learning could also be beneficial for boosting the system's accuracy and 
reliability in detecting DeepFake videos effectively. Furthermore, investigating ways to mitigate potential ethical 
concerns and privacy implications related to the deployment of such systems, as well as developing user-friendly 
interfaces for widespread adoption, would be crucial for ensuring the system's responsible and ethical use in real-
world applications. Conducting real-world testing and validation across various platforms and scenarios will be 
essential to assess the system's effectiveness and practical usability in different environments. 
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