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Abstract: Nowadays with the extensive use of Social media, people are sharing 

contents in an unprecedented scale. As there are two sides of every coin, people 

are using Social Media to consume news as its very cost effective fast method for 

getting the latest news on the tips of their fingers. But it also propagates fake 

news, i.e. low quality news with intentionally false information. In this paper we 

will see the different methods which are being used to detect the fake news also 

known as rumors.  

Keywords: Rumor, Fake News Detection, Online Social Networks, Rumor 
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Introduction 

In the last decade, most of the people rely on the Internet as a source of news. A 

study by the Pew Research Center [6] states that today around seven-in-ten 

Americans use social media to connect with one another, engage with news 

content, share information and entertain themselves. With the development of 
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social network, the amount of information has been growing exponentially. 

However, the eminence of information does not change. Social network is full of 

all kinds of incorrect information, especially rumor information. Therefore, 

automatic valuation of information trustworthiness has received considerable 

attention in recent years. 

 

Rumor definition  

According to Merriam-Webster [1], a rumor is defined as “a statement or report 

current without known authority for its truth,” which may refer to a “talk or 

opinion widely disseminated with no discernible source” or “information or a 

story that is passed from person to person but has not been proven to be.” In this 

paper, we make use of the definition for rumor from [2], i.e., “a statement or 

report current without known authority for its truth a rumor is defined as a 

statement whose truth value is unverifiable or deliberately false,” because most of 

the researchers in the computational rumor detection area agree this definition as 

well as its practicality for guiding the design of computational algorithms for 

automatic rumor detection. Rumor is defined in the dictionary as a currently 

circulating story or report of uncertain or doubtful truth. 

 

Rumor classification  

As per the architecture defined in [4], the entire rumor classification process can 

be divided into four components. 

(1) Rumor Detection: The first component of rumor classification system is 

rumor detection where the system has to recognise whether a piece of 

information establishes a rumor. We can give input to this component a 

stream of social media posts, where a binary classifier will determine 

whether each post is a rumor or non-rumor. 

(2) Rumor Tracking: Once a rumor is identified, this second component 

collects and filters posts discussing the rumor by scanning the relevant 

posts on social media. 
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(3) Stance Classification: This component determines how each post is 

oriented to the rumor’s veracity.This is an optional component of the 

architecture. 

(4) Veracity classification: The final component of the classification model 

determines the actual truth value of the rumor.The veracity classification 

component can get its input either from rumor tracking component or 

Stance classification component. The output of this component can be the 

predicted truth value which can be supported by relevant URLs. 

 

Methodologies used in Rumor Classification 

Many different methodologies have been used to solve the problem of Rumor 

classification. 

Recurrent Neural Networks(RNNs) have been used widely in the work done in 

this field. In [5] Provenance based approach is proposed. In this approach, an 

important source of information used is the provenance (origin or source) of the 

events appearing as links in the posts on social media. The authors have proposed 

a provenance based approach to classify events into rumors and non-rumors. The 

temporal dependencies between the posts are captured using Recurrent Neural 

Networks. Here the textual content as well as the provenance information is 

combined to classify an event into rumor or non-rumor. 

Most work that exists on rumor detection from social media focus on mining 

features or rules manually. The authors in [9] proposed a deep learning 

framework for rumor debunking. In their method, the RNN models learn by 

making use of the disparity of combined information across different time 

intervals related to each event. Three widely used recurrent units, tanh, LSTM 

and GRU, have been used to evaluate th RNN-based method, which perform 

significantly better than the state-of-the-arts. They have added multiple 

hiddenlayers and embedding layers for further enhancement.  

Vosoughi et al. [6] attempted veracity classification task using three categories of 

features-linguistic, user oriented and temporal propagation dynamics. They also 
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used various machine learning approaches inspired by speech recognition, such 

as Dynamic Time Wrapping (DTW) and Hidden Markov Models (HMMs). The 

results of the assessments performed on Twitter datasets gathered by the author 

showed that HMMs were superior to DTWs. The temporal propagation category 

features outperformed the linguistic and user oriented features as per the 

testification given by the authors. 

Chen et al. [3] have treated rumor as anomalies since rumors account for a very 

tiny amount of all the posts shared on social media while most of the microblogs 

can be regarded as trustworthy posts. They have further included crowd wisdom 

(the collective opinion of a group rather than that of a single person or expert, in 

this case other users’ comments on doubtful microblogs) to increase the detection 

performance of rumors. They have additionally considered  more comment based 

features to describe certain differences in user behaviors when critically 

observing the  rumor posts and genuine posts. To take into consideration of the 

variation of features over time at which the comments are posted, the authors 

employed Recurrent Neural Networks (RNN) to analyze the features. Thereafter, 

a combination of these time dependent features and the time independent features 

extracted from the original microblogs were given input into a variant 

Autoencoder (AE) for further anomaly detection. Experimental results showed 

that the combination of RNN and the variant AE based on individual users used 

in this model can achieve a high accuracy and F1 measure. The authors have 

developed an unsupervised model which does not require labeled data. This 

makes it particularly useful when rumor data is not so easy to obtain for training. 

Liu et al. [10] introduced a new method for detecting rumors flowing freely in 

social media by distinguishing their proliferation patterns from those of 

trustworthy messages. They articulated the social media rumor recognition task 

as a microblog classification problem by presenting an information propagation 

model built upon a diverse user representation. The derived microblog classifier 

followed a hypothesis that rumors and credible messages tend to propagate in a 

social media environment following measurably differentiable patterns among a 
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disparate population of end users. By extracting user status-sensitive features 

from individual users’ profiles, their method estimated the retweeting 

probabilities of a message when it is a rumor versus a credible message 

respectively. The proposed information propagation model generates a 

classification message whether the message is a rumor or a truthful message 

based on the estimate given above. 

G. Tong et al. [11]  have studied the rumor blocking problem for online social 

networks since it is necessary to block the rumor as soon as it has been detected 

as a rumor to curb the further damage it can do. They have designed the R-tuple 

based sampling method and then presented a randomized rumor blocking 

algorithm. The proposed RBR algorithm conceptually dominates the existing 

rumor blocking algorithms, and as shown in the experiments it is very efficient 

without sacrificing the blocking effect. 

B. Wang et al. [12] have proposed a rumor propagation model taking into account 

the following three elements: First, the global popularity of the rumor over the 

entire social network. Second, the attraction dynamics of the rumor to a potential 

spreader, i.e., the individual tendency to forward the rumor to its neighbors. 

Third, the acceptance probability of the rumor recipients. In their model which is 

inspired by the Ising model, they have combined all three factors together to 

propose a cooperative rumor propagation probability. They have  considered the 

influence of blocking time to user experience in real world social networks in 

their rumor blocking strategies. They have proposed a blocking time constraint 

into the traditional rumor influence minimization objective function. Then they 

have proposed both greedy and dynamic blocking algorithms using the maximum 

likelihood principle. 

Z. Tan et al. [13] proposed a novel rumor-propagation model, inspired by a ball 

elastic collision model called the elastic collision-based rumor-propagation model 

(ECRModel). In this paper, the authors have investigated the dynamics of ball 

elastic collisions, which is similar to the dynamics of rumor propagation between 

the nodes in Online Social Network. In the proposed model, the authors have 
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divided the users into three groups according to three states, including `inactive 

and do not spread rumors', `active', and `inactive but have previously spread 

rumors'. In the ECRModel, multiple parameters are used for the transmission 

behaviors of the rumors. Individual features with detailed attributes and integral 

features with node-state densities have been harmoniously considered while 

designing the algorithm used to set the rumor propagation rules. They have 

analyzed the probability densities for different types of nodes and determined the 

steady state both analytically and through simulations. The results prove that the 

ECRModel is  rational and more suitable for analyzing rumor propagationin 

social networks. 

 

Discussion and Conclusion 

The intension of this paper is to present a review of current work related to Fake 

News Detection and identify future research directions in the field of Fake News 

Detection. Most of the work is done in detecting whether an event is a rumor or 

genuine post. Various methodologies like Recurrent Neural Network, 

Autoencoders and Machine Learning Approaches are used in some works. We 

mainly tried to review the work done for accuracy improvement and performance 

improvement of Fake News Detection. The increasing interest in work on fake 

news detection combined with the challenges and special nature of social media 

content make this a timely survey that we hope will contribute to the further 

development of this area. 
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