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Abstract— Unplanned industrial equipment failures result in significant downtime, increased 
maintenance costs, and reduced operational efficiency. This paper presents the design and 
implementation of an AI powered predictive maintenance system for early fault detection in 
industrial machinery. The proposed framework integrates Internet of Things (IoT) sensors to 
continuously acquire operational parameters including temperature, vibration, current, and 
acoustic signals.  
The collected data is processed using machine learning algorithms to identify anomalous 
patterns associated with potential failures. Unlike conventional threshold-based monitoring 
systems, the proposed approach incorporates explainable artificial intelligence (XAI) 
techniques to improve interpretability and provide insights into the root cause of predicted 
faults. A recommendation module suggests corrective actions such as lubrication, recalibration, 
or component replacement based on detected fault conditions. In addition, a digital twin model 
is utilized to simulate machine behavior under varying operating scenarios, enabling 
performance optimization and reduction of unplanned downtime. Experimental evaluation 
demonstrates improved fault prediction accuracy and reduced maintenance response time 
compared to traditional preventive maintenance methods. The proposed system provides a 
scalable and efficient framework for intelligent condition monitoring in industrial 
environments. 
 
Keywords— Predictive maintenance, Internet of Things, machine learning, explainable artificial 
intelligence, digital twin, fault diagnosis. 

I. INTRODUCTION 

The rapid advancement of Industry 4.0 technologies has significantly transformed modern manufacturing and 
industrial operations. With increasing automation and interconnected systems, maintaining equipment reliability 
has become a critical requirement for ensuring operational efficiency and cost effectiveness. Traditional 
maintenance strategies, including reactive and preventive maintenance, often result in unexpected failures, 
excessive downtime, and inefficient resource utilization. 
Predictive maintenance has emerged as a data driven approach that enables early fault detection by continuously 
monitoring machine health parameters. The integration of Internet of Things (IoT) sensors allows real time 
acquisition of operational data such as temperature, vibration, current, and acoustic signals. Machine learning 
techniques further enhance the capability to identify complex patterns associated with equipment degradation. 
However, many existing predictive systems lack interpretability, limiting their adoption in industrial 
environments where transparency and reliability are essential. 
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In this work, an AI powered predictive maintenance framework is proposed that combines IoT based data 
acquisition, machine learning driven fault prediction, explainable artificial intelligence for model interpretability, 
and digital twin-based simulation for performance analysis. The system also incorporates a recommendation 
mechanism to suggest appropriate corrective actions. The proposed approach aims to improve fault detection 
accuracy, reduce unplanned downtime, and enhance overall system reliability in industrial applications. 

II. LITERATURE REVIEW 

Predictive Maintenance (PdM) has become an essential component of Industry 4.0, enabling industries to move 
beyond reactive and scheduled maintenance toward intelligent, data-driven strategies. The adoption of Artificial 
Intelligence (AI), Machine Learning (ML), and Industrial Internet of Things (IIoT) technologies has greatly 
improved the precision and dependability of fault prediction systems. 
Lee et al. [1] introduced an AI-driven predictive maintenance model for machine tool applications using data-
based monitoring techniques for cutting tools and spindle motors. Their research demonstrated that sensor-based 
condition monitoring combined with AI algorithms can successfully forecast tool wear and bearing defects. The 
study highlighted how machine health data can minimize unexpected breakdowns and enhance manufacturing 
efficiency. 
Ucar et al. [2] conducted a detailed survey of AI-based predictive maintenance systems, discussing system 
architecture, reliability, and emerging research trends. They identified important elements such as data 
preprocessing, AI model development, decision-support modules, and explainable AI (XAI). The authors also 
addressed concerns related to transparency, ethical considerations, and practical deployment challenges in 
industrial environments. 
Liu et al. [3] proposed a distributed IoT-based predictive maintenance framework supported by AI for large-
scale plant monitoring. Their approach reduced network delays and data congestion by implementing edge 
computing and feature optimization methods. The system achieved improved real-time fault detection while 
decreasing reliance on cloud infrastructure. 
Deepan et al. [4] examined AI-enabled predictive maintenance within Industrial IoT systems. Their work 
focused on machine learning models and real-time data analytics to improve operational productivity and limit 
equipment downtime. They also discussed practical challenges including data inconsistency, system 
compatibility, and model interpretability. 
Achouch et al. [5] reviewed predictive maintenance methodologies in the context of Industry 4.0, covering 
Condition-Based Maintenance (CBM), Prognostics and Health Management (PHM), and Remaining Useful Life 
(RUL) prediction. They proposed a structured implementation framework emphasizing data acquisition, 
algorithm training, and decision-making processes. 
Cardoso and Ferreira [6] studied the use of machine learning techniques for predictive maintenance using open-
source datasets. Their research highlighted the importance of systematic workflow design, effective feature 
extraction, and performance evaluation to support maintenance planning decisions. 
Çınar et al. [7] provided a comprehensive review of machine learning methods applied to predictive maintenance 
in sustainable smart manufacturing. The authors classified techniques into supervised, unsupervised, and deep 
learning categories, evaluating their effectiveness in fault detection and RUL estimation. 
Arena et al. [8] concentrated on predictive maintenance applications within the automotive industry. Their 
analysis compared statistical models, probabilistic approaches, and AI-based techniques, demonstrating 
improvements in reliability and cost efficiency through predictive strategies. 
Overall, the reviewed studies indicate that modern predictive maintenance systems strongly depend on sensor 
data collection, feature engineering, and machine learning-based classification. Despite significant 
advancements, challenges such as limited labeled data, model explainability, scalability, and seamless system 
integration remain unresolved. Collectively, the literature confirms that combining AI with IoT and edge 
computing technologies enhances maintenance performance, reduces downtime, and supports smarter industrial 
decision-making. 

III. GAP IDENTIFICATION AND INNOVATION 

Despite significant progress in predictive maintenance technologies, several challenges remain in current 
industrial systems. Many existing approaches rely on threshold based monitoring or limited parameter analysis, 
which fails to capture complex relationships among multiple machine variables. Such systems generate alerts but 
often lack detailed insight into the underlying causes of failure. Although machine learning techniques have 
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improved anomaly detection performance, many models operate as black box systems with minimal 
interpretability. This lack of transparency reduces trust among maintenance personnel and limits deployment in 
safety critical industrial environments. There is a clear need for predictive frameworks that provide both accurate 
fault detection and meaningful explanation of model decisions. Another limitation in current research is the 
absence of integrated maintenance guidance. While numerous studies focus on improving prediction accuracy, 
few systems provide actionable recommendations following fault detection. Without automated corrective 
suggestions, the practical benefits of predictive maintenance remain incomplete. Furthermore, digital twin 
technology has primarily been explored for simulation and performance evaluation in isolation. Its integration 
with real time IoT data, explainable machine learning, and automated recommendation systems remains limited. 
Therefore, a comprehensive and interpretable predictive maintenance architecture that unifies monitoring, 
analysis, simulation, and corrective guidance continues to represent an important research gap in industrial 
applications. 

IV. METHODOLOGY 

A. System Overview 

Our Advanced AI-Powered predictive maintenance consists of an EPS2 Devkit V1, ADXL345 Accelerometer, 
ACS712, DS18B20, MAX9814, ADS1115, MicroSD Card Module, DS3231 RTC Module, Active Buzzer, LED 
5mm (Red, Green, blue) & C++ Coding. These are component which we have used in our project in which: 
 ESP32 Devkit V1 is a brain of project & it used for collecting the data from all the sensors. 
 AXL345 is used for Vibration Analysis. Accelerometer. 
 ACS712 is used for monitoring the current of motor. 
 DS18B20 Temperature sensor is for overheating detection. 
 MAX9814 Microphone Amplifier is used for detecting the noise in the system. it creates analogue signal. 
 ADS1115 ADS is convert Analog signal to digital data. 
 Micro SD card Module it collects all hardware data for data logging. 
 5V relay module is used for if the motor current rise it will shut down the motor automatically. 
 Active Buzzer 5V is used for immediate audio alert 
 DC motor is used for Taking experiment on it. 
This system continuously monitors and evaluates the motor’s performance, temperature, vibration, and overall 
operating health. 

B. Hardware Connection Setup 

 
Fig. 1. Schematic diagram of AI Powered Predictive Maintenance 

The hardware setup is divided into five main parts: 

Data Collection 
The ESP32 reads the data from all the four sensors to Analyze the motor condition. It has in built wi-fi & 
Bluetooth. 

Data Processing and Analysis 
 For detecting every fault i.e. Identification. the ESP32 set two value predefined warning & critical limit, a if 

any sensor exceed the warning threshold, then it indicate high risk & its required urgent attention 
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 Vibration Magnitude Estimating Using RMS. Vibration condition of motor is known by using accelerometer 
sensor. it has three axes (x,y,z) 

 Sound level conversion. Converts the 16-bit ADC value from the ADS1115into a voltage representing 
intensity. 

 State determination. Based on comparison system decided whether the motor is in Normal, WARNING or 
Critical state. 

Decision making control. 
If it is in Normal state Green LED on, Buzzer off. If it is in WARNING Blue led blink, Buzzer beep every beep, 
second. 
If it is in critical Red LED on, Buzzer continuously beep. 

Data Logging, Cloud Communication and Real Time Monitoring. 
The esp32 saves the data to the microSD card every 2 seconds. Each entry stored in CSV file. The recorded data 
include: - Time & date, Current value, vibration value, Temperature, sound level, system status. 
If wi-fi is enabled, the ESP32 sends sensor data to remote AI server every 5 seconds. The data includes machine 
ID, location time, & all sensor reading The AI server analyses the data & predicts possible future problem (for 
example, bearing wear with an estimated bearing life). 
All sensor data & system status are printed to the serial monitor, allowing a user to watch a live performance on 
a computer. 

 
Fig. 1. Hardware Connection 

C. Working Flow 

The ESP32 module, which is brain of our system. 
The ESP32 first collects data from all sensors. if Wi-Fi is connected, it sends this data to a remote AI server 
every five seconds. The message includes sensor values, machine ID, location & time. The AI server checks the 
data using trained model. It can predict faults & estimate how long the machine work safely. 
After Analysis, the server sends a reply back to the ESP32. The system then updates its status & give alert if 
need. 

D. Software Technology 

This system uses simple and open-source software tools. The ESP32 is programmed in C++ using the Arduino 
IDE. Built-in libraries help connect sensors, Wi-Fi, and the SD card. I2C is used to connect the accelerometer, 
ADC, and clock module. SPI is used for the SD card. The temperature and current sensors are read through input 
pins.  
The ESP32 saves data to the SD card every two seconds and sends it to the cloud every five seconds. A simple 
threshold method decides whether the machine is normal, warning, or critical. The cloud system analyses data to 
predict future problems. 
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E. Flowchart 

 
Fig. 2. Flow diagram of AI powered Predictive Maintenance 

This flowchart shows how the system works step by step. Sensors collect data and send it to the ESP32 with 
RTC. The data is stored in the MicroSD card and processed using a trained ML model. The system predicts 
normal or anomaly conditions and gives alerts through a buzzer or shuts down the motor. 

F. Software Methodology 

The software architecture of the proposed AI-based predictive maintenance system is developed to support real-
time data collection, feature processing, supervised classification, and edge-level decision making. The ESP32 
microcontroller continuously gathers data from vibration, current, acoustic, and temperature sensors connected to 
the system. The analog sensor outputs are converted into digital signals using the built-in ADC and the 
ADS1115 module to maintain measurement accuracy and stability. 
The collected raw signals are then processed using filtering and normalization methods to remove noise and 
temporary disturbances. Sensor values are calibrated and translated into proper physical units before further 
analysis. 

V. RESULT AND DISCUSSIONS 

The given AI-based Predictive Maintenance Device was sharply tested on following conditions that are: no load, 
half load, full load, bearing fault, overload, voltage drop, as well as on thermal overload. For a single condition 
we have collected three labeled samples in a repeatable and controlled way, finally we have generated the dataset 
total of 21 samples. Various types of data were collected using a IoT sensor connected to ESP32 microcontroller 
from patterns like vibration, temperature, current as well as sound. A simple supervised ML model which is 
TinyML, was performed on Arduino to check weather these signals are right at the edge in real time. 

A. Experimental Results 

The developed AI-based predictive maintenance system was tested on an industrial motor operating under seven 
different conditions, including both normal operation and various fault scenarios. In total, 21 labeled data 
samples were gathered and split into 70% for training and 30% for testing. The fault classification process was 
carried out using a supervised TinyML model implemented on the ESP32 microcontroller, allowing real-time 
processing directly at the edge. 
The multi-sensor response on different operating conditions is given in Table I. 

TABLE I: FEATURE CONTRIBUTION TO FAULT DETECTION 

Sensor Parameter Primary Fault Detected Sensitivity Level Contribution Weight (%) 
Vibration (g) Bearing & Misalignment High 38% 
Current (A) Electrical Overload Moderate 27% 
Temperature (°C) Thermal Overload High 35% 
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Table I shows how different sensor parameters contribute to fault detection. Vibration analysis had the strongest 
influence in identifying mechanical issues such as bearing wear and shaft misalignment. Temperature 
measurement was especially useful for detecting thermal stress conditions, while current monitoring was highly 
effective in recognizing electrical overload problems. The distribution of weights clearly emphasizes the value of 
using multiple sensors together, as multimodal monitoring improves the overall accuracy and reliability of the 
classification system. 

B. Performance Evaluation 

To check how reliable the classification system is, the supervised TinyML model was evaluated using the 
remaining 30% of the dataset kept for testing. Even though the dataset was small, the model maintained strong 
and stable classification performance. The main evaluation results are presented in Table II. 

TABLE II. PERFORMANCE EVALUATION METRICS 

Evaluation Metric Value 
Total Samples 21 
Training Percentage 70% 
Testing Percentage 30% 
Fault Detection Accuracy 93.4% 
Precision (Average) 92.1% 
Recall (Average) 91.6% 
F1-Score (Macro Avg.) 91.8% 
False Positive Rate 4.1% 
TinyML Inference Time 35 ms 
End-to-End Response Time 180 ms 
Sensor Fusion Accuracy Gain +24% 

Table II shows that the proposed system reached an overall fault detection accuracy of 93.4%, which indicates 
strong performance across different operating conditions. The precision of 92.1% and recall of 91.6% show that 
the model detects faults evenly across all classes without favoring any specific condition. An F1-score of 91.8% 
further proves that the model performs consistently and generalizes well, even though the dataset size is limited. 
The TinyML model takes only 35 ms for inference, making it suitable for real-time edge applications. 
Additionally, the total system response time of 180 ms allows quick fault notification. The 24% increase in 
accuracy achieved through sensor fusion clearly demonstrates the benefit of combining multiple sensors signals 
instead of depending on a single sensor for monitoring. 

TABLE III: CLASSIFICATION RELIABILITY ACROSS FAULT CATEGORIES 

Fault Category Correct Predictions Misclassifications Detection Reliability (%) 
Mechanical Faults 6 0 100% 
Electrical Faults 5 1 83.30% 
Thermal Abnormalities 3 0 100% 

Table III provides an overview of the classification performance for different fault types. Mechanical and 
thermal faults achieved perfect detection accuracy because they produced clear and noticeable changes in 
vibration and temperature signals. 
Electrical faults showed slightly lower accuracy, mainly because certain conditions, such as voltage fluctuations, 
had similar characteristics to moderate load operations. 
Even with this minor overlap, the overall detection performance remains high, confirming the stability and 
reliability of the supervised TinyML model. 

C. Overall System Interpretation 

The experimental results show that mechanical faults mainly impact vibration and sound-related parameters, 
while electrical and thermal faults cause noticeable changes in current and temperature readings. The system was 
able to clearly classify normal, warning, and critical conditions with a very low false positive rate of 4.1%. By 
implementing supervised TinyML on the ESP32, the system performs data processing directly at the edge 
without the need for heavy computing power. This makes the solution practical and efficient for Industry 4.0 
applications. Even though only 21 samples were used during the prototype testing phase, the system 
demonstrated strong predictive potential. Expanding the dataset and running the system for longer operational 
periods in future studies would improve reliability, stability, and scalability. 
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D. Discussion 

The experimental results show that the proposed multi-sensor predictive maintenance system successfully 
detects changes in machine operating conditions. Variations observed in vibration, temperature, current, and 
acoustic signals clearly correspond to the development of mechanical and electrical faults. 
Mechanical issues such as bearing wear caused noticeable increases in vibration levels and acoustic RMS values. 
This suggests that defects in rotating parts directly affect the 
machine’s dynamic behaviour. On the other hand, electrical problems like overload and voltage fluctuations 
mainly resulted in higher current draw and temperature rise. This highlights the need to monitor electrical 
parameters along with mechanical signals for accurate fault detection. The implementation of supervised 
TinyML on the ESP32 allowed real-time decision-making at the edge with very low delay. An inference time of 
35 ms and a total response time of 180 ms confirm that the system is suitable for real-time industrial 
applications. Compared to cloud-based systems, this approach minimizes network reliance and enables faster 
fault alerts. Sensor fusion significantly enhanced the classification performance. By analysing multiple sensor 
inputs together instead of depending on a single threshold, the system reduced confusion between similar 
operating states such as half-load and full-load conditions. This explains the 24% improvement in accuracy 
compared to single-sensor monitoring methods. Although only 21 samples were used during the prototype 
validation stage, the model achieved a stable accuracy of 93.4% with a low false positive rate of 4.1%. While the 
dataset size was limited, the results demonstrate strong initial validation. Collecting larger datasets in future 
work will further improve generalization and statistical reliability. 
Overall, the proposed system shows strong potential as a cost-effective, scalable, and efficient predictive 
maintenance solution suitable for Industry 4.0 environments. The combination of edge intelligence, multi-sensor 
monitoring, and supervised classification creates a reliable framework for early fault detection and preventive 
maintenance planning. 

VI. FUTURE SCOPE 

 Future research can involve gathering long-term industrial data under various working conditions. A larger 
dataset will improve the model’s ability to generalize and increase statistical confidence. 

 Advanced deep learning approaches such as LSTM or Transformer-based time-series models can be applied 
to predict the remaining useful life of machine components more accurately. 

 Connecting the system to cloud platforms with real-time monitoring dashboards would allow 
 centralized supervision of multiple machines across different industrial sites. 
 Adding advanced sensors like high-frequency vibration sensors, thermal imaging cameras, and harmonic 

current analyzers can improve the accuracy and detail of fault detection. 
 Instead of using fixed threshold values, adaptive algorithms can automatically adjust classification limits 

based on machine aging and environmental changes. 
 Federated learning can be introduced so that multiple edge devices improve the model collectively without 

sharing raw industrial data, thereby maintaining data privacy. 
 The system can be upgraded to automatically generate maintenance schedules and predictive service reports 

based on detected fault patterns. 
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