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Abstract—The rapid development of low-cost consumer electronics and cloud computing has led 
to the widespread adoption of Internet-of-Things (IoT) devices in various applications such as 
smart cities and industrial control systems. However, these devices are vulnerable to cyber 
attacks due to their open deployment environment and limited computing capabilities. 
Intrusion Detection Systems (IDS) have emerged as an effective way to secure IoT networks by 
monitoring and detecting abnormal activities. However, existing IDS approaches rely on 
centralized servers, which can cause high response time and operational costs. Additionally, 
sharing behaviour data in an open and distributed IoT network may violate privacy 
requirements. To address these challenges, the paper introduces Federated Learning (FL) as a 
collaborative training approach for developing a decentralized shared model of IDS. FL allows 
the training of a global IDS model without exposing training data to others. Local model 
parameters are transmitted to a central server, which aggregates them into a global model. The 
updated parameters are then distributed to all local clients. This approach reduces response 
time and communication overhead while preserving privacy.  
 
Index Terms— Ensemble, IoT, IDS, Cloud, Federated Learning. 

I. INTRODUCTION 

In the era of digitalization, our daily life is gradually changed by ubiquitous Internet of Things (IoT) devices.  
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These devices record and upload our personal information from day to night, thus generating exponential data 
every day for every person. By integrating with big data and edge computing devices, a lot of promising 
applications have emerged, such as intelligent industrial control systems and smart cities. The document 
discusses the use of Federated Learning (FL) in Intrusion Detection Systems (IDS) for securing Internet-of-
Things (IoT) networks. It highlights the challenges faced by traditional IDS approaches and proposes a method 
called Federated Learning Ensemble Knowledge Distillation (FLEKD) to address these challenges. FLEKD aims 
to train a decentralized shared model of IDS without compromising on-device privacy and to handle the 
heterogeneity of data captured by various IoT devices. Due to the openness of the IoT network deployment 
environment and the weak security control protocol operation ability caused by limited computing capabilities, 
IoT devices are very vulnerable to network attacks. Attackers may comprise edge devices or databases through 
the network to steal or tamper with data, causing great social and economic impact [1], [2]. Hence, security 
monitor detection measures should be considered to enhance IoT security. As one of the most important security 
posture monitoring tools, the Intrusion Detection System (IDS) has attracted much attention in the context of IoT 
[3]. IDS can notify an administrator of potential cyber-attacks by analysing network traffic packets or system 
logs. Traditional IDS systems rely on rule-based approaches [4] that are not effective to detect novel attacks. 
Furthermore, big data is another challenge for the rule-based IDSs. With the growth of IoT networks and 
increasing complexity of attacks, Machine Learning (ML) and Deep Learning (DL) methods have emerged as 
effective techniques for constructing automatic IDSs [5], [6]. These techniques enable the system to learn from 
vast amounts of behaviour data, establish specific models efficiently, and identify attacking patterns that are 
difficult to detect manually. However, the use of ML and DL in IDS for IoT networks comes with its own set of 
challenges. First, training models by local devices themselves will lead to poor performance because of the 
constrained computation ability and insufficient data. Second, the communication overhead is large and will 
cause privacy concerns to transferring raw data of all devices to a central server for collaborative training. 
Another challenge is handling the heterogeneous data collected by different devices [7]. The data distribution, 
number of samples, and collection time on each edge device may be different. In recent years, there are also 
research efforts investigating emerging ML or DL paradigms to improve specific performance of IDS models, 
such as improving model adaptability to handle heterogeneous data by collaborative learning [9] and reducing 
data annotation pressure by weakly supervised learning [10]. 

 
Figure-1. The overview of the FLEKD-IDS framework. ①: Train local model. ②: Transmit local models to server. ③: Fuse clients’ 

models. ④: Ensemble knowledge distillation and fine-tune the global model. ⑤: Distribute the latest global model. 

The document provides background information on IDS and its role in network security. It explains that 
traditional IDS systems are rule-based or signature-based, which are effective for detecting known threats but 
may not be as advanced as ML/DL-based IDSs in analyzing large volumes of data and detecting emerging 
attacks.  
The document also mentions the research efforts in using ML and DL techniques to improve IDS performance. 
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II. BENEFITS OF FEDERATED LEARNING 

Federated Learning (FL) is a distributed machine learning paradigm that allows collaborative training of a global 
model without sharing raw data. It offers several advantages over centralized ML and DL models, including 
improved privacy protection, reduced communication overhead, and the ability to handle heterogeneous data. 

A. Ensemble Knowledge Distillation for Heterogeneous Data 
The paper proposes an effective method called Federated Learning Ensemble Knowledge Distillation (FLEKD) 
to mitigate the heterogeneity problems across various clients. FLEKD leverages mutually exclusive and 
unlabeled data to aggregate and transfer knowledge from heterogeneous client models to a global model. This 
technique allows for flexible aggregation, reducing the impact. 

III. AN EFFECTIVE HETEROGENEOUS INTRUSION DETECTION SYSTEM FRAMEWORK 

The document proposes an effective framework called Federated Learning Ensemble Knowledge Distillation 
(FLEKD) for IDS in heterogeneous IoT networks. FLEKD utilizes Federated Learning (FL) to collaboratively 
train a decentralized shared model of IDS without exposing training data to others. It also introduces the concept 
of knowledge distillation, which allows transferring the knowledge of a large, complex model to a smaller, 
simpler model. FLEKD leverages ensemble knowledge distillation to mitigate the heterogeneity problems across 
various clients and improve the model convergence speed. 

A. Knowledge Distillation 
Knowledge distillation is a technique used to train a student model to mimic the behavior of a teacher model. It 
involves transferring the knowledge from the teacher model to the student model using a proxy dataset as the 
medium. The class probabilities of the teacher model's last layer or the feature representations of its middle 
hidden layers are used as soft targets for knowledge transfer. The distillation loss term, often formulated as the 
Kullback-Leibler (KL) divergence, is used to measure the difference between the teacher and student's softmax 
output probabilities. In the context of federated learning, where there is no publicly labeled dataset, the 
distillation loss term is the only loss term used. 
Kullback-Leibler (KL) divergence is a measure of the difference between two probability distributions. In the 
context of knowledge distillation, it is used to quantify the difference between the softmax output probabilities of 
the teacher model and the student model. It is calculated using the formula (i), 

LKL(S∥T) = Σ Si(σ(z)) log(Si(σ(z))/Ti(σ(z))),                                                  (i) 

where S and T represent the student and teacher logits respectively, σ is the softmax function, and Si(σ(z)) and 
Ti(σ(z)) are the softmax output probabilities of the student and teacher models respectively. 

B. FLEKD: Using Ensemble Knowledge Distillation for IDS in Heterogeneous IoT Networks 
FLEKD (Federated Learning Ensemble Knowledge Distillation) is a method proposed in the document for 
training a decentralized shared model of Intrusion Detection Systems (IDS) in IoT networks. It utilizes Federated 
Learning (FL) to collaboratively train the model without exposing training data to others. FLEKD addresses the 
heterogeneity problem in IoT networks by using ensemble knowledge distillation, which allows for a flexible 
aggregation method that reduces the impact of clients' heterogeneity while maintaining user privacy. 
Experimental results demonstrate that FLEKD outperforms local training and traditional FL in terms of both 
speed and performance, improving the system's ability to identify unknown attacks compared to local training 
models and naive FL global models. 

IV. EXPERIMENTAL RESULTS 

The document mentions that extensive experiments were conducted on the CICIDS2019 dataset to evaluate the 
performance of the proposed FLEKD framework. The results demonstrate better detection performance and 
improved ability to identify unknown attacks compared to local training models and naive FL global models. 
The framework also exhibits clear advantages in handling diverse data features, sample quantity, and missing 
certain classes. 
Algorithm 1: Federated Learning with Ensemble Knowledge Distillation 
This algorithm describes the process of federated learning with ensemble knowledge distillation. 
STEP-1: It takes as input a proxy IDS dataset (unlabeled) and private IDS datasets (labeled), and initializes client 
models.  
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STEP-2: The algorithm then proceeds with communication rounds, where a subset of clients is selected to 
participate. 
STEP-3: For each client, the current global model is synchronized, and a local model is updated using the client's 
private dataset. The client models are then transmitted to the central server. STEP-4:The server computes an 
updated consensus by averaging the client models' parameters. STEP-5:Ensemble knowledge distillation is 
performed, where the server model's logit vectors are calculated based on the proxy dataset, and the client 
models' logit vectors are calculated based on the proxy dataset using an ensemble algorithm.  
STEP-6: The global model is fine-tuned using Kullback-Leibler divergence. The process continues until the 
desired number of communication rounds is reached, and the trained server model is returned as the output. 

A. Heterogeneous distribution of client data 
In the context of the document, the term "heterogeneous distribution of client data" refers to the variation and 
diversity in the data collected from different devices or clients in a federated learning framework. This 
heterogeneity can arise due to differences in feature dimensions, attack types, and data distribution among the 
clients. It poses a challenge for centralized machine learning and deep learning models in the context of IoT 
security detection. To address this challenge, the document proposes an effective heterogeneous federated 
learning framework using ensemble knowledge distillation (FLEKD). This framework aims to utilize the 
knowledge from diverse client models to improve the generalization and performance of the server model after 
aggregation. 

B. Parameters Setting 
The document provides information about the parameters setting used in the federated learning process. The 
client number is set to 9, indicating that there are 9 clients participating in the training. According to the client 
number, every three clients have private data sets of the same dimension. The learning rate is set to 0.001, and a 
uniform decay strategy of five percent is applied. The temperature for knowledge distillation is set to 1.5, and the 
deterministic temperature for ensembling weights is set to 0.5. Adam optimization is used, and a decay strategy 
of five percent is applied for each epoch. These parameters are crucial for the training and optimization. 

C. Performance of Proposed Framework 
The performance of the proposed framework is evaluated using different sample parameters for the Dirichlet 
distribution. The table shows the performance of the model using three different values of α: 10, 1, and 0.5. The 
first part of the table displays the performance of the local training process conducted by each client on their 
private dataset. As the data becomes more heterogeneous, there is a significant decrease in the F1-score of each 
client. However, by introducing distributed training, the predictive performance can be improved significantly. 
For example, in the case of UDPLag, a class with very few examples, an F1-score of 95.40% can be achieved 
with α set to 0.5. This is a large improvement compared to the results obtained from local training, where some 
clients achieved less than 50% accuracy. Furthermore, F1-score improves in various other intrusion attack 
scenarios. Our proposed EKD fine-tuning further enhances the performance of the central model and accelerates 
the convergence rate. 

 
Figure-2. Error rate of the server-side model on the test set 
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D. Main Results of Local Training 
The main results of the local training conducted by clients 0-8 are presented in Table I. The scores are calculated 
using the F1-score metric. Each client's performance is evaluated for different intrusion attack scenarios, such as 
Portmap, LDAP, MSSQL, NetBIOS, Syn, UDP, UDPLag. 

 
E. Analysis 
In this paper, the effectiveness of the proposed method in the context of an intrusion detection system in IoT 
security is evaluated. The performance of the method is investigated under three key scenarios: varying 
dimensions of the data, different sample sizes, and different attack category distributions in various clients. The 
results demonstrate the superiority of the approach in these scenarios. The impact of different dimensions is also 
considered, showing that when the available feature vectors are reduced to 24 dimensions, there is a significant 
decrease in performance. However, when federated learning and the proposed method of ensemble knowledge 
distillation are applied, there is a significant improvement. 

F. The impact of different dimensions 
When evaluating the effectiveness of the proposed method in the context of an intrusion detection system in IoT 
security, the impact of different dimensions of the data was considered. The experiments compared the results of 
training with datasets of different dimensions locally and with federated learning. It was found that when the 
available feature vectors were reduced to 24 dimensions, there was a significant decrease in performance. 
However, when federated learning and the proposed method of ensemble knowledge distillation were applied, 
there was a significant improvement in accuracy. This indicates that the proposed method can effectively solve 
the problem of dimensionality differences in IoT device data. 

 
G. The impact of different sample sizes 
In the given document, it is mentioned that there may be significant differences in the number of samples 
between IoT devices due to the characteristics of network attacks. The dataset was divided into three groups with 
different sample sizes, represented as 'Base', '10Base', and '100Base'. When using local training only, there was a 
negative correlation between the number of samples and the detection performance. The best performance of 
99.50% was achieved on 100*Base. However, when using FLEKD to aggregate and optimize the models of 
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different clients, the final F1-score reached 99.80%, which is higher than all results obtained by local training 
and ordinary FL. This demonstrates that FLEKD can effectively address the sample size differences between 
different IoT devices and significantly improve intrusion detection performance. 

 
H. The impact of different attack category distributions 
In the experiments conducted using the CICIDS2019 dataset, it was observed that different IoT devices usually 
have heterogeneous data distributions when it comes to attack categories. Traditional centralized intrusion 
detection systems (IDSs) often struggle to effectively identify novel attacks. However, the FL-based and 
FLEKD-based IDS models showed high detection abilities for unknown attacks. By adopting FLEKD, even the 
most difficult-to-detect attack category, 'UDPLag', achieved a detection rate of 80.86%, while other attack 
categories saw improvements to around 99%. This demonstrates that FLEKD-based IDS can effectively address 
the problem of category heterogeneity, enabling different devices to identify attacks. 

 

V. CONCLUSION 

The document concludes that the proposed FLEKD framework offers a promising solution for IoT networks' 
security. It highlights the advantages of FL in maintaining data privacy, mitigating data scarcity, and training 
with heterogeneous data. The proposed FLEKD framework for Intrusion Detection System (IDS) in IoT security 
outperforms local training and traditional Federated Learning (FL) in terms of speed and performance. It 
addresses the challenge of data heterogeneity by using knowledge distillation and ensemble methods to improve 
the generalization and accuracy of the global model. FLEKD demonstrates clear advantages in handling 
heterogeneous data and shows promising results in real-world scenarios. Overall, FLEKD offers a promising 
solution for enhancing the security of IoT. 
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