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Abstract— Given the pervasiveness of social media in today's world, the problem of identifying
fraudulent accounts on sites like Social Media has taken on great significance. Python is the main
technology used in this project, "'Social Media Fake Account Detection using Machine Learning,"
to address this issue. The system employs 2 effective machine learning algorithms, the Classifier
of Random Forests and its Decision Tree Classifier, to do this. The random forest classification
system performs exceptionally well, achieving an accuracy of 100% on the training database and
a startling accuracy rate of 93% on the test dataset. This Decision Tree Classifier simultaneously
shows its efficiency by achieving ninety-two testing and ninety-two accuracy when trained. 576
records make up the dataset used for this project, and each record has 12 unique features. The
presence or absence of a profile picture, the ratio of numbers of individuals in usernames and
passwords the splitting of the full name into phrase tokens, the equality of login credentials and
full names, the total length of user bios, which stands for the existence of other people's URLS,
the private position of user accounts, the number of posts, the number of followers, the amount
of takes into account followed, the and the last classification of a profile as "'phony™ or ""Real"
are just a few of the important aspects of online social networking user profiles covered by these
characteristics. This project seeks to provide an efficient and dependable approach for
recognizing Fake user profiles using Python and these advanced machine learning models. It
contributes to keeping the software's validity and privacy of users intact.

Index Terms— Python, Decision Tree Algorithm, Random Forest Algorith

l. INTRODUCTION

The application of machine and deep learning paradigms has been prolific across a wide spectrum of academic
fields, effectively spanning disciplines that include agronomy [1], spectral analysis [2], [3], cellular biology [4],
and healthcare [5], [6].The act of inventing an online identity to mislead or hide one's genuine identity is known
as creating a false account on social media. This behavior is frequently coupled to different goals, including
disseminating false information, cyberbullying, anonymity, and stalking[7][8]. To create an online persona that
appears authentic, the procedure usually involves fabricating names, images, and biographical data[9]. To
participate in activities, they would not link with their own identity, people may turn to making up fake
accounts[10][11]. This might be anything from publishing contentious images to falling for online fraud or scams.
Social media companies spend money on moderation tools and algorithms to identify and block these phony
accounts, which endanger user security and the platform's integrity[12].
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Furthermore, using false accounts compromises the legitimacy and trust of online interactions, which brings up
ethical issues[13]. To keep the internet safe and reliable, users must stay alert and report any questionable accounts.
To prevent the establishment and spread of false accounts, platforms are always improving their security protocols,
which highlights the significance of practicing responsible digital citizenship.

Without explicit programming, a collection of computer algorithms referred to as "machine learning" can learn
from examples and improve itself. Machine learning is a subset of artificial intelligence[14][15]. It forecasts output
by using data and mathematical methods, which can be used to get insightful knowledge. The breakthrough is the
notion that a machine can autonomously gain insight into information (i.e., an example) and produce precise
results. Machine learning is closely linked to Statistical prediction and data mining. After ingesting input, the
system applies an algorithm to produce replies[16][17][18].

The brain that does all the learning is machine learning. Machine learning is comparable to human learning.
Experience teaches humans new things[19]. Predicting becomes easier with the most information we have. In
comparison, we're given less likelihood to succeed under an unfamiliar circumstance compared to an existing
context[20][21]. The machine shows an explanation to produce an accurate prediction. The machine can determine
the result when we offer it another similar example. But much like a human, the machine finds it difficult to
forecast if it is fed an example that hasn't been seen before[22][23]. Learning and inference are machine learning's
main goals. Initially, the machine gains knowledge by identifying patterns. The data is what led to this discovery.
Selecting the right data to feed the computer is an essential skill for a data scientist.

A collection of characteristics utilized to address a problem is called a characteristics array. Applying an aspect of
information to a problem can be thought of as an attribute array[24].
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A. Random Forest Algorithm

A flexible and potent machine learning approach for classification, as well as regression applications, is called
Random Forest. It falls within the group of ensemble learning, which aims to increase overall reliability and
precision by mixing predictions from several models[25]. The decision trees make the basis for the "forest” in the
Random Forest model, and the introduction of randomization in the two training and prediction stages is referred
to as the "random"part.

By choosing portions of the training phase's data and characteristics at random, Random Forest creates several
decision trees throughout the training phase. This procedure called bagging (Bootstrap Aggregating), improves the
model's capacity for generalization while assisting in the reduction of overfitting[26].

This algorithm's excellent precision and capacity to manage complicated data sets have made it popular in a variety
of fields, such as the detection of images, finance, and healthcare. Random Forest is a widely used option in the
machine learning world due to its adaptability, resilience, and capacity to handle both numerical and categorical
input[27]. To get the best throughput for a given task, you must carefully adjust its hyperparameters.
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Figure (iii). Random Forest Flowchart
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B. Decision Tree Algorithm

A Decision Tree is an important machine-learning approach for regression and classification work that has a tree-
like structure. Internal nodes reflect feature-based decisions, locations reflect results, and leaf nodes show final
predictions[26]. The primary goal is to produce identical subgroups based on the target parameter.
During the process of making decisions, the dataset is iteratively partitioned based on features that provide
the greatest information gain or reduce Maximum impurity. Gini impurity assesses the disorder in data points,
whereas gain of information evaluates how successfully a characteristic distinguishes values.

Model decisions can be better explained by using decision trees because they are easily interpreted and visually
simple. They can, however, overfit and end up collecting disturbance in training data. Tree depth restrictions or
trimming can be used to remedy this. Decision trees might not apply well and are susceptible to fluctuations
inthedata[27].

Decision trees are used in ensemble approaches such as Random Forests to create strong models. Because decision
trees are a natural way to extract insights from large, complicated information, they are used in marketing, finance,
and healthcare. Applying decision trees in machine learning models requires carefully a tuned hyperparameter and
correcting excessive fitting.
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Figure (iv). Decision Tree Flowchart

Il. METHODOLOGY

Dataset: The dataset consists of 576 individual data. There are 12 columns in the dataset.

Data Collection and Preprocessing: Gathering information from social media platforms, such as activity logs,
interaction patterns, and profile features, is the initial stage. To guarantee the consistency and quality of the dataset,
preprocessing methods such as feature scaling, data cleaning, and missing value imputation are used. To reduce
dimensionality and emphasize informative qualities, feature selection techniques can also be used.

Feature Engineering: To improve model performance, feature engineering is essential for obtaining valuable
information from unprocessed data. The behavioral and structural traits of both real and fake accounts are captured
by features including interaction variety, posting frequency, profile completeness, and language patterns. The
selection and development of pertinent features are guided by domain expertise and exploratory data analysis.
Model Training: The constructed feature set is applied to learn the Random Forest and Decision Tree algorithms
to identify trends that point to fraudulent profiles. Using bootstrapped samples of the data, several decision trees
are constructed using the Random Forest group learning approach, which then aggregates the trees' predictions to
improve resilience and generalization. Decision trees, on the other hand, create a hierarchical structure for
categorization by recursively partitioning the feature space according to attribute splits.

Evaluation and Validation: The trained models' performance is assessed by the use of suitable measures, including
F1-score, accuracy, precision, and recall. Techniques for cross-validation, such as k-fold cross-validation,
guarantee objective evaluation of the model's performance over several data subsets. In addition, the models'
efficacy in identifying fraudulent profiles is evaluated by real-world testing or validation on a holdout dataset.
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DATA FLOW DIAGRAM

An input dataset is first used in the process, and preprocessing is applied to improve its quality and suitability for
further analysis. This includes operations like encoding categorical variables, scaling features, and handling
missing values. The dataset is preprocessed and then divided into two sets: a training set that is used to construct
the model and an evaluation set that is used to assess the model's performance.

On the chosen dataset, two classification algorithms—the Random Forest Classifier and the Decision Tree
Classifier—are trained. While the Decision Tree Classifier constructs a tree structure for prediction, the Random
Forest Classifier develops an ensemble of decision trees, offering robustness and minimizing overfitting. The
testing dataset is subsequently subjected to the trained model's application for classification and prediction. The
goal here is to distinguish between authentic and fraudulent accounts. The model classifies the testing data by
applying its learning patterns and decision-making abilities. Ultimately, the anticipated outcomes are produced,
showing if an account is considered authentic or fraudulent. The useful metric for evaluating the model's ability to
differentiate within the two classes is this predicted result. For the specific purpose of distinguishing between
phony and real accounts, this organized approach encompasses the phases of data preliminary processing, model
training, hyperparameter optimization, and predictive analysis.
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Figure (vi). Data Flowchart

I1l. SYSTEM ANALYSIS

The suggested Social Media fake account identification solution is built on a solid foundation of Python, a flexible
and popular programming language in the data analysis and machine learning domains. The Random Forest
Classification and the Decision Tree Classification are two important machine learning models that the system
uses to improve its ability to discriminate between real and phony Social Media accounts. Python is used to create
the system, and it provides a rich ecosystem of modules and tools for modeling, assessment, and preparing data.
Python is a great fit for this project because of its many machine-learning tools and versatility. The suggested
solution uses the Random Forest Classifier and Decision Tree Classification technique machine learning
algorithms to assess Social Media profiles for authenticity as a whole. The Random Forest Classifier model
demonstrates its ability to generalize well and generate correct predictions by achieving a solid 93% precision
score on the test dataset and a spectacular 100% precision score on the training dataset. The Decision Tree
Classifier has a 92% training precision score and a 92% test accuracy, indicating its continued applicability for the
fraudulent account detection problem. The 576 entries in the dataset that the system uses to run its operations are
enhanced with 12 distinct attributes that cover a range of aspects related to Social Media accounts. Among these
features are the following: External URL, Name==username, Display picture, Number of digits in the username,
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Fullname words, and Number of digits in the full name. personal, Fake, #Posts, #Followers, #Follows. The
suggested approach addresses certain drawbacks and expands on the advantages of the current system, which
attained remarkable accuracy levels. To predict thorough and accurate results for Social Media fake account
detection, it combines a variety of algorithms, strong feature engineering, interpretability, adaptation to new
threats, and increased efficiency. The main goal of this technology is to make the Internet community platform
more reliable and secure.

IV. RESULT ANALYSIS

System testing, a crucial stage in the software development life cycle, evaluates a software system's overall
functionality, quality, and performance. It is an extensive and methodical procedure designed to find errors, make
sure the system satisfies requirements, and confirm that it is ready for use. Delivering dependable, sturdy, and
superior software solutions depends heavily on system testing.

RandomForestClassifier
Recall Precision F1-score
0 0.90 0.98 0.94

1 0.98 0.90 0.94

Figure (vii). Random Forest Classifier

For a binary classification problem, where there were two unique classes labeled 0 and 1, a Random Forest
Classifier was used. For both classes, the relevant performance metrics—Recall, Precision, and F1-score—were
calculated. With a high recall (sensitivity) of 0.90 for Class 0, the classifier proved to be highly effective in properly
identifying instances of this class out of all the relevant examples. In a notable higher accuracy of 0.98 for Class
0, there was little chance of false positives. The F1-score for Class Zero, which evaluates how well Precision and
Recall are balanced, was determined to be 0.94. This indicates a strong performance in identifying genuine positive
cases and reducing false positives. On the other hand, the classifier demonstrated a high Precision of 0.98 for
Class 1, suggesting a low false positive rate. Class 1's recall, on the other hand, was marginally lower at 0.90,
indicating that the classifier may have missed a small number of instances from this class. The F1-score for Class
1 One was 0.94, It was likewise the same as Class 0's.

Confusion Matrix

Figure (viii). Confusion matrix of Random Forest

Based on the F1 scores, the Random Forest Classifier performed admirably overall in both classes, striking better
stability in the middle of precision and recall. In situations when it's critical to strike stability in the middle of false
positives and false negatives, the classifier's resilience in managing both positive and negative occurrences is
essential. These results highlight the Random Forest model's effectiveness in the particular categorization task that
was studied. Furthermore, the thorough examination of each statistic offers insights into the classifier's advantages
as well as potential places for improvement for particular class considerations. These findings provide important
information for the discussion and conclusion portions of a journal publication on the classification problem at
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hand, which is crucial for practitioners and decision-makers who depend on precise predictions in the researched
area.

DecisionTreeClassifier
Recall Precision F1-score
0 0.890.970.93

1 0.96 0.88 0.92

Figure (ix). Decision Tree Classifier

For the binary classification challenge, where the classes were labeled as 0 and 1, the Decision Tree Classifier
performed differently than the Random Forest Classifier. For both courses, the primary performance metrics—
Recall, Precision, and F1-score—were calculated. The Decision Tree Classifier's Recall for Class 0 was 0.89,
demonstrating its ability to accurately identify instances of this class out of all the relevant examples. With a better
accuracy of 0.97 for Class Zero, there was little chance of false positives. Class Zero's F1-score of 0.93 indicates
a balanced performance in eliminating false positives and capturing true positive situations.The Decision Tree
Classifier denotes a peak recall of 0.96 for Class 1, demonstrating its efficacy in detecting positive cases. In
addition to, Class 1's Precision was somewhat lower at 0.88, indicating a considerably higher rate of false positives.
Class 1 has an F1 score of 0.92, which shows that Precision and Recall are well-balanced. When comparing the
Decision Tree Classifier's performance to the Random Forest Classifier that was previously mentioned, the
Decision Tree model produced generally somewhat lower Precision and F1-score for both classes. It performed
well in Recall, demonstrating its capacity to identify favorable examples, but there was a greater trade-off with
Precision.

Confusion Matrix

Figure (x). Confusion Matrix of Decision Tree
In summary, the Decision Tree Classifier outperforms other methods for the binary classification job, particularly
when it comes to recall. But for a thorough analysis, Precision and F1 scores must be taken into account. Decision
trees could be a good option when a high recall rate is desired, but precision must be carefully balanced, particularly
if reducing false positives is a crucial demand. These results offer insightful information for decision-makers and
industry practitioners, broadening our understanding of the applicability of Decision Tree models for particular
classification tasks.

V. CONCLUSION

To sum up, the project "ldentification of Phony Profiles On Social Platforms Using Random Forest and Decision
Tree Algorithms" offers a thorough and practical way to deal with the problem of distinguishing real Social Media
accounts from fraudulent ones. This system, which was created with Python and makes use of the Random Forest
Classifier and the Decision Tree Classifier, two potent machine learning models, has been demonstrated to be
highly efficient and dependable in its operation.The 576 entries in the dataset that the system uses to work are
enhanced with 12 unique attributes that represent different views of Social Media accounts, including the existence
of account images, the format of profile names and complete names, the length of the bio, external URLs, and
more. The system can identify phony accounts with accuracy and consistency because of these capabilities and
strong feature engineering.

Improvements in content analysis, interpretability, adaptation to new threats, and privacy concerns all add to the
system's effectiveness and user confidence. Using a variety of classifiers and ensuring algorithm diversity allows
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for a more thorough assessment of Social media profiles. The Random Forest Classifier's test accuracy stands at
93%, while the Decision Tree Classifier's test accuracy is at 92%. These results demonstrate the proposed system's
great capacity to generalize and reduce false negatives and positives. These characteristics are necessary to keep
the Social platform safe and secure.As a result, the project solves the shortcomings of the current system in addition
to enhancing its strengths. It provides a comprehensive solution that attempts to better Instagram's security,
reliability, and user experience by efficiently detecting and reducing the existence of phony accounts.
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