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Abstract—Green Internet of Things (IoT) encompasses various sectors like farming, home
automation, smart transport, and wellness, aiming to simplify people's lives. However,
cyberattacks pose a significant threat to 10T devices. Deep learning techniques have emerged as
effective solutions for loT security, particularly in intrusion detection. Anomaly-based
Intrusion Detection Systems (IDS) are favored over signature-based detection to combat zero-
day threats. This study provides a comprehensive literature review on deep learning-based
anomaly detection and device classification for safeguarding 10T systems.

Index Terms— 10T, device identification, intrusion detection, deep learning, literature survey.

|. INTRODUCTION

The Internet of Things (loT) is rapidly connecting billions of sensors and controls to the Internet, enabling seamless
interactions [1]. With around 7 billion operational 10T devices worldwide [2], prioritizing smart technologies is vital for
fostering sustainable economies and promoting intelligent living, security, and cultural enrichment [1]. The l0T's versatility
spans various domains like smart homes, wearable technology, and healthcare, romising significant improvements in our
daily lives [1].
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Fig 1. Examples of loT based applications
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Numerous groups, including scientific research organizations, are actively involved in various aspects of loT
development. They have outlined a framework for understanding how loT will impact the economy and
industries in the next decade. By 2019, Cisco had delivered the majority of the world's 24 billion smart objects,
establishing itself as a leading provider of 10T projects. Predictions suggest that by 2025, Huawei will introduce
100 billion 10T connections.
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Fig 2. Connected loT devices worldwide, in billions from m2018 to 2023 [5]

Figure 2 illustrates the growth of connected 10T devices worldwide from 2018 to 2030. Statistics indicate that
approximately 127 new Internet-connected gadgets are added every second globally. In 2020, 63% of all
electronic gadgets had internet access. Notably, 10T deployment accounted for 23% of all smart city commercial
projects, with 40% of healthcare institutions incorporating embedded 0T systems.

Furthermore, the cost of I0T is rising steadily as advancements in related technologies, such as automated
machine systems and gadgets, continue to improve. This trend is depicted in Figure 3, illustrating worldwide
investment in the Internet of Things from 2018 through 2023. In 2018, costs totaled $616 billion, with marginal
increases observed in 2019. However, a significant shift occurred in 2022 and 2023.

Fig 3. Worldwide expenditure on loT devices and applications

The loT market has seen significant growth, reaching 20.4 billion connections in 2022, and projected to hit 27
billion M2M connections by 2024 [3]. Forecasts suggest a market size of $4 trillion by 2025 [3], but the lack of
awareness and government guidelines on loT security has made organizations vulnerable to cyber attacks [4].
Despite available security solutions like firewalls and IDS, new threats continue to pose challenges [5]. Prompt
patching and removal of malicious loT devices are crucial, yet tracking them within networks remains
problematic [6], especially with traditional identifiers like MAC addresses and IP addresses prone to forgery,
necessitating alternative methods for device identification [7].

Il. SECURITY

The rapid expansion of 10T devices heightens security risks due to increasing cyber attacks and system
complexity [8-10]. Despite a growing market for 10T security solutions, reports indicate prevalent attacks,
emphasizing the need for better security measures [11, 12]. Standardizing platforms could enhance security, but
current risk assessment techniques struggle in dynamic 10T environments [13, 14]. Protecting devices and user
data is essential, necessitating comprehensive risk management frameworks [15]. The increase in 10T devices
creates opportunities for criminal activity, with cybercriminals exploiting vulnerabilities across layers [16],
including the perception layer facing vulnerabilities like node capturing and malicious code insertion [17, 18],
and the network layer prone to phishing, DDoS, and routing attacks [21-23]. The support layer is vulnerable to
DDoS, MITM, and SQL injection attacks [21-23], while smart applications in the application layer encounter
security concerns like data leakage, unauthorized access, and malicious code injection [24,25].
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Fig 4. Attacks on different loT layers

A. Need for loT

The 10T necessitates robust security measures to bridge human activities with digital and physical environments
[38]. Al integration enhances fraud detection and addresses security threats comprehensively, while efficient
management expedites G-loT investigations [38]. Data privacy requires regular encryption and deletion of
private files. Security assessments must encompass the loT's expansive attack surfaces, demanding a
comprehensive network security approach. Key security properties like confidentiality, integrity, authentication,
authorization, and availability are essential for safeguarding information and ensuring uninterrupted service
amidst threats like denial of service attacks [38].

The literature review highlights various methods for device type identification and intrusion detection in loT
environments. Marchal et al. [38] developed AUDI for 10T device type identification, while Prasad et al. [62]
proposed a clustering approach for Intrusion Detection Systems (IDS). Deep learning models, including CNNs,
DBNs, RBMs, and RNNs, have shown superior performance in intrusion detection, contributing to enhanced
security threat detection in 10T systems.

Deep learning for IDS

Ullah et al. [82] discussed the rise of deep learning in 10T intrusion detection, presenting an RNN-based model
using LSTM, BIiLSTM, and GRU for anomaly detection. They also proposed a hybrid model combining CNN
and RNN for feature learning. Donkol et al. [83] introduced ELSTM to address shortcomings in intrusion
detection, enhancing security with RNNs and mitigating issues like gradient vanishing and overfitting. Their
approaches were validated using the NSL-KDD dataset, showing improved feature selection and attack
classification.

Article Techniques Accuracy Precisionn Recall EAR F1-Measure
Lopezet al.[70]

AE 81% 8.58% 80.1% NA 79.08
Yang et al.[88] VAE

+ DNN 89.07% 86.04% 95.67% NA 0.62%
Thamilarasu et al.[89]

DBN NA 97% NA NA NA

. LSTM

Shi etal. [91] +RNN 99.35 97.96 98.79 NA | 98.39
Muniret al.[92]

CNN 99 100 NA 0.007 NA
Mani muruganetal. [94]

DBN 98.29 97.22 98.35 NA 98
Diro et al.[99] Multi-LayerDL

99.03 NA 99.28 99.11 |0.86

Parra et al.[100] CNN

+LSTM 94.31 93.39 93.68 NA 93.49
Chenget al.[101]

CNN 99.89 99.88 97.98 NA 98.65
Moustafa etal. [102]

DFFNN 98.5 NA 99 NA NA
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Xie etal. [103]
LSTM NA NA NA NA NA
Zhao et al. [104]
CNN 86.96 NA NA NA NA
Li etal. [105] LSTM
97.59 83.78 2.03 NA NA
Kim et al. [106]
IAE 99.80 NA NA NA NA
Hwang et
al. [107] CNN 100 100 100 NA 100
+ AE
Yin et al. [108] CNN
+AE 99.61 97.77 97.21 NA 98.77
Telika ni  etal. [109]
IAE 99.62 100 100 100 0.0058
Shone et al. [110]
IAE 97.86 100 100 NA 85.42
Drosou et
al. [111] GNN/ RNN 99 NA NA NA NA
Deng et al. [112] 1. ML V. 9.77 V. 8.99 V1. 1.52 VI VI A
.23

Xiao et al. [84] introduced a CNN-based Intrusion Detection System (CNN-IDS) for network attacks, employing
dimensionality reduction and automatic feature extraction through CNN processing to reduce computational
costs while preserving intrusion detection details.

Khanam et al. [85] proposed CFLVAE to address data imbalance in intrusion detection datasets by generating
new samples for minority attack classes.

Lahasan et al. [86] stressed the importance of developing compact deep autoencoder models using a two-layer
optimizer, considering input features, training examples, and hidden neuron count simultaneously, guided by the
precision of a KNN classifier and the depth of the autoencoder model.

Yang et al. [88] introduced ICVAE-DNN, merging a Deep Neural Network (DNN) with Improved Conditional
Variational AutoEncoder (ICVAE) for intrusion detection, enhancing identification rates for diverse attacks by
exploring sparse representations. Thamilarasu et al. [89] devised a smart Intrusion Detection System (IDS) for
0T environments, ensuring protocol compatibility and effective detection of malicious activities. Shi et al. [91]
proposed a botnet detection method analyzing network packet traffic patterns using time-based sampling. Munir
et al. [92] presented DeepAnT, a deep learning-based approach for time series anomaly detection, utilizing
unlabeled data for prediction. Gurina et al. [93] utilized deep autoencoders to detect anomalous network activity
from compromised loT devices. Kim et al. [96] employed Deep Learning (DL) in their Intrusion Detection
System (IDS) research to detect Denial of Service (DoS) attacks. Jung et al. [97] developed an 8-layer
Convolutional Neural Network (CNN)-based model for power usage data. Gurina et al. [98] introduced a
lightweight method for anomaly-based attack identification, analyzing dynamic responses of web servers to
incoming requests using a dynamic response anomaly recognizer based on an auto encode
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|Attack Type|

DL Method Handled Pros Cons
R2L, DoS, Learning extended  data
U2R Best  suited  forsequences with  RNN|
Botnet environment  wherglis difficult because of

RNN Time seriesldata is  processed the problem of
lanomaly sequentially the gradient disappearing
detection or

exploding.

CNN is ideal foriHigh computational power ig
quick and effectiverequired therefore it

feature extractionpecomes a
CNN Malware ~ [fromrawdata.  Ichallenge for
attacks Better learning withlresource constrained 10T

reduced training error|devices

Computational complexity

Efficient feature{The classification|
Malware lextraction performance dips if the|
Deep lattacks Dimension reduction |[sample data used for training
IAutoencoder  [BotNet does not
attacks accurately test data.
It has a |High computational resourceg
feedback mechanism for
which helps to extractresource constrained devices
the JPoor feature
RBM R2L, DoS,important attributesrepresentation if inadequate
U2R that can beRBM is used.
used to capture the
behaviour of
10T devices.
/Appropriate for
DBN R2L, DoS,|critical featureHigh computation resources
U2R lextraction with|
unlabeled datq
training
IAbility to
BotNet, detect zero-day attack(Complex training process
GAN Scanning, |It uses only one passProduces the
MiTM through the model  |unstable results.

I11. CONCLUSION

This study provides a comprehensive analysis of machine learning and deep learning methods for 10T anomaly
detection, focusing on deep learning techniques for IDS in the 10T environment. It consolidates recent literature
to organize and compare various studies, datasets, attack detection methods, and evaluation procedures.
Additionally, it highlights challenges associated with deep learning for loT anomaly detection, serving as a
valuable resource for researchers and identifying areas for further development in loT-specific IDS systems.
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