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Abstract—ATM card fraud is on the increase with the recent cashless policy and change of
naira notes in Nigeria. Transactions are mostly done through cards, making it vulnerable to
fraud hence; it is a major issue of concern to the banking sectors as well as to the users, which
hinders economic growth, and creates distrust to in the users. Several attempts have been made
to investigate the issues and solutions proffered using different approaches such as conventional
measures, machine learning, improved firewall security, probability, etc. However, detecting
and preventing ATM card frauds has proven to be difficult in both data collection and fraud
investigation for the following reasons: there is a shortage of knowledge concerning the access
point where ATM fraud is committed and given its infrequency and parallel nature most
conventional investigators lack the experience to detect it. The aim of this research work is to
develop a high performance intelligent agent-based model for detection of ATM card frauds.
Basically, the model involves 3-factor authentication process to determine if a user should be
granted access or otherwise, deny access to a bank ATM, these includes; Password module, Al-
Agent spending patter detection and lastly Biometric modules authentication. Logistic
regression, SVM and KNN machine learning methodology were applied to historical log files of
the ATM cards usage patterns to devise an intelligent data mining classification model. This
model was evaluated using confusion matrix with the dataset from the bank. Its effectiveness
was ascertained as the accuracy of K Nearness Neighbor (KNN), Support Vector Machine
(SVM) and Logistic regression are 93%, 89% and 96% and precision 73%, 98% and 80%
respectively. This will help immensely in providing a way forward in curbing the high rate of
ATM card fraud in banking sector.

Index Terms— ATM Fraud, Intelligent agent, SVM, KNN, Logistic Regression.

|. INTRODUCTION

Technology advancement has helped the rapid development of the internet, e-commerce and online payment to
become major means of trading through the use of an automated teller machine (ATM) and associated cards.
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The use of ATM cards brought about a lot of improvements and innovations within the banking industry by
raising the financial standard as well as civilizing financial transactions among bank customers [1]. Several
reasons trigger consumers, merchants, decision-makers, etc. to acquire ATM debit cards. It was believed that the
use of the cashless system will reduce looting fraud to an extent and a lot more.

Although there are lots of benefits accrued to the use of ATM debit cards, it has also introduced some security
challenges and fraud. ATM card fraud is one of the major problems in Nigerian banking and the world at large
[2]. ATM card fraud is the unauthorized use of an ATM card to engage in unlawful practices with or without the
awareness of the ACTM cardholder [3]. One of the key issues hindering the actualization of the cashless vision
of Nigeria’s economy is electronic banking fraud [4].

Recent developments in Nigeria in terms of commence have made the ATM cards majorly sources of payment
for goods and services, porous to fraudsters. There have been incessant reports of bank customers losing their
money from their accounts without trace, this even led temporary shorting down of some banks in Nigeria.

In recent times, the data mining technique is a known technique used for combating crime due to its
effectiveness. The data mining technique is a distinct routine that accepts data and generates results in the form
of a pattern. The technique will be used to analyze the information and determine if the action on the account
holder implies any fraudulent activities or not. It is important to know that data mining is a process that
incorporates two elements; the database and machine learning. The former provides data management
techniques, while the latter supplies data analysis techniques using an algorithm. The proposed system uses this
approach to model the behavior of customers using the withdrawal amount, location, frequency as well as usual
time of withdrawal to provide a solution to ATM fraud.

In this work, the model is designed to a have three-factor authentication process first authentication process is
the password authentication process, which will be implemented using encryption techniques, the second
authentication process is the Al-agent module will be implemented using machine learning algorithm; the
Logistic regression, SVM and KNN to learn ATM card users’ behavior, lastly is the Biometric module while will
be implemented to recognize and classify faces of the ATM card users. This model is a high-security
performance model as; the password authentication ensures that the transaction is performed by the card user
while the machine learning algorithm will have the capability of learning individual ATM user pattern and will
trigger fraud when the patterns charges. Lastly, Biometric authentication will reduce ATM skimming and other
similar attacks that relates to magnetic stripes.

Il. LITERATURE REVIEW

ATM Card fraud detection is a means of monitoring the customer's ATM activities to detect fraud. . Nigeria's
banking system in recent times has adopted some technical measures to combat fraud which is eating deeply into
the economy of the country, these include; Personal Identification Number (PIN), Card Verification Method
(CVM) Biometrics, and operational based rules method. CVM and PIN are used in checking for secret code that
is entered into the machine by the customer [9]. Ibrahim et.al believes the act of fraud can be identified and a
sophisticated approach can be placed to discover and control the fraudulent activities in the bank [10]. MS.
Parktiksha, in his work said that the advanced approach used in identifying an ATM card crime include neural
networks, data mining Al, inherent algorithm, games theory, etc [11]. Debit card discovery requires a lot of
investigation, complex algorithms, and training to detect and prevent fraud in debit cards [12]. In recent times,
the Nigerian banking industry has developed several measures to detect and manage the incidence of fraud in the
sectors these include; daily checking, daily account reconciliation, taking stock, and others, in every bank branch
[8]. However, it is discouraging that despite all these measures, fraud within the banking industry has continued
to be on the increase, the major reason being that technologies behind the combating is the same technology are
used to commit the crime. ATM card fraud prevention, the outcome of ATM card fraud in Nigeria shows that, if
not taken seriously decision the economy of the country will one day collapse. Finally, the good news is that the
technology for preventing debit card fraud is also increasing as debit card fraud in the banking industry increases
[13].

To reduce this problem of fraud, the Nigerian banking industry need to adopt intelligent agent-based software for
fraud detection systems needs to be built. In researcher’s model, it will be able to learn each customer’s pattern
of transactions to detect fraud in a real-time banking system. Any time there is a change in the pattern of
transaction criminal cases will be suspected and the bank will be notified and information on the fraud activities
will be reported to the customer. The pattern will be predicted using the following machine learning; logistic
regression, SVM and KNN (Al-agent pattern). The password and Biometric authentication process will be also
implant to ensure a highly operational system and will use encryption techniques and openCV in Python.
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I11. PROBLEM DEFINITION

There is a shortage of knowledge concerning the access point where ATM fraud is committed. Again the
existing security mechanism where transactions are authenticated using a pin code is not secured since fraudsters
can spy on the account holder’s pin code and use the same to do online fund transfers from the victim’s account.

IV. METHODOLOGY

The technique used to analyze the system is quantitative and qualitative analysis to show the strength of both.
Again Logistic regression, SVM and KNN machine learning methodology were applied to historical log files of
the ATM cards usage patterns to devise an intelligent data mining classification model to build a better model for
ATM fraud detection

V. THE STRUCTURE OF THE PRESENT ATMS BANK SYSTEM IN NIGERIA
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Fig 1: the bank ATM existing system

The figurel shows the present interface of the ATM existing system, where one can open account, withdraw
cash, deposit/cash transfer etc. The figure also shows some of the activities that can take place in the bank server
during ATM bank transaction; receives and sends pin number to bank server, (validation of acc), receives
geographic location cash transaction and other details, Initiates a fund transfer from bank account etc. the user
phone is where detail of all bank transactions is sent.

V1. DESCRIPTION OF PROPOSED SYSTEM

The Intelligent Agent-Based model proposed in this research work is a software system that is embedded with
some intelligence from a machine learning algorithm known as logistic regression, SVM and K-NN with 3-
factor authentication, the figure 2 is the proposed model for ATM card detection.

Input Interface: An input interface is a form that is used to receive the ATM card transaction information.
Output Interface: This interface would be used for informing the users of the status of the input details after the
agent has been able to decide if the transaction was fraudulent or not.

Software Interface: The software interface is the implementation of a set of Application Interfaces that
implement business logics such as a mining engine, database engine and rule engine, used by the system to
achieve the respective objectives.

The method will be useing logical conditions to compare known patterns of transactions to be able to detect
fraud. Some conditions that may be tested include but not limited to the following: time interval of the
transaction, the geographical distance and the amount involved in the transaction.

Database

This is a relational database system that store transaction logs for future references and for re-training of the
intelligent agent to enhance learning.

Intelligent Agent

This is the most important component of the system, where the logics of the data mining is implemented. The
intelligence would be implemented using three models, which includes the
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i. Logistic Regression, which is a binary classification model that uses a logistic function, also known as the
sigmoid function given in equation (i) to transform linear regression into Logit, is log of Odds.
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Fig 2: The Proposed model for detection of ATM card fraud detection
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ii. K-Nearest Neighbor, which finds the Euclidian distance between the mathematical values of each data point
and the sample data, as is given in equation (ii) and also the probability of the point similar to the test data given
as equation (iii)

d(xxY) = \/(xsample - xi)z + (YSample - YL')Z (”)
PO =jlIX =x) = = S0, 1 (y' =) (vii) (iii)

iii. Support Vector Machine models, and would be trained to classify differently, the transaction details into
fraudulent and normal transactions.

The system involves a 3-stage or 3-factor authentication process to build a sup per security system and to
determine if a user should be granted access or otherwise, deny access; the three main authentication modules,
namely:

¢+ Password authentication module

« Al-Agent spending pattern authentication module

+«+ Biometric authentication module

The Password authentication is the 1% stage of the authentication process, will use encryption techniques, and
will be implanted using Bcrypt hashing function to store and retrieve Personal Identification Number (PIN) in
Python.

The Al-agent Spending pattern module will be implemented using a machine learning algorithm; Logistic
regression, SVM and KNN to learn ATM card users’ behavior based on the Frequency of ATM use, Amount
involved, Distance between two usage points, and Time between two usage points. A dataset containing a
similar usage pattern of an ATM card holder will be used to train the module to detect fraud in ATM
transactions.

The Biometric module will be implemented using OpenCV in Python to detect, recognize and classify faces of
the ATM card users.

*

L X4

¢

VII. THE APPLICATION INTERFACE OF THE AUTHENTICATION INTELLIGENT AGENT MODEL

The figure 3 shows the interface of data capturing, where the ATM user inputs their personal data. The
information collected will be stored in the intelligent model database for use during ATM bank transaction to
compared with new input to check if the person is a genuine user or not. Figure 4 shows an Interface for card
number input and figure 5 shows interface of successful transaction.
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Fig 3 interface of creating New Account Fig 4 Interface of entering an account number

Fig 5 : interface of a successful transaction

VI1Il. RESULT OF PERFORMANCE ANALYSIS

The intelligent agent was implemented using the Logistic Regression, SVM, and K-Nearest Neighbor Model and
the tested for performance using the following performance matrices:
Receiver Operating Characteristic Curve (ROC), Confusion Matrix, System Accuracy and Area Under the ROC
Curve (AUC)
Receiver Operating Characteristic Curve (ROC)
The ROC is a graphical representation of the performance of a classification model using the True Positive Rate
(TP) and True Negative Rate (TN) values of the predictions.
Confusion Matrix
The visual representations of the overall performance of the classification models were done using confusion
matrix. The matrix shows the percentage of success and failure a model could have. Hence it can be used to
determine parameters used to perform classification model evaluation
System Accuracy (Acc)
The accuracy test of the system was performed to determine the percentage of correctness of the system in
making correct predictions using the test dataset. The performance accuracy was determined using the formula
below:
TP + TN
TP+TN+FN +FP

This implies that accuracy is given by the sum of the correctly predicted outcomes (TP and TN) divided by the
total possible predictions (TN, TP, FN, and FP).

Area under the ROC Curve (AUC)

The total area under the ROC curve was plotted to determine for each model under investigation. This value is
required to validate the performance accuracy of the classification model. This means that even when a system
presents a high accuracy; it may still tend to perform poorly in trying to achieve correct classification.
Performance evaluation of the Model:

The Performance of KNN model : The KNN model was trained with the same dataset and subjected to the same
test data. The result yielded the result shows, the AUC value of 0.98, precision of 0.73 and an accuracy value of
0.93.

AUC-ROC of the KNN Model generated with python code using the test dataset from the original dataset
Performance of SVM Model

The SVM model result shows AUC value of 0.92, precision of 0.98 and an accuracy value of 0.89.

Acc =
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Fig 6: The Performance of KNN model
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Fig8: Performance of SVM Model

AUC-ROC of the SVM Model generated with python code using the test dataset from the original dataset
Performance of Logistic Regression Model:
The Logistic Regression model result shows AUC value of 0.98, precision of 0.80 and an accuracy value of 0.96.
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Fig 9: Performance of Logistic Regression Model
AUC-ROC of the Logistic Regression Model generated with python code using the test dataset from the original
dataset.

TABLE |: SUMMARY OF THE RESULTS

Model Accuracy | AUC | Precision
KNN 93% 98% | 73%
SVM 89% 92% | 98%
Logistic Regression 96% 98% 80%

Discussion of the Result of Performance Evaluation

From result summary table 1, the largest percentage accuracy is the logistic regression model, while the AUC
values for the logistic regression and KNN is the same (98%). The precision value is for the SVM is the highest.
Overall observation shows that the three models would do very well in the classification of ATM fraud
detection.

IX. CONCLUSION

The issue of ATM fraud is on the increase, which is highly exasperating; hence the researchers developed an
intelligent agent model using logistic regression, SVM and KNN machine learning with 3-factor authentication
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process to detect fraudulent activities in the daily ATM transactions. The model is built in the form that it will
learn each customer spending pattern, inorder to classify transaction as fraud or not. To have a high operational
intelligent agent-based model for detection of ATM card frauds, for any user to access the intelligent gent model
must pass through the three authentication process and must be satisfied as a genuine card user before the user
can access any bank transaction services, this make the model a powerful security system.
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