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Abstract—Due to increase in the data breaches over the last few years and even the initial layers 
of authentication failed to stop the data breaches  its been crucial to take a step forward and 
bust the cyber frauds and maintain the confidentiality and integrity of  the user.To Achieve the 
cyber goals in this paper we presented an idea of eliminating a central authority by keeping a 
decentralized system so that the attacks on server can be totally eliminated and therefore To 
tackle the data breaches by implementing the blockchain architecture ,each node will be user 
and will be storing the information of the previous node in the network.to add one more layer of 
authentication that is Biometric .Data of the user will remain secured and if the biometric 
identity is compromised losses will be very less compared to centralized system also the 
information of biometric data is way more secured.  
 
Index Terms— Blockchain,BiometricAuthentication,Minutiae Algorithm,DES. 

I. INTRODUCTION 

Information is present in all areas of life .The models used in the past years are most of the things remote. the 
main building block has been authentication in  the system .Nowadays we are seeing in making transaction apps 
like phonepe and paytm are using technology like Biometric authentication but still the cyber criminals are able 
to make breaches so to make the system more secure we have proposed a new system of authentication adding 
one more layer of security that is blockchain.The basic aim of this project is to develop a multilayer 
authentication system which can minimize the threats or data breach or cyber attacks while doing any transaction 
,sending mails etc. and If you ask Why did we select biometrics?Because OTP can be easily attack by the third 
person and also the OTP is accessible to the service providers so they can violate the goals of authenticity 
whereas the data stored in blockchain cannot be easily tampered and hence acts as a secure storage when 
compared to other available options.Data of the user will remain secured and if the biometric identity is 
compromised losses will be very less compared to centralized system also the information of biometric data is 
way more secured.Looking all the layers it won't be wrong to say that we are adding there will be authenticity 
and the user has to pass through different players to get the accessibility . 

II. RELATED WORK 

FA works by adding an extra layer of security i.e a passcode or  password to the pin so that it becomes hard for 
the hacker to  
The survey found many attacks which have become popular in the past years MITM: The attacker interrupts 
messages  in  the  middle  of  its  transmission  and  tries  to cheat the communicating parties by posing as a third  
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party.[1]SIM swapping and hacking: Threat actor convinces your carrier to switch your number to a SIM that the 
attacker own.Lost and synced devices: possibility to sync SMS messages with other devices.Phishing: Social 
engineering and impersonation.Account takeover: Access to SMS through service provider portal. 
Reliability:SMS Delay and Loss: According to a study by keynote systems(94.7% of the SMS messages arrive at 
their destination in an average of 11.8 seconds. This means 5.3% arrives late or do not arrives at all ! ) 
Coverage : In order to receive the SMS OTP, you have to be in area with cellular coverage with carrier 
acceptance 
Dependency: High dependency on multiple parties starting from the SMS gateway reseller, SMS aggregator, 
Telecom provider, Client phone.So, that we conclude that SMS OTP vulnerable to several types of attacks.SMS 
OTP is costly and not reliable.Sandeep Shiravale [14] Blockchain technology will help make data more reliable 
and secure, preventing the loss of data and unauthorized access. Consensus algorithm along with the hash 
algorithms maintains the integrity of data while providing authentication and authorization. The Identity Based 
Encryption management concept allows the encryption of the user's data as well as their identity..Shrikant 
Salve[13] Many government websites and systems were hacked in the past few years.go to analyze study on 
various cyber-attacks that were triggered in India and other countries. Also, in this paper, we have reported a 
proposed intelligent system which is based on supervised and unsupervised learning techniques. 

III. METHODOLOGY 

Authentication 
technique 

Input process Output 

password and 
username verification  

user fill the form by 
giving information of 
username and password 

the entered form details matched with the 
server database and replies yes or no 

user will be redirected to another 
page for OTP verification 

    Biometric       
Identification and 
verification 
(2nd layer) 

user need to save his 
finger print in biometric 
to access this application 

finger prints would then be matched with 
the stored ones through database and the 
result being yes or no would be reflected 
on the screen  

user will be redirected to the main 
page after successful verification  

4t   2nd layer 
    (Blockchain   
    Messaging ) 

user will enter message  DES encryption and SHA will encrypt 
and create hash 

message hash value will get 
generated and user can continue 
doing messaging blocks will be 
keep on generating 

A. Algorithms   
1.For BIometric Encryption refer figure 1 - minutiae Algorithm used , Compared to previous fingerprint 
representations, the minutiae are more stable and resistant to contrast, image resolutions, and global distortion. 
Even though the majority of automatic fingerprint identification systems are built to employ minutiae as the 
primary fingerprint feature for detection, extracting the minutiae from a low quality image is a difficult 
operation. 

 
Fig. 1   Fingerprint working architecture 

For message encryption - DES ALgorithm  
Refer fig 2  A team from IBM developed the DES (Data Encryption Standard) algorithm, a symmetric-key block 
cypher that was later accepted by the National Institute of Standards and Technology (NIST). The algorithm 
creates ciphertext from the plain text in 64-bit blocks.using 48-bit keys then it it further permuted goes and then 
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for decryption same key is used. 

 
Fig.2 -  DES working architecture 

ref fig 3  For message hashing we have used - SHA, or secure hashing algorithm, stands for. Data and certificates are 
hashed with SHA, a modified version of MD5. By utilising bitwise operations, modular additions, and compression 
functions, a hashing algorithm reduces the input data into a smaller form that is impossible to comprehend. 

 

Fig-3 generation of hash value indicating how different hash values are getting generated 

IV. RESULTS AND DISCUSSION 

Refer figure 4 and 5  First we need to enter data and it will shows you the hash value. if you want data also in 
encrypted format then you need to select the encrypt symbol then you need to enter the data then it will also 
encrypt the data also and it will generate hash value with data encryption value. 

V. CONCLUSION 

As we mention that you project is keep data confidential so using our app we can keep the data safe as our 
project is to build a blockchain encryption with biometric authentication with the help of this if want to send any 
data to another person you just need to enter your data in this app and it will generate hash value if you think 
hash value can also generated by online tools and also can be crack by online tools yes it can be crack or can be 
created by online tools but we are generating hash value through blockchain so it will impossible for any online 
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tools to generate this with blockchain and they also cannot able to crack this . so using this app we can provide 
confidentiality and integrity to you . 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

Fig. 4   BlockChain Application 
 

 
Fig. 5  Blockchain  Encrypt Message 
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