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Abstract—Recently, ML and BCT convergence has become the most disruptive and trending 
technology. ML uses a large database, which emphasizes the synchronization and security of 
data. To handle the former issues, use the decentralization structure of BCT for the ML data, 
which is also immutable and uses distributed ledger, which makes the framework more secure 
and data reliable. ML offers intelligent machines which work similarly to hu- mans. In this 
paper, both technologies summarized , how they work, and their types. Also, discuss some 
research objectives of how ML with BCT integrated and how this technology use for analyzing 
traffic.  
 
Index Terms— Machine Learning (ML), Block-chain Technology(BCT), Traffic Analysis. 

I. INTRODUCTION 

Let us first get familiar with the traditional approach used, where the programmer evaluates the model output and 
creates a new rule to make models more accurate. Traditional programming is time-consuming, and so machine 
learning came into existence, which is a subset of artificial intelligence. Almost a decade ago Solomonoff 1957 
first time wrote about machine learning. Machine learning (ML) rises in the early 2000s and is highly motivated 
by human learning behavior, where input and output are given and the machine figures out how to solve the 
problem. Machine learning is the term used for cognition of simple algorithms and as a statistical method used 
by a system to complete a task without explicitly programming. ML's main strength is in the formation of 
different computer algorithms that give access to data from different machines[1]. In this way, machines take 
their own decisions, and based on data, they make predictions. There are a distinct number of areas where 
machine learning is used as a solution to their problems. ML examines the features of a newly presented object 
(problem) and assigns it to one of the pre-defined classes (algorithms). While there are several applications of 
ML-like classifying loans as Low, Medium, and High Risk, assigning products into categories and sub 
categories, speech recognition, image recognition, and traffic prediction [2]. These are data-driven applications 
that use a vast amount of data. To synchronize and secure the data, a third party is required, which is not 
efficient to use. For that purpose, technology used for synchronization and security, i.e. Block-chain Technology 
(BCT). In 2008, a group of un- known people which is also known as Nakamoto, first time published a study 
about bitcoin[3]. Until mid-2010, Nakamo- to continued to conspire with another software developer for the 
further work of bitcoin, and by using the bitcoin, they implemented a decentralized block-chain framework for 
the first time. Blockchain technology is a database that stores records, which are called blocks. In a network, 
every block connect with another block. This format of the framework is preferred to be a ‘digital ledger [4]. The  
 
 
 
Grenze ID: 01.GIJET.8.2.12_1 
© Grenze Scientific Society, 2022 

 

Grenze International Journal of Engineering and Technology, June Issue 



 
1171 

encrypted digital code of the owner, which validates the transaction and secures data from alteration, certifies 
every transaction in the ledger. Hence, the information in the digital ledger is highly protected. Immutability, 
decentralization, and  transparency  these  factors  are  the  backbone  of  blockchain  technology [5]. These three 
features opened its door to the utmost variety of applications. Blockchain Technology categorized such 
applications into no of groups, i.e., healthcare, services related to financial, business and industry, and other new 
applications. Our concern is related to the security of data, this technology provides security at three levels. First, 
decentralization excludes the possibility of data alteration [6]. Second, cryptographic technology is used for the 
security of data and to confirm that data can’t be changed without approval [7]. In the last, the consensus 
mechanism provides security for the whole framework [8].This analysis observed that the joint consideration of 
Machine Learning and Block-chain Technology brings a significant impact on the case study of traffic analysis. 
The systematic review of both the technology is the primary driver for conducting this research. In particular, try 
to attempt to address this by answering the following three questions: 

a) How does ML BCT technology develop over time? 
b) How do ML and BCT work, discussed their framework, their types, and their characteristics? 
c) How does the convergence of ML BCT framework affect and find out the benefit of both the 

technology     when integrated? 
Our work shares added to a thorough understanding of the ML BCT features framework and provides a scenario 
of the current state of both technologies. In this paper try to highlight the interest growing based on the content 
analysis approach and classify three key research aims: (i) Identify and classify the ML BCT technology and 
their based  In Section II presented an overview in which the background of Machine Learning and Block Chain 
Technology is discussed, their architecture is explored how they work, their features, and types. After 
introducing this technology in Section III, present the descriptive analysis of the integration of this technology 
for the use case: Traffic Analysis. The last, the conclusion, is presented in Section 4. 

Fig 1 

II. OVERVIEW 

A. Machine Learning 
In the principle, ML consider as an application that learns from the experience. Without explicitly programming, 
ML can teach a computer [9]. ML enclosed its work from a distinct set of areas, including information theory, 
artificial intelligence, control theory, computational complexity, probability, and statistics [10]. Nowadays, 
researchers discuss the framework of classification where the major goal is to focus on the use of the particular 
algorithm. To understand more deeply the workflow of the framework, discuss a detailed structure of ML. The 
workflow of the whole framework shows in Fig 1. In the first step, User have to understand the data according to 
their needs and then analyze the sources from which raw data is collect, better the quality of data better it will be 
for the modeling. After finalizing the data source, gathered all the data according to the use of users. The next 
step is to prepare the data in which divide the data into two parts which are required or not, then the required data 
is divided into two phases, i.e., the training set and the testing set. With suitable algorithms and techniques on the 
training set, build a model where the training set is used as an input, and for the testing phase, take the remaining 
data. After dividing the data, explored the data in more detail, remove the data which is not in use, fill the null 
value if required. 

Types of ML approaches: 
o Supervised learning: It’s a type of classification method. To generate a new prediction of outcomes, 
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train the labeled data. In this type of learning, learning continues as far as the algorithm reaches an 
acceptable point. Based on training data, the algorithm continuously concludes outputs, which are 
continually correct [11] [12]. 

o Unsupervised Learning: Unsupervised Learning is also known as the clustering method, where labeling 
of the dataset is not required; only data as input is required. The goal of this learning is to learn about 
data by the de- sign of infrastructure or how data is distributed [13]. 

ML algorithms grow over traditional algorithms  since ML algorithms  axiomatically learn  from the data.  Data 
that is given as an input to algorithms of ML is divided into two phases, one is a training set and the other is a 
testing set which already discussed. If the size of the training data set increases, the truthfulness of ML 
algorithms increases [14]. There are two major approaches to ML, which are Supervised Learning and 
Unsupervised Learning, as already mentioned previously. According to some researchers, they present that the 
truthfulness (accuracy) of Supervised Learning is much superior to Unsupervised Learning, as shown in Table1. 
The outcome showed that supervised technique is less powerful than unsupervised techniques. However, both 
techniques work better because they present little distinction in the truthfulness of attack, which is visible and 
invisible [15]. 

TABLE I. 

Traditional approaches are applied to earlier works and their main goal is to find out useful information from 
huge data packets, which can be useful for applications like analysis of security, and profiling of users [19][16]. 
Our goal in using ML is to the analysis of the traffic that extract from social media and identify attacks [17]. In 
addition, technologies of ML require no human intervention for change in the traffic patterns; ML does it by 
detecting the controller of the network [12] and accomplishing no. of goals as present in Table 2. Although over 
from many years of research presents that Machine Learning is very helpful for traffic analysis, it revolves 
around the significance of typical training, through which devices that find out deviation should be continuously 
trained because of the evaluation of the types and characteristics of attacks. Certain criteria are to be studied to 
regulate how methods are effective for detecting the attack type [17]. In Table 2 Machine Learning techniques 
are summarized which is used for traffic analysis. 

B. Block chain Technology 
The block chain is a secured protocol enabling peer-to-peer exchange in the network [3]. Block chain is an 
unchangeable set of records that are cryptographically associated with each other. Peers have agreed to a 
distributed ledger of transactions, stored as immutable blocks that are connected to one upon on a decentralized 
network secured by cryptography [25]. The distributed ledger is not copied, it allows for shared data or 
information with every node of the network. Why did Block chain come into existence? The traditional approach 
Client-Server network uses they centralize its architecture, which means the server has all the information in one 
place which can easily be updated according to changes of data. As already know, most applications are using 
huge information, and no business runs using this information. Block chain stores data in a distributed ledger that 
can be accessed, and updated, ensuring all the records are in the correct order in the network which makes this 
technology ideal for transferring information that is unaltered and transparent. If all the information is 
summarize the as whole thing, a framed BCT using these elements, i.e., immutable, decentralized, distributed 
ledger which makes BCT powerful. 

Key Elements of Block chain: 
o Distributed Ledger Technology: All the members of the network can access the distributed. 

Ledger. Its record of transactions is immutable. They shared the ledger among every member of 
the network, all information is recorded only once, and end duplicate data from the ledger. There 
are three types of permission given to the ledger, according to which the whole process acts those 
are Private, Consortium, and Public permission. 

o Immutable Records: Once the information is stored in the ledger, it can't alter or shared by every 
member of the block even if it contains an error when there is any position in the ledger then with 
the permission of all members ledger is updated accordingly. 

Types of ML                                  ML Algorithms Accuracy 

Supervised Naïve Baise, SVM, Random Forest 91% - 95% 

Unsupervised K-Mean 91% - 98% 
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TABLE II. 
 

o Decentralization: This is one of the most crucial elements of the BCT. In a decentralized framework,  it 
doesn’t need a central node. For storing data, the recording of data ledger concept is in use, the ledger 
which is shared with every block or node in the framework does all the work [26]. 

There  are  three  types  of  permission   given   by   the   authority   for   the   block-chain   framework,   those   
are: Public Block-chain, Consortium Block-chain and Private Block chain. The selection of the type of block 
chain is based on the requirement and place where the block chain is applied. If anyone can verify any 
transaction between blocks of BCT and data is accessed by everyone who wants to read it, then prefer the Public 
Block chain. When main lead want to give some permission for some blocks to read and for some blocks 
permission is not given, there is no access for it or set the priorities according to which user can access in that 
case use the Consortium Block chain. In a Private Block chain, no one is allowed to access the data, and anyone 
present in the network can not verify any transaction. There are problems when BCT is not in use is difficult to 
monitor asset ownership and transfers in a trusted business network [27]. BCT gave a solution by giving 
different permission to different parts which already discussed. 

Structure of Block chain 
In a particular order number of blocks with transactions is connected in some order then it’s considered a 
Blockchain. Fundamental Concepts of a data structure are used for the structure of Block chain: I) Pointer ii) 
Linked Lists 

Pointers: The pointer carries the data of another node or variable present in the network or points out to the 
address  of the node. 

Linked List: Every node or block saves its respective information on the network. With the help of a pointer, they 
link it to the other node. 
In the first block, it doesn't involve the pointer. They designed the structure of the BCT framework like a linked 
list data structure so it reaches the last block or node of the network which has only a pointer. In the block chain 
framework, they connected blocks of records in a particular sequence, which is shown in Fig. 2. 

Block chain Architecture Components and its working: 
Components of Block chain Architecture: 

o Node: users within the architecture of Block chain. 
o Transaction: when data, record, or any information is transferred from one block to another. 
o Block: It’s like a data structure that comprises every record of transaction executed between nodes. 

Authors Technique used Objectives 
 

Paxson 
[20] 

 
Machine learning technique 

ML methods have been applied for detection of spam more 
effectively than intrusion detection because the detection of 
inconsistency is best for detecting different forms of attacks. 

 
Zheng [23] 

 
Machine learning SVM is used. 

 
Classify the energy which is used as data flow. 

 
Suthaharan 
[21] 

 
Machine learning use techniques that are of 

supervised learning. 

 
By learning the properties of the network, intrusion traffic is 

classified. 

 
Laskov 
[15]. 

 
Machine learning (SVM), (kNN) γ- 

algorithm, k-means 

 
For detection of malicious activities, compared both types of 
learning i.e. supervised and unsupervised. 

 
Mukkamal
a [22] 

 
SVM technique used in Machine Learning 

 
Identify patterns or features that define user behaviors to build 
classifiers for recognizing anomalies 

 
Vinoth 
[24] 

 
Naïve Bayes and Decision tree algorithms of 

ML are used. 

 
Traffic that is used in the network is classified. 

M.Sofka 
[19] 

Using the supervised learning technique of 
Machine Learning. 

Identify security threats that are already known and previous- 
ly unseen. 
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Fig 2 

Fig 3 

o Chain: Arrangement of blocks in a particular order. 
o Miners: Miners is the node that verifies the new node whenever a new node wants to add to the 

framework. 
o Consensus Protocol: Consensus protocol is a set of rules which operations of block chain should follow. 

In the block chain architecture, whenever a new transaction is executed, it creates a new block. The digitally 
signed proof assures of its authority for every new transaction. Before the addition of this block into the network, 
it verifies by every node of the architecture. It presented the internal structure of the block in Fig 3, in which all 
block has its header, hash value of the previous block, and Merkel Root. Merkel Root is a type of data structure, 
like a Binary Hash Tree. This data structure has several data blocks that contain hashes that conclude all the 
transactions in a block. It secures data more efficiently. 
How Block chain Works: 
Block is a package of transactions, which comprise the previous block hash. All the blocks in the network are 
linked us- ing their hash value, and data can’t be changed in one block without breaking the chain [5]. Every 
block shares the same ledger. Now here gave a detailed overview of how Block chain works. The first step is to 
request a transaction, and they create a block that represents the transaction. The next step is broadcasting the 
blocks in the network. The network ver i- fies transaction validation. After that node receives a reward for the 
proof of work, the block is added to the existing block chain, and then the transaction is completed. An overview 
of block chain, its framework objectives, survey of Block chain is presented in Table 3. 

III. CONVERGENCE OF MACHINE LEARNING WITH BLOCKCHAIN 

The joint consideration of Machine learning with Block chain technology helps to improve the problem which is 
faced by the applications of machine learning. By using the BCT's different properties, ML security and 
synchronization problem- solve to some extent. Machine Learning is also used to increase the time taken to 
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reach consent by creating routes for better data sharing synchronization. Further, it creates an event to architect 
an improved model by using the favorable benefits of BCT. ML algorithms use information or data as input for 
their processing and to reach outcomes. ML algorithms perform better when data is possessed from the data 
warehouse or a repository that is secure, credible, and valid. Block chain used the distributed ledger which 
makes BCT powerful. 

TABLE III. 

Hence, the information in the digital ledger is highly protected. The convergence of ML and block chain can 
create an The encrypted digital code of the owner, which validates the transaction and secures data from 
alteration, certifies every transaction in the ledger immutable, secure, decentralized, and immutable system for 
eminently perceived data.This concept outcome in significant advancements for data security and information 
in many areas, which include banking, financial and legal data. Some properties of BCT for ML emerge a 
significant effect: 

o The intelligence of Decentralization Framework: Any decision of the process involves multiple 
users, and every user performs their own task which is trained under the training which is common 
for every user. In the same way, it combined different ML users in groups, which gave the 
network security and help in solving the scheduling issues. 

o Security of Data Enhanced: The ML algorithm works on a vast amount of data and information for 
the security of data. BCT provides security to the data. Block-chain store database in the blocks, as 
has been already studied. Every block is signed digitally which means every block has its private 
keys which makes ML more secure and gave valid outcomes. 

o High Efficiency: BCT work on decentralized architecture which uses the distributed ledger to save 
all the in- formation of the particular block which gave immense efficiency to the network. With 
ML as already know, it uses a vast amount of data for processing when ML is integrated with 
BCT, then the concept of decentralization applies to the ML framework, which helps to 
synchronize the data and gave efficient outcomes. 

TABLE IV. 
 

 

  

Authors Objective Findings 
Meng et al. [28] In Intrusion Detection use of the block-chain pre- 

sent 
A different application of Block-chain is discussed and 
their future scope. 

Alexopoulos et 
al. [29] 

Integration of the Intrusion system with the block 
chain increases the trust and accountability in the 
system. 

Design considerations 
thoroughly Explained 

W.Kanoun et al. 
[32] 

Irregularities of the detection system using 
Block chain is discussed. 

use of bandwidth is extremely low which is about 
0.246% 

S.Chawathe et 
al. [33] 

For monitoring self-organizing maps 
in Real-time using block chain. 

Present a linear relationship for running time for the 
number of attributes, different instances, and 
iterations. 

Sarda et al. [34] To prevent work-history related 
frauds using block chain 

Validate the history of work and excess use of block 
chain 

Sgantzos et al. 
[30] 

Using a block-chain genetic algorithm 
Implemented and their result presented. 

Discussed architecture and future 
Applications and their scope. 

Machine Learning Block chain Technology Convergence of ML with BCT Benefits 
Resilient (Volatile) Unchangeable Discernment of Decentralized Structure 

Dynamic Deterministic Resolve Credible Issues 
Centralized Decentralized Security of data Increase 

The main concern in data, Infor- 
mation, and decision 

Main Concern on Security Efficiency high 
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The integration of machine learning with block chain enhances block chain’s underlying architecture and boosts 
Machine Learning potential. Block chain & ML perfectly complement each other and very much are the two 
pillars on which future innovations are to be built. The main features of block chain may bring a lot of 
advancement for ML techniques. Because of its decentralized element, block chain can conceivably kill the 
inconveniences of bringing it together. In Table 4, present the benefits which get after integration of 
technologies. 

IV. CONCLUSION 

In this paper, a detailed overview of Machine Learning and Block chain Technology is given. Also discussed 
how Block chains Technology and its main features: Immutable, Decentralization framework, and using 
distributed ledger are integrated with Machine Learning, enhance and solve issues of Machine Learning. 
Discussed A case study of traffic analysis is discussed for which these technologies are used. The framework of 
Machine Learning and its types also discussed and summarized techniques of Machine Learning used for traffic 
analysis. Overview of both the technology shows that they gave the best outcomes when they are integrated. 
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