Grenze International Journal of Engineering and Technology, June Issue
Scientific Society

Performance and Scalability Analysis of AI-Driven
Cyber-Secure Assessment Platforms

Saksham Pokhrel!, Saurab Gurung?, Renuka Chaudhary? and Sushant Jhingran*
“4Department of Computer Science and Engineering, Sharda University, Greater Noida, Uttar Pradesh, India
Email: sakshampokhrell 75@gmail.com, saurb21112002@gmail.com, renul6516@gmail.com, sushantjhingran@gmail.com

Abstract— The rapid growth of digital learning has put a strain on scalable and secure online
exam systems that will be able to perform in a steady fashion when there are large numbers of
concurrent users. Proctoring using Artificial Intelligence (AI) can enhance academic integrity
by providing continuous monitoring, behavioral analysis and real-time surveillance, but,
because Al inferences are persistent, the system is likely to be limited in its scalability and
reliability. This paper presents a performance and scalability analysis of an Al-adapted cyber-
secure online examination system, which is developed based on a modular full-stack design,
stateless backend services, asynchronous processing, and container deployments. Standard
load-testing and benchmarking methods were used to carry out experimental analysis at the
different workloads. The core performance mesures that were evaluated including reaction
time, processing capacity, resource use and Ai inference delay. Result shows that the proposed
system will have low latency and high throughput with constant Al-based monitoring at low to
moderate concurrency and show the predictable performance degradation at the high loads.
The result indicates the balance of the inconsistent AI monitoting and expandability and also
offers actionable information in the development of efficient, safe and scalable web based
assessment platforms.

Index terms— Al-based Online Examination, Cyber-Secure Assessment, Performance and
Scalability, Automated Proctoring, Resource Optimization.

1. INTRODUCTION

With the rapid growth of e-learning, distance learning and computer-based teaching methods, Online Evaluation
systems have assumed a vital role in modern academic appraisal which enables the process of evaluation to take
place at any place and any time. Behaviour Identification, Activity Tracking, Face Recognition and video
tracking in real-time function as an Al-based method that is typically applied to promote academic integrity
through preventing impersonation and unauthorized behaviour [1], [8]. Online assesments are the type of cyber
systems which are sensitive to security because these Als features enhance the security of the examinations with
means of constant monitoring and automatic response to suspicious behavior. However, continous Al
observation imposes significant computational loads on the systems which affects the systems in terms of
usability, scalability and resource efficiency [2], [9]. Current Assessment frameworks based on the internet are
often unable to find a balance between an effective security approach and a reliable performance when a large
concurrency is involved [6], [7].
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The lightweight systems provide even better performance but with fewer monitoring and the system that have
high monitoring face deterioration in performance as the number of user’s loads increase [2], [3]. Although the
effectiveness of Al-based cheating detection has been sufficiently studied, sacability and performance of Al
tasks on large scale environments have not been thoroughly studied [9], [14].

II. LITERATURE REVIEW

The growing use of online examination systems have resulted in the research into the enhancement of
acessibility and academics honesty. The earlier online systems have only simple web based assessment systems
like timer features, randomization of questions and automatic scoring features but has no efficiency surveillance
thus was prone to impersonation and deciet [1], [4], [5]. To solve these problems, Al-powered procotoing
features like face recognition, eye tracking, head tracking and tab switching are proposed to improve the level of
exam security. The majority of the available research applies to these systems on the basis of the detection rates
of cheating and the false positives [2], [14], and some research is devoted to the secure system design in terms of
authentication, role-based access control, and secure communication systems [10], [11]. Although these
developments have taken place, studies of the performance and scalability of Al-driven examination systems are
still scarce. The high computational demands of continual Al applications, like real-time video surveillance, are
relative to the usual event-driven system [2], [3]. Even though the concept of scalability such as load balancing
and horizontal scaling has been extensively researched in the e-learning platforms, the extra effect of continuous
Al inference is likely to be ignored [6], [9]. In addition, most studies are based on controlled settings that are not
representative of large-scale examination conditions of the real world [1], [2].

III. SYSTEM ARCHITECTURE

The architecture design comprises the use of Angular-based single-page frontend, Spring Boot Backend,
component-based Al proctoring, and containerized database to ensure scalability and consistent performance.
Frontend deals with exam interfaces, timer, tracking user activity and the basic proctoring controls and
improvements such as lazy loading and good state managements keep performance steady and without exception
as many users as possible are using it. The backend is stateless which enables the resources to be horizontally
scaled by providing RESTful authentication, exam administration, response submission and event monitoring
solutions using JWT authentication. The proposed Al-based proctoring system uses a hybrid and modular
approach that allows achieving the balance between accuracy in monitoring and computational performance,
allowing the system to scale independently and avoid conflicts of resources. The system uses a normalized
MySQL database that is optimized by indexing and query optimization to perform efficient data retrieval and
Docker-based containerization and orchestration to provide uniform deployment, resource isolation, dynamic
scaling, and enhanced reliability to large-scale examination environments.

IV. METHODOLOGY

In this section, the experimentation conducted to evaluate the effectiveness, scalability and reliability of the
proposed Al-based online assessment system is described. The research adopts a quantitative design because it
will evaluate the performance of the system as the number of parallel users advances with the system
performance constantly maintained due to the presence of Al-driven monitoring. The reason why Al-proctored
environments need always-available computational resources is because it continuously detects the video and
tracks the activities, as such, the assessment was conducted based on the principles of repeatability, controlled
experiments, and quantitative benchmarking procedures as per the standards of distributed systems [15], [16].
Regarding performance evaluation, the system was split into the critical components, which constitute stateless
back-end services that are used to carry out the authentication process, exam management, logging, and
interaction with the database, which enables the system to scale horizontally in a scenario where there are many
parallel requests, and an AI tracking component, which runs face recognition and behavioral analysis
continuously, resulting in a continuous consumption of CPU and memory and directly impacting scalability [2],
[9]. The scalability testing was conducted based on incremental load-testing process whereby, the number of
simultaneous users was gradually increased and data was captured when steady-state load operations were
maintained at each level of incremental load. It was examined on the basis of the evolution of response time, Al
effect on throughput, the tendencies of CPU and memory consumption, and determining the saturation values,
and performance limits that would have granted an estimation of the degradation curves and scalability limits
[16], [18]. The performance data were collected by using application logs, monitoring tools, and resource
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tracking systems of the client, backend, and Al components and statistical measures of the mean, peak, and the
variance were calculated in every load scenario [15], [17].

V. PERFORMANCE AND SCALABILITY EVALUATION

In this subsection, the runtime performance characteristics are assessed by testing the functionality of the real-
time system when it is in active operation and the interaction between the frontend, backend, and AI monitoring
parts is evaluated. The persistence in Al application would put long-term computational load on the system that
would adversely affect its efficiency without proper management [1], [2], and online tests would demand a stable
and predictable execution performance [8]. Responsiveness refers to the system’s response to user interaction,
including page loading, navigation and submission of answers under the conditions of concurrent user loads
where the delay patterns are observed to be within the acceptable performance limits because Al-based
monitoring can add latency to peak loads as the same resources are used [9], [14]. The experiments were
deployed in web-based setting within a simulated environment of real institutional deployment employing a
client-server structure, stateless backend services, RESTful APIs and ongoing AI monitoring. Simulated
concurrent users were used to test scalability and measured metrics of the performance such as response time, Al
inference latency, CPU usage, memory usage, throughput and error rate were measured using monitoring tools.
Experiments were repeated in steady-state conditions to provide proper performance and scalability evaluation.

VI. RESULT AND PERFORMANCE ANALYSIS

A. Response Time Analysis

When the number of users was 200, the average system response time was approximately 178 ms. The latency
also marginally went to 185 ms when 400 users were serving which means that the backend is offering decent
request management and scalability. Response time increased sharply at 500 users, to approximately 530 ms,
which is due to the resource being saturated due to CPU contention between running Al inference. The
breakdown was slow but not sudden, and it was a challenge to the stability of the system behavior at the time of
stressing it.

B. Reliability and Error Analysis

All experiments had a low error rate (= 0.01% at most), and the system did not experience any failures, errors
during requests, or instability. It also validates the strength of the architecture in the event that it is exposed to
intense computational workload.

C. Throughput Analysis

The throughput rose according to the low to moderate loads and peaked at the 228 requests/sec with 200 users.
The throughput was constant at 218 requests/sec, with 400 users, which is the evidence of the efficient scaling. It
decreased to 187 requests/sec with 500 users which is a resource limitation issue in the back-end, though the
received requests were handled in a dependable manner without any failure.

D. Resource Utilization Analysis

The CPU consumption was rising gradually with the user load reaching about 90 percent with 500 users at a
time, with the CPU resources seen to be the scaling limit. The use of memory was stable that showed that there
was no memory leakage and there was proper management of memory. These findings validate the fact that
ongoing Al inference generates unremitting computational demands that directly affect scalability demands.

E. Summary of Performance Results

Overall, the Al-based evaluation system showed an overall consistent performance with low to moderate
concurrency. Continuous Al monitoring added additional load with higher loads, but the system remained
responsive and reliable to high levels of concurrency with limited visibility on scalability constraints.

TABLE . PERFORMANCE METRICS VS. USER LOAD

Concurrent Users | Avg Response Time | Throughput Error Rate (%) CPU Utilization (%) | Performance
(ms) (reg/sec) Interpretation

200 178 228 0.01 58 Excellent

400 185 218 0.00 82 Very Good

500 530 187 0.00 90 Saturation Begins
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usage under heavier load performance degradation at high concurrency

VII. DISCUSSION

The research results of the experiment provide clear insight into the effectiveness and scalability of the Al-based
online evaluation system in the context of continuous monitoring. As shown in Table I and Figs. 1-4, there is a
trade-off between maintaining academic integrity through Al-based proctoring and the computational cost of
real-time Al processing. Analysis of response time shows that there is a steady and efficient response time at
light to moderate loads, and that latency increases gradually with 200 to 400 users, indicating that it is a well-
behaved backend with high scalability and utilization of resources. However, response time grows exponentially
with higher concurrency (500 users) because of increased competition over common computational resources
because of asynchronous inference of AI. Throughput analysis (Fig. 2) shows that there is good request
management with moderate levels, but critical declines below high concurrency, as a result, the computational
cost of Al oversight is increasing. The trends in CPU utilization (Fig. 3) support the fact that processing
resources are the primary scalability constraint, as CPU utilization approaches a point of saturation and
negatively affects response time and throughput. On the other hand, steady usage of memory is an indication of a
good memory management meaning that any reduction in performance is first and foremost constrained by
computation. Despite the workload increment, the low error rates (Fig. 1) suggest that there is a high system
reliability and operational stability.

Overall, the system can be run at average workloads consistently, but there are scalability problems due to the
processing demands of continual Al inference. These findings suggest that Al needs improvement, the utilization
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of resources should be optimized and architectural solutions such as hardware acceleration or distributed
computing should be embraced to implement Al in large scales.

VIII. CONCLUSION AND FUTURE WORK

The study presented a comprehensive evaluation of the functionality and scalability of an Al-based cyber-safe
online review platform that has been used and under constant-real time monitoring. There were experimental
tests that pointed to the fact that the proposed architecture is capable of supporting high responsiveness,
predictable throughput, and reliable performance at the low to moderate loads by the users. Stateless backend
infrastructure and modular AI monitoring system along with better design enable to control the requests and
maintain the integrity of exams through continuous proctoring using the assistance of Al. These findings can
prove that the system can balance the requirements of security and efficiency of performance in the moderate
working conditions. Nonetheless, higher levels of scalability to greater concurrency are also demonstrated to be
limited by the assessment. The more users there are at once, the slower the response time and the slower the
throughput because of the computational burden of inference by continuous Al. A large CPU consumption
indicates that the processing capacity is the most limiting factor of scalability and the steady memory
consumption indicates that the resources were managed successfully and that the system is reliable. It has been
observed that even with the increment in the requirement of the computers, there is still low error rate which
indicates that the architectural reliability is high and it is a trade-off between rigorous Al control and scalability.
Future directions will involve improving scalability and computational efficiency by making Al inference as
cheap as possible by simplifying model optimization, running with GPUs, and edge or distributed computing
devices. Other enhancements, like cloud-native auto-scaling, resource allocation and realistic performance and
scale testing using network-latency and a broad selection of client environments can be made to make the system
even more performant and scalable.
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