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Abstract— Money laundering remains a critical threat to worldwide financial systems, with
conventional centralized anti-money laundering (AML) methods experiencing chronic
shortcomings in efficacy and efficiency. This study proposes a new decentralized AML system
deployed on the Ethereum blockchain that utilizes smart contracts, decentralized transaction
monitoring, and artificial intelligence to revolutionize the AML ecosystem. Through the use of
the intrinsic transparency and immutability properties of blockchain technology, our system
enables automated compliance enforcement and tamper-evident financial records. The
deployment uses Ganache as an Ethereum test network for debugging and smart contract
simulation, with backend integration using Node.js for API management, MongoDB for data
storage, and Python with bespoke AI modules for transaction analysis and suspicious activity
detection. By thorough testing against legacy AML systems, our blockchain-enabled
methodology shows direct improvements in detection success (92% as opposed to 78% for
legacy systems), fewer false positives (5% as opposed to 18%), improved transparency (95% as
opposed to 65%), and more effective regulatory compliance. This study adds to the
development of AML best practices by formulating a platform that greatly enhances security,
openness, and efficacy in the prevention of money laundering activities through innovative
utilization of blockchain technology, smart contracts, and artificial intelligence.

Index Terms— Anti-Money Laundering, Blockchain, Ethereum, Smart Contracts, Financial
Compliance, Decentralized Systems, Fraud Detection, Transaction Monitoring.

1. INTRODUCTION

Money laundering is a major threat to the integrity of global financial systems. Traditional AML methods use
centralized databases, which are open to tampering and may add inefficiencies. Blockchain technology as
Ethereum smart contracts provides a new alternative with an immutable ledger that provides secure, auditable,
and automatic tracking of transactions. Current AML systems are plagued with high false positives, low
transparency, and heavy dependence on manual intervention. Counter to these, this study advocates for the
implementation of an Ethereum-supported AML system with enhanced financial integrity in the form of smart

Grenze ID: 01.GIJET.12.1.51_1
© Grenze Scientific Society, 2026



contract-based authentication, distributed transaction monitoring, and Al-enabled identification of suspect

transactions. The major goals of this research are:

Create an AML system that logs financial transactions on Ethereum for audit purposes.

Enforce real-time AML rules with smart contracts.

Use Ganache for testing purposes prior to mainnet deployment.

Integrate Node.js, MongoDB and Python for backend processing and reporting purposes.

Enforce Al-aided suspicious transaction flagging.

Evaluate performance, security and compliance with regulatory requirements.

This research makes a contribution to the literature by offering an exhaustive framework for a decentralized anti-

money laundering system based on blockchain technology, smart contracts, and artificial intelligence to increase

security, transparency, and efficiency in countering money laundering. With an ethereum platform, automated

compliance and tamper-resistant data-keeping is possible. Through the use of artificial intelligence (ai), its

capability of identifying repeat fraud patterns is strengthened, adding complexity to the process. Also, this study

looks at how the Ethereum-based AML system stacks up against traditional AML methods pointing out some

key improvements:

» Decentralization & Immutability: Ethereum makes sure transaction records can't be messed with and are
permanent, unlike centralized databases.

» Smart Contract-Driven Automation: The system checks transactions cutting down on human involvement.

» Better Transparency & Auditability: The blockchain records every transaction, which helps with regulatory
oversight.

» Al-Assisted Fraud Detection: Al helps spot fraud patterns more leading to fewer false alarms.

» Testing Environment with Ganache: This allows for thorough testing before the system goes live.

» Cross-Bank Teamwork Potential: Blockchain makes it easier for banks to work together on AML
compliance.

The balance of the manuscript is ordered as follows: sector 2 reviews the literature; sector 3 outlines the

proposed technique; sector 4 proves the results and discussion; and sector 5 gives the conclusion.
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II. LITERATURE SURVEY

A. Evolution of Anti-Money Laundering Systems

Anti-money laundering measures have come a long way since the creation of the Financial Action Task Force
(FATF) in 1989, which was a watershed moment in international concerted action against money laundering.
Initial AML systems were largely based on manual procedures and simple rule-based transaction monitoring
[10]. These systems tended to look for structured transactions that were meant to avoid reporting thresholds, an
activity referred to as "smurfing" [18]. With time, AML systems used more advanced methods, such as statistical
analysis and, in recent times, machine learning algorithms to enhance detection. Demetis and Angell [5]
considered the evolution of AML systems historically and determined three different generations. The first-
generation systems addressed straightforward rule-based transaction monitoring, whereas second-generation
systems added more sophisticated statistical methods. Third-generation systems, representing the state of
practice in most financial institutions currently, combine machine learning and other Al methods to improve
detection. Yet even such sophisticated systems are plagued with issues concerning their centralised design, such
as susceptibility to tampering, restricted cross-institutional awareness, and excessive rates of false positives.
Chen and Soong performed a thorough evaluation of the performance of traditional AML systems in various
financial institutions and concluded that even with technological developments, detection rates were
comparatively low, with only 2-5% of money laundering activity being correctly identified. In addition, they
noted that false positive rates were always in excess of 90% in most implementations, causing considerable
operational inefficiencies and compliance expenses for financial institutions [3].

B. Blockchain-Based AML Approaches

Application of blockchain technology in particular to anti-money laundering has received more interest in recent
years. Khandelwal et al., outlined a conceptual framework for blockchain AML systems, indicating the possible
advantages of decentralization, immutability, and transparency in reinforcing detection capability and fraud
prevention. Their research highlighted the possibility of smart contracts to perform compliance checks
automatically and build immutable transaction records for auditing [12]. Based on this theoretical framework, a
number of researchers have proposed and tested particular blockchain-based AML solutions. AMLChain [9]
presented a two-chain architecture for AML compliance, illustrating the effectiveness of applying blockchain to
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fraud tracing and compliance monitoring. Their solution was a private blockchain for confidential transaction
information and a public blockchain for reporting to regulators, meeting both privacy and transparency needs.
Weber et al. compared the efficacy of a blockchain AML system that was rolled out at a European mid-tier
bank, which resulted in considerably higher detection rates and operational efficiency when compared with
legacy methods.

Their deployment leveraged Hyperledger Fabric as the core blockchain technology and achieved a 40%
reduction in false positives over the bank's prior centralized system [22].

C. Artificial Intelligence in AML

The incorporation of machine learning and artificial intelligence methods into AML systems is another major
development in the field. Dilek et al. provided an extensive review of Al use in financial fraud detection,
identifying a range of methods such as supervised learning, unsupervised learning, and deep learning methods.
They established that whereas conventional rule-based systems had detection rates ranging from 60-70%, Al-
powered systems could have detection rates ranging from 80-90% at much lower false positive rates [6].

Chen et al. specifically focused on the use of deep learning methods in AML, building a neural network model
that was able to detect synthetic money laundering patterns at an 87% rate. Their model proved to be especially
effective in detecting sophisticated layering methods that were typically missed by rule-based systems [4].

D. Integration of Blockchain and Al for AML

The intersection of blockchain and Al technologies for AML purposes is a new field of research with great
promise. Zhang et al. (2023) identified the theoretical frameworks for combining the two technologies with the
complementary advantages of blockchain immutability and transparency and the pattern recognition properties
of AL

Practical applications of integrated blockchain-Al systems for AML have started to appear in recent literature.
Kim and Johnson designed a prototype system that leveraged Ethereum smart contracts for transaction
verification and a neural network model to detect suspicious activities. Their system improved detection
accuracy by 15% compared to isolated Al systems and 25% compared to basic rule-based systems [13].
Likewise, Lopez-Robles et al. [14] introduced a cross-institutional AML collaboration framework based on
blockchain and federated learning, enabling financial institutions to leverage collective wisdom without
exchanging sensitive customer information. Their design solved both the technical integration and regulatory and
privacy issues that generally hinder cross-institutional cooperation.

E. Regulatory Perspectives on Technological AML Solutions

Regulatory views of blockchain and Al for AML use have changed considerably in recent years. The FATF
(2023) recognized the compliance-enhancing potential of these technologies while noting possible concerns
regarding privacy, data security, and bias in algorithms. They underlined the necessity of "responsible
innovation" that aligns technological development with regulatory concerns and consumer interests. At the
national level, regulatory strategies have differed. The United States' Financial Crimes Enforcement Network
(FinCEN) has published guidance urging the use of innovative technologies to achieve AML compliance while
stressing that financial institutions maintain ultimate accountability for compliance results no matter what
technologies are used (FinCEN, 2021).

The European Banking Authority (EBA) has also done this, creating an innovation hub to bring regulators and
financial technology providers together while working on guidelines for using new technologies for compliance
purposes. Their 2024 report on technological innovation in AML specifically indicated the promise of
blockchain and Al to improve detection ability while urging proper governance structures to address connected
risks.

III. PROPOSED METHODOLOGY

A. System Overview and Architectural Framework

Our blockchain-based AML solution is an end-to-end solution that makes use of blockchain technology's
immutability and transparency, smart contracts' capability for automation, and artificial intelligence's ability for
pattern recognition.

The four key layers of our system architecture include the blockchain layer, the smart contract layer, the backend
services layer, and the application layer. Each one of these plays specific roles in interacting with each other
seamlessly to offer a holistic AML solution.
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Blockchain Layer

The basis of our system is the Ethereum blockchain, selected for its strong smart contract functionality and broad
usage. Ethereum offers a decentralized platform that provides immutability of transaction history and clear audit
trails. For development and testing, we used Ganache, a local Ethereum blockchain environment that mimics the
behavior of the Ethereum network while offering a controlled test environment.

The blockchain layer performs a number of essential roles:

» Offering immutable storage for transaction histories

» Assuring transparency and traceability of financial transactions

» Enabling verification and agreement on transaction validity

» Generating a tamper-proof audit trail for regulatory compliance

Smart Contract Layer

Situated atop the blockchain layer is the smart contract layer, which holds the programmatic logic used to govern
transaction validation, compliance checking, and suspicious activity flagging. Smart contracts are placed on the
Ethereum blockchain and run automatically when transactions are triggered. The core smart contract in our
system is the AMLContract that is responsible for transaction recording, AML rule validation, and flagging of
suspicious activities.

Backend Services Layer

The backend services layer offers the integration of the blockchain with external systems as well as other
functionality not necessarily coded onto the blockchain. The layer includes: - Node.js API server for processing
transaction requests and responses - MongoDB database for storing transaction metadata and user data - Python
services for Al-driven transaction analysis and pattern detection.

Application Layer

The application layer offers the user interface through which bank officers and compliance specialists can
interact with the system. It features transaction monitoring dashboards, flagged activity investigation, and
regulatory report generation. The layer interacts with backend services via API calls and returns blockchain data
in human-readable formats.

Blockchain-Based AML System Architecture
Application Layer

saction Monitoring Dashb agged Activity Investigatid pgulatory Report Generati

Backend Servjces Layer

Rl-driven Transaction Analysi:

Blockchain Layer v
Ethereum Blockchain

Ganache (Development)

Figure 1: System Architecture
B. Blockchain Implementation Details

Ethereum Blockchain Selection Rationale

We chose Ethereum as our blockchain platform for the AML system for the following major reasons: 1. Smart
Contract Capability: Ethereum's strong smart contract functionality supports sophisticated logic impleentation
required for AML rule application. 2. Development Environment: Mature development tools and libraries
supporting Ethereum make it easy to implement the system efficiently. 3. Community Support: The large pool of
developers behind Ethereum offers resources and continuous platform improvements. 4. Enterprise Adoption:
Increased enterprise adoption of Ethereum-based products guarantees long-term sustainability.
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Though other blockchain platforms like Hyperledger Fabric or Corda have strengths for specific enterprise uses,
Ethereum's programmability, maturity of its ecosystem, and decentralization properties made it the best choice
for our solution.

Ganache Testing Environment

For testing and development, we used Ganache, a local Ethereum blockchain that mimics the Ethereum
network's behavior with full control over blockchain parameters. The benefits of using Ganache for AML system
development are as follows: 1. Controlled Testing Environment: Due to predictable block production and
confirmation times, Ganache makes systematic testing possible. 2. Blockchain Parameter Tuning: Network
parameters like gas limits, mining periods, and chain ID can be set to suit particular needs. 3. Account
Management: Test accounts pre-funded make it easy to test transactions without using actual cryptocurrency. 4.
Transaction Monitoring: Integrated transaction tracking and block exploration features make debugging and
system validation easier.

Our development process included early smart contract development and testing within the Ganache
environment prior to deployment to public Ethereum testnets for integration testing against external systems.

IV. IMPLEMENTATION DETAILS

A. Smart Contract Implementation

Our AML system's main smart contract, AMLContract.sol, was implemented with Solidity version 0.8.0, as it
includes enhanced security features relative to previous versions. The section below describes implementation
choices, the structure of the contract, and the main functions.

Flag Management Function

The contract includes a function to update the flag status of transactions based on post-recording analysis:
function updateFlag(uint _id, bool _flagged) public {require(_id > 0 && _id <= transactionCount, "Transaction
does not exist"); transactions[_id].flagged = flagged;}

This method contains a require statement that checks the transaction ID before updating, to avoid trying to
update non-existent transactions. Although the function is now open to anyone (public), in a real-world
implementation, access control modifiers would be included to limit this facility to authorized callers only.

B. Backend Development

The backend components of the AML system provide the infrastructure necessary for processing transactions,
interfacing with the blockchain, and implementing advanced analytics.

Node.js API Implementation

The Node.js API server was implemented using Express.js, providing RESTful endpoints for client applications.
Key API routes. This API takes care of the full transaction submission process, from initial validation to
blockchain recording, metadata storage, and queuing for Al analysis. Error handling provides proper responses
for all possible failure modes.

MongoDB Database Schema

The MongoDB database implements several collections to store metadata and support system functionality.
These schemas facilitate compact storage and quick retrieval of user data and transaction metadata.
TransactionMetadataSchema has fields for risk scores, review status, and analysis results in addition to the core
transaction data on the blockchain.

Python AI Module Implementation

The Python AI module implements machine learning algorithms for transaction analysis. This rollout showcases
the risk scoring and feature extraction methodology adopted within the AI module. Preprocess_transaction
transmutes unprocessed transactional data into appropriately formatted feature vectors to feed to machine
learning algorithms, whereas the analyze transaction operation consolidates a composite output across a group
of models to render a final composite risk score.

C. System Integration and Workflow Implementation

The integration of blockchain, smart contracts, Node.js backend, and Al analysis is achieved through a workflow
orchestration that ensures proper sequencing of operations and data flow. This worker process continuously
processes transactions from the analysis queue, updating both MongoDB metadata and blockchain flags based on
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analysis results. The implementation includes error handling and retry logic to ensure robustness in production
environments.

D. User Interface Implementation

The user interface provides compliance officers with the tools necessary for monitoring transactions and
investigating suspicious activities. The dashboard provides visual indicators of transaction risk levels, with color
coding and icons to highlight potentially suspicious activities. Compliance officers can filter transactions by risk
score, date range, customer ID, and other attributes to focus on high-priority items.
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Figure 2: Transaction Dashboard Figure 3: Transaction Detail View

Transaction Detail View: It provides comprehensive information about a selected transaction: This view includes
both blockchain-recorded data and additional metadata, along with risk analysis results and investigation tools.
Compliance officers can view transaction history, related transactions, and customer profiles to conduct thorough
investigations.

Reporting Interface: The reporting interface enables generation of regulatory reports and internal audit
documentation. This interface streamlines the creation of standardized reports required by regulatory authorities,
with templates for common reporting requirements and export options for various file formats.

V. RESULTS AND DISCUSSION

The proposed model proved to have exceptional performance in and comparison was made with a dataset of
10,000 synthetic transactions that contained both genuine transactions and mimicked money laundering patterns
in ratios comparable to actual financial systems.

TABLE I: ACCURACY AND DETECTION PERFORMANCE COMPARISON

Performance Metric Traditional AML System | Ethereum-Based AML System
Fraud Detection Accuracy (%) 78 92

False Positive Rate (%) 18 5

False Negative Rate (%) 12 3

Manual Review Dependency (%) High Low

TABLE II: SYSTEM CHARACTERISTICS COMPARISON

Feature Traditional AML System Ethereum-Based AML System

Data Storage Centralized SQL Database | Decentralized Blockchain + MongoDB
Auditability Limited Immutable On-Chain Records

Smart Contract Automation Not Available Core Enforcement Mechanism

Al Integration Minimal or None Used for Pattern Detection & Risk Scoring
Compliance Enforcement Manual Rule Checks Automated via Smart Contracts

Testing & Simulation Manual/ UnitTesting Ganache-based Blockchain Simulation

These comparisons and tables unambiguously identify the considerable enhancements provided by the thereum-
based AML system, particularly in detection accuracy, minimizing false positives, transparency and automation
via blockchain and Al integration.
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Comparison of AML Systems: Accuracy & Error Rates
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Figure 4: Accuracy, Speed, and Transparency Comparison Between Systems

TABLE III. KEY PERFORMANCE INDICATORS

Metric Previous AML System Ethereum-Based AML System
Transaction Speed (%) 60 85

Fraud Detection Accuracy (%) 78 92

False Positive Rate (%) 18 5

System Transparency (%) 65 95

VI. CONCLUSION

This study presents an innovative blockchain-based Anti-Money Laundering (AML) system that integrates
Ethereum smart contracts, decentralized transaction monitoring, and artificial intelligence. The system improves
conventional methods of AML compliance by enhancing detection precision, false positives, and operational
effectiveness. The system's 92% success rate, compared to 78% for conventional systems, demonstrates a
significant improvement in detecting and preventing money laundering activity. This, combined with lower false
positive rates, can result in cost savings and better allocation of compliance assets. The transparency provided by
blockchain's immutable records also simplifies internal auditing and regulatory inspections. The decentralized
structure of the blockchain system allows secure information sharing among financial institutions. However,
further research is needed to integrate Ethereum main net real-world deployment, establish governance models,
improve privacy, and work with regulatory organizations to develop standard methods for blockchain-based
compliance and reporting.
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