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Abstract— Cloud computing is one of the very popular techniques that provide scalable
solutions for storing, processing and managing data. To provide complete overview of the topic,
the organizational approach analyzes secondary data resources and performs thorough
assessment of existing literature. Systematic literature review synthesized research on effects of
cloud computing on data management. The review highlights the transformative potential of
cloud computing, enabling scalable and adaptable data storage and processing. This empowers
businesses to manage large datasets efficiently. Nevertheless, the inherent accessibility of cloud
environments presents significant data with confidentiality with more focus on security
concerns. Addressing these concerns requires implementing strong security measures, including
encryption and access control, alongside adherence to data protection laws like RGDP.
Ultimately cloud computing enhances data management techniques that necessitates a strong
focus on data security and compliance.
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1. INTRODUCTION

In modern era, the usage of cloud computing has fundamentally changed the way of managing data, providing
numerous ways of processing and storing data [1-2]. Privacy of data is the most important factor as it includes
protecting sensitive data stored in the cloud against unauthorized access, cyber-attacks and security breaches.
According to National Institute of Standards and Technology (NIST), cloud computing permits users to access
shared computer resources whenever they require [3] through a network. This helps with effective analysis and
management of data. However, various difficulties related to securities and privacy of data can be improved
using accessibility of cloud.

Privacy of data includes various protection standards like access control, encryption of data and data protection
rules like Regulation of General Data Protection (RGDP) that maintains accuracy and secrecy of data by
reducing security risks. It is the most important way to generate and maintain faith in cloud computing systems
[4].

As the dependencies on cloud services for requirement of data is increasing, it is important to understand and
implement secure data protection systems. Various studies examine these important elements to negotiate the
complex territory of data privacy and data security in cloud computing environment.

Most important factor of the cloud computing is the protection of private information so that it can maintain the
trust and follows the rules of HIPPA (U.S.)
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Department of health and Human Services) and RGDP. Safety against intellectual property is important here.
Some of the key aspects comprise privacy rules, data protection and employment of compliance procedures [5].
This research provides an in-depth analysis of the vital elements to efficiently bargain the complex landscape of
security and personal information of cloud computing systems.

II. REVIEW OF LITERATURE

The important aim of this review of literature is to inspect the various issues of privacy and data security in cloud
computing by going through various journals, books and academic publications. Some of the important aspects
include access control, encryptions that follow RGDP regulations and problems faced due to vendor lock-in. The
main aim is to integrate various research works by understanding interaction between policy to maintain privacy
of data, ethics and technology in cloud computing. The goal of this research is to create the best industrial
practices and provide information for future research. Some of the key aspects are:

A. Protection of Data

In cloud computing system, protection of data depends on various encryptions techniques that are used for
storing and sending data over cloud. Modern advanced encryptions techniques [6] are used against unauthorized
access and protection of data. Accessing the data depends on who is using the data and what permission [7] is
given to him. Data security is improved by applying tough access control techniques against unauthorized access
and security breach. These combined measures are important for maintaining authenticity and confidentiality of
data in cloud computing environments.

B. Privacy of Data

In Cloud computing environment, privacy of data is administered by tough legislative framework like the
Regulation of General Data Protection (RGDP) which was applied by European Union in the year 2016. These
frameworks implement challenging necessities for data safety [8-9]. Effective agreeable administration is
important for compliance as it ensures that users will give well defined consent for data processing tasks [10].
Management is bound to follow transparent regulations that instruct users how to use their private data. Privacy
of data is improved by providing specific control on data sharing by using advanced management techniques.
Suitable regulations and permissions are required to protect user’s personal data so that people develop more
faith in cloud computing systems. Some of the important elements of data privacy are shown in table 1. It
includes regulatory compliance and permission to develop faith and protection of personal information.

TABLE I: PRIVACY OF DATA PROTECTION

Feature Details

Agreeable Administration Effective agreeable administration is needed for ensuring data processing from informed users.
Maintaining Transparency | To fulfill the regulations of transparency, users should explain about the usage of data for organization.
Regulatory Framework Regulations of general Data Protection (RGDP) impose tough regulations on data protection.

C. Availability of Data
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Fig-1: Privacy and data security in cloud computing environment [12-13]
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Availability of data is very important in case of theft, hard disc failures and disturbance due to bad network. It
tells how a consumer can recover or access data in those situations and autonomously authenticates it when the
cloud service provider fails to deliver data.

The main concern of users is how their data is stored on servers worldwide. Cloud providers must obey the rules
of countries where their servers are located otherwise it might affect consumers [11]. Users must have
knowledge of various legalities. To build confidence, cloud service providers should deal with the various issues
of the consumers like integrity, data security and confidentiality. Cloud service provider ensures the data safety
and regulations of data storage.

D. Integrity of Data

To avoid unauthorized access and destruction of data, the information system requires data integrity. In
standalone systems these issues are solved using ACID (atomicity, consistency, isolation and durability)
properties of DBMS. Some new issues are created in cloud computing due to multiple access points and huge
size. Tough permission, monitoring issues, digital signatures and RAID methods are required for maintaining
integrity of cloud systems. Some of the complex policies related to cloud integrity verification are offered by the
HAIL system and Proof of Retrievability concept is provided by Bowers et Al.

E. Confidentiality of Data

To protect data on the clouds often it needs to carry out complex verification processes and access controls. Due
to internal risk and data provider’s uncertainty, reliability and responsibility of cloud should be enhanced [14].
Directly storing crucial data is risky.

Even after providing complex safety norms and encryption, it sometimes fails to report complex demands such
as querying, well-tuned permissions [15] and current updates. To overcome these challenges, it is necessary to
upgrade today’s security of cloud computing systems.

F. Uncertainties

Cyberattacks and data breaches are the main security threats [16] that arise in today’s cloud computing systems.
Following the Regulation of General Data Protection (RGDP), a standard of European Union, produces new
intricacy by following tough data protection rules. Standards of data control authority tells where data is
originated and allowable positions for storage of data. Vendor lock-in puts an important problem by limiting its
effectiveness to interchange service providers [17]. It is essential for businesses to handle these problems by
ensuring data security, maintaining regulatory supplies and preserving adaptability in cloud computing
environments. Below table 2 gives a quicker reference that pinpoints the major problems that an enterprise may
face within cloud computing environment and highlights its position and cause.

TABLE II: MEASURE OF UNCERTAINTIES

Uncertainties Details

Security Problems Cyber-attacks and data breaches provides important security concerns

Data position Data dominance rules state where data is located and what are various threats
Regulatory Compliance Intricacies come from tough data protection rules such as RGDP

E. Reducing Impact

To ensure the safety of data, while it is being sent or stored over the internet, cloud computing uses complex
encryption techniques. Restricting unauthorized access [18] and position-based control systems are some of the
access control systems. Supervisory agreement includes ongoing investigation and sticking to data protection
guidelines like RGDP [19]. Suitable permissible management concepts allow the customers to control their data
sharing choices by enhancing privacy [20]. These methods together increase the security of cloud computing by
ensuring integrity and privacy of data to follow legal rules. Apart from that, consumers have full control over
their personal data. Below table 3 shows a summary to decrease the risks related to cloud security along with
concise explanations and importance of each part.

TABLE III: REDUCING IMPACT

Reducing Impact Details

Encryption Guarantees protection of data while it is being stored or sent

Access Control Apply security methods like RBAC to avoid unauthorized access

Regulatory Compliance Needs investigation and compliance with rules of data protection like RGDP
Agreeable Administration Allows users to put control on their data sharing thus enhancing more privacy
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F. Best Methods

To strengthen the privacy of data in cloud computing, complex encryption technologies are used for safety of
data while it is being stored or sent over the cloud. Applying strict access restrictions ensures only authorized
users can access the confidential data [21]. Continuous audits boost the strong belief in data protection standards.
Transparency over the use of data and steps for managing consent gives consumers a free hand in controlling
their data [22]. Applying checks on security, it is possible to apply quicker action plans in case of security breach
[23]. These protocols ensure the safety and privacy of data in cloud computing atmosphere.

III. PROCESS

In the paper “Analyzing and maintaining data security and Privacy in current Cloud Computing Systems”
researchers have done the review of literature on cloud computing systems, focusing more on security and
privacy of data [24-27]. They studied various resources using keywords like cloud computing and RGDP, to
find modern tendency [28-32]. Analyzing various case studies and surveys, policies of proper decision making
are developed in the environment of data privacy [33-35].

IV. RESULT AND DISCUSSION

The surveys reveal the importance of privacy and security of data in cloud computing environment. To support
this survey some important efforts are RGDP compliance, robust encryption techniques, agreeable
administration, access control etc. Threats like security exposure and vendor lock-in have been continuously
analyzed [36]. To avoid these threats [37] there is the requirement of a comprehensive method and effective
procedure which priorities security and privacy of data. To guard sensitive data and preserve digital ecosystem in
the growing cloud computing systems [38] it is necessary to prioritize their features. To maintain the use of
technology and ethics this trust in the security of data is necessary.
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