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Abstract—Blockchain-based e-voting systems use smart contracts to eliminate intermediaries,
such as election officials, to automate voting. Traditional e-voting mechanisms have been
demonstrated to be obscure and thus have led to declining voter confidence. This paper
proposes deploying the voter application on blockchain for a decentralized environment to
provide open and transparent voting. While ERC20 tokens diminish plural voting, Merkle Tree
ensures scalable storage of voter data for whitelisting. The proposed solution can overcome
scalability, double-spending, and plural voting challenges. The results documented in the paper
prove that the proposed solution is efficient in the gas units spent and ensures faster verification
than the existing solutions. Thus, the proposed blockchain e-voting mechanism ensures
significant features of an ideal e-voting system.

Index Terms— E-Voting, Blockchain, Smart Contracts, Merkle Tree, ERC20.

|. INTRODUCTION

Over the past two decades, a rapid evolution has occurred in how people being part of significant institutions of
democracy or any institution have been empowered by innovation in voting mechanisms. The development of
digital technology has opened up opportunities for voters to express their opinions and elect governing bodies
fairly and openly. With the technological transition from tradition-al ballot paper to electronic voting, precise
and efficient criteria have been set to make elections more reliable. Electronic voting fulfils all the set criteria for
a reliable electing process but fails to ensure concerns on anonymity, security and authenticated verification. The
currently proposed e-voting mechanisms have demonstrated obscurity and a possibility of vote tampering,
leading to a lack of confidence among voters.

Blockchain technology has garnered much attention in recent years. It has opened new avenues for implementing
e-voting methodologies to deal with concerns regarding distrust in e-voting, authentication, anonymity, and
centralised control, making the process trustworthy and reliable [1].

Blockchain voting is being proposed to eliminate the need for intermediaries required to conduct elections, such
as election officials, by using smart contracts to automate the voting process. Eliminating any third party to
conduct the elections ensures the non-tampering of votes and a fair vote count. The public dis-tributed
blockchain ledger allows us to conduct just and secure elections that reinstate the fundamentals of democratic
elections.

A. Challenges to Blockchain Voting Mechanism
Researchers have been drawn to blockchain technology and have undertaken several works to implement a
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secure blockchain voting mechanism and integrate other emerging technologies. However, implementing
Blockchain in Voting is debatable, given its various challenges.
e Scalability: Enough computational power is increasingly important to ensure a scalable voting platform
for increased user and related blockchain transactions.[2]
e Double-spending: Double spending is a challenge where a voter can potentially cast multiple votes by
sending multiple transactions with the same vote. The system needs to ensure that each vote is counted
only once while maintaining the privacy of the voter's identity [3].
¢ Slow transaction time and high transaction fees: Scaling a blockchain application will lead to slow
transaction processing times and high transaction fees, making it difficult to handle large volumes of
votes.
e Plural Voting: Preventing Plural Voting is equally challenging since there are no secure means to
verify a voter's identity without compromising anonymity. The non-availability of a security
verification mechanism makes it easy for bad actors to exploit the system and cast plural votes.

B. Preliminaries

In the given section, a few technical terms have been explained that have been continuously used throughout the
study and will help to understand how these techniques play an essential role in developing the proposed
mechanism.

1) Blockchain: A blockchain is a decentralised ledger composed of blocks containing a set of transactions.
The blocks in the chain are linked, creating a chronological data sequence. This linking mechanism
makes the blockchain tamper-evident and secure, as any attempt to modify a single block would
invalidate all subsequent blocks.[4]

2) Merkle Tree: A Merkle tree is a binary data structure used in cryptography and computer science to

verify the integrity and authenticity of large data sets efficiently. [5]
A Merkle tree consists of a set of leaf nodes, each representing a piece of data, and intermediate nodes
representing the hash values of their child nodes. In contrast, the entire set's hash value is represented
using the root node. Recursive pairs of nodes are constructed until a single root hash is obtained. Hence
the space complexity is O(n). Therefore, Merkle trees enable efficient verification of large data sets by
only verifying a small number of hash values, leading to a search time complexity of O(log n). [6]

3) ERC20: ERC20, or Ethereum Request for Comments 20, is a contract that keeps track of fungible
tokens and regulates the minting, burning, transfer, approval, and total supply of coins. These contracts
have a property that makes each token precisely the same (in type and value) as another. These tokens
do not have special features or behaviour associated with them. Hence, they can be utilised as a medium
of exchange currency for granting voting rights, staking, and much more. [7]

Il. LITERATURE SURVEY

This section broadly discusses the previous work recorded to contribute to electronic voting. Multiple attempts
have addressed the drawbacks of traditional e-voting mechanisms by proposing voting mechanisms built on the
foundation of blockchain technology.

Motivated by recent advances, Abuidris et al. [8] proposed a blockchain-based e-voting system, allowing voters
to vote using a smartphone or computer. Each voter receives a digital coin, which represents one opportunity to
vote. The system uses sharding to improve scalability and performance. However, the authors also acknowledge
potential drawbacks to this approach. For example, the system may be vulnerable to double-spending and Sybil
attacks.

Additionally, there may be concerns about privacy and anonymity in a blockchain-based e-voting system.
Merkle [9] provides the concept of a DAO Democracy, which combines the principles of Decentralized
Autonomous Organizations (DAOs) with democratic decision-making. The proposed mechanism uses
blockchain technology to create a decentralised system where citizens can vote on proposals and decisions. The
paper argues that this approach would allow for more stable, less erratic decision-making that better reflects the
needs and expertise of all citizens. However, the paper also acknowledges potential drawbacks to this approach.
For example, there may be challenges in ensuring that all citizens have equal access to voting and decision-
making processes. Concerns about the potential for manipulation or abuse of the system by certain groups or
individuals.

Another blockchain e-voting mechanism provided by Giraldo, Barbosa and Gamboa [10] gives a proof of
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concept that utilises smart contracts to conduct the elections. Their concept has multiple drawbacks, ranging
from a lack of privacy measures to ensure the lack of encryption methods to safeguard the voters' and votes' data.
Their mechanism needs to address the scalability issues of blockchain voting systems and the slow and pricey
mechanism to conduct elections. Almas et al. [11] suggest a minimalistic blockchain voting mechanism that
eases the election process. However, the system lacks privacy and security safeguards to ensure zero data
breaches. The system needs to be more scalable, so nationwide elections cannot be conducted on their proposed
system.

The blockchain e-voting system designed by Lee, Neo and Teo [12] encrypts the vote to ensure the voter's
privacy by limiting the visibility of the voter's choice to the voter itself. However, the voter's identity is not
precisely private since all the users use the same public key. In a study on the Merkle tree by Casellon et al.[13],
the authors have attempted to propose a novel approach to reduce energy consumption by reducing
computational overhead in a traditional Merkle tree using a two-level Merkle tree (TMT). The TMT binary
structure has a root hash of the lower level in the upper level, while the lower level contains the hashed
transaction as leaf nodes, which is expected to achieve energy savings of up to 80%. The authors also
demonstrate applying the proposed approach in a real-world scenario. It is necessary to provide a detailed
analysis of how the approach proposed affects security. In addition, the authors need to consider scalability
issues in large-scale blockchain environments. Overall, the proposed approach of using a two-level Merkle tree
to reduce energy consumption is an exciting idea that warrants further investigation. The study proposing a four-
phased self-tallying blockchain-based e-voting system by Huang et al. [14] aims at ensuring maximum voter
privacy while maintaining transparency and accuracy. The innovative features of self-tallying allow automatic
vote count without the intervention of a centralised authority. The authors have used Zero Knowledge proof in
the tallying phase.

While there are potential security threats to the proposed system, this four-phase voting mechanism, with setup,
registration, voting, and tallying, is a secure, transparent, and anonymous voting system using blockchain
technology. Table I. broadly compares a few more works incorporating blockchain into electronic voting
systems based on the basic features expected in a blockchain system.

Researchers worldwide have proposed several solutions for ensuring security, anonymity and scalability in a
blockchain-powered e-voting system ranging from simple, smart contracts applications to applying Al and ML
and proposing advanced IoT systems. However, it is essential to conduct a detailed analysis of its security
implications and scalability before it can be adopted in large-scale blockchain systems.

TABLE I. COMPARISON OF RELATED AND PROPOSED WORK

PROPERTIES [15] [16] [17] [18] [19]
Anonymity X v X v X
Integrity X X X v v
Privacy X X X v v
Security v v X v v
Verifiability X X X X X
Decentralisation X v X v X
Authentication v v X X v

I111. MAJOR CONTRIBUTION OF THE PAPER

The proposed study employs blockchain technology using ERC20 tokens and Merkle Trees to build an e-voting
system for real-time voting applications at several democratic institutions. The suggested methods documented
in our proposal can tackle the following issues:
e Decentralisation: The proposed system is suggested to be built on a public ledger blockchain to
maintain decentralisation against the current centralised and biased voting systems. All the
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transactions will be seen publicly through every single node, which minimises the risk of a centralised
power controlling the voting.

e Pseudonymity: The application maintains secrecy regarding the voter’s identity. It does not reveal the
voter’s details to identify the whereabouts of the voter, including their personal information.

e Double Spending: The use of ERC 20 tokens ensures that the voter cannot vote more than once, as the
governance token issued to them will be burnt after the vote is given.

e Plural Voting: The technology does not permit another individual to vote in place of the identified
voter because the biometric and voter ID of the voter are mapped. The voter's timeframe and status are
tracked by the governance token that was provided. This tiered authentication makes sure there are no
instances of voting in the plural.

e Space Efficiency: Merkle trees are used for voter data storage and whitelisting eligible voters. It saves
storage space by efficiently verifying extensive data sets and checking a few hash values
computationally. Hence increasing the number of voters will only mean that a small hash needs to be
saved on the blockchain.

IV. PROPOSED MECHANISM

In this section, the architecture and algorithm of the proposed mechanism is elaborated upon. The architecture
explains the smart contracts deployed in the Dapp that execute the registration voting process. The algorithm
section elaborates on the registration, verification and voting phase.

A. Architecture

A blockchain-based e-voting system has been proposed that uses Merkle Tree, for which a Decentralised
Application (Dapp) can be deployed on the Ethereum Blockchain to vote. The proposed architecture flow is
described as shown in Fig. 1 below.

The Dapp will consist of a front end and a back end. The backend is the smart contracts hosted on the
blockchain. The smart contracts and the front end can then be integrated using ReactJS libraries, Ether.js, and
web3.js to fetch the blockchain functionality. A signer and provider is required (like MetaMask) that builds a
bridge between the local node and the main net (or the testnet). The data can be stored in a decentralised (IPFS)
or centralised database. The Dapp can be tested, debugged and deployed using Hardhat.

The proposed e-voting mechanism utilises four smart contracts:

e GovernanceToken.sol is used to mint Governance Tokens to demarcate eligible and unique voters.
Later, the tokens are burnt to stop usage when the votes are cast. It imports the ERC20 contract. The
Governance Token, in future, will be used to tally which voter has voted or not or is an invalid voter.

e VoterRegistration.sol is used to register a new voter. The application sends only the required
information to the blockchain. It verifies the authenticity of the voter and does not allow the same voter
to register twice.

e VoterVerification.sol is used to verify if the voter is registered correctly and is eligible to vote, using a
Merkle Tree Root. It ensures that the voter currently voting is the same person who registered before.
The verification is done just before the voter moves forward to vote. The function verify() in the
contract is a view-only function, which means it does not cost us any gas price to verify the voters.

e Voting. sol is used for casting a vote. Here the voter chooses amongst the options provided and votes
for their preference. The Governance Token is burnt when voting for a candidate, and the counter
indicating the votes cast increases.

B. Algorithm

The voting process is divided into 3 phases; Registration, Verification, and Voting. The whole application
assumes that every voter has a government-issued Voter ID, a device with a stable internet connection and prior
knowledge of the given technology. The Voter IDs ensure that the voter checks the conditions for eligibility to
vote. The Dapp is just a platform for voting that provides the interface for easy conduct of elections. Eligible
voters must register on the platform to ensure a smooth transition

from offline to online voting. This phase is done days before voting to ease the voting process. On voting day, to
cast a vote, the voters need to prove that they are the person they registered as, are not an imposter, and are yet to
vote.
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Figure 1. Architecture of the proposed voting mechanism

Governance Token: In the application, to counter the problem of plural voting, all the eligible and
new voters are given a Governance Token (GT), which will be minted in time. Each voter should
have only 1GT, not more, not less.

0 ; voter already voted or ineligible
GT =131 ; voter is eligible to vote and has not voted
>N | ; voter is invalid

Registration Phase. The purpose of the registration phase is to collect the list of all eligible voters
allowed to vote during the voting period. The voters must register using their government-provided
Voter ID and biometrics, which will then be stored in the database. All the newly registered voters
will receive a Governance Token as soon as they are successfully registered. Voter ID is needed to
ensure that the voter is eligible, and biometrics is required to ensure that the registered person is
also the person who will later be voting and not an imposter.

Verification Phase. As soon as the registration phase is over, all the registered voters' IDs will be
queried and compiled to build a Merkle Tree. The Merkle Root will then be sent to the contract.
Merkle Tree is only formed when the voter registration phase is complete.

Just before voting, the voter’s Voter ID is verified against the Merkle Root for verification. Once
verified, their input biometric is checked with the one mapped to the ID in the database. Ultimately,
the voter’s status is checked through their GT balance. It will tell if the person has already voted,
has to vote or is an invalid voter.

Voting Phase: As the voter is now verified, they land on the voting page where the list of
candidates will be shown, and they will have to choose one amongst all the candidates. Once the
voting is completed, the results will be published at the end.

V. PERFORMANCE EVALUATION AND COMPARISON

In this section, the proposed voting methodology is evaluated against the existing solutions to analyse its
performance and record and interpret the results.

Table I1. describes the functions in each smart contract and the gas units utilised, respectively. Note that the
verify() method in VoterVerification.sol does not take any gas units as it is a view-only function. View functions
do not cost gas if called externally outside the contract. However, they do cost gas if called internally by another

Table I11. shows that the total gas units utilised to conduct elections through the proposed solution is 3,982,153.
The calculated gas units of the proposed solution are almost five times less than those utilised by the blockchain
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e-voting mechanism proposed by Pathak et al. [20], almost twelve times less than the solution proposed by
Zhang et al. [21] and almost thirty-six times less than proposed by McCorry, Shahandashti and Hao in [2].

While deploying the Voting.sol contract, the candidate's data is used as the parameter. Hence the count of
candidates increases whilst deploying the contract, leading to the gas units for the deployment increases.

As shown in Fig. 2., the gas units are increasing linearly with a constant change of 26,852 gas units. Please note,
here, the gas units are of the deployed contract Voting.sol. Furthermore, the gas price can vary depending on the
current price of ether on the side chains, testnets or mainnets. This leads to a linear function that predicts the gas
units for deploying Voting.sol while adding x number of candidates.

On the other hand, the voter's information is sent to the already deployed contract, VoterRegistration.sol. The
function register() sends the voter data to the contract individually. As the information sent to the contract is
constant each time, the gas units for entering each voter are also constant. Hence the total gas units for entering x
no. of voters will be linear.

On entering the first set of data, the gas units are seen to have a hike, and then as the voter information keeps on
adding to the contract, the gas units become constant. Please note that the recorded gas units are of the function
register(). Moreover, the records are not the same each time. Fig. 2b. showcases the pattern of gas units as the
number of voters increases.

TABLE Il. GAS UNITS UTILISED BY EACH SMART CONTRACT AND RESPECTIVE FUNCTIONS

CONTRACTS Functions and the gas units used by them
GovernanceToken.sol deploy mint() burn()
1,469,795 70,069 28,894
VoterRegistration.sol deploy register() callGovernanceToken()
723,583 44,099 261,121
VoterVerification.sol deploy setMerkleRoot() verify()
465,820 44,118 0
Voting.sol deploy vote() callGovernanceToken()
751,705 78,951 44,098

TABLE IV. COMPARISON OF TOTAL GAS UNIT UTILISATION BETWEEN RELATED AND PROPOSED WORK

PROPOSED SOLUTION

Ours

[2]

[20]

[21]

Gas units

3,982,15
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21,225,237

47,160,611
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Figure 2a. Gas consumption for deploying Voting.sol each
time the number of candidates increases
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Fig. 2b. Total gas consumption of function register() each
time a new voter is added to the system
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VI. FUTURE ScoPE

In future work, further efforts will be made to make the proposed system more robust and decentralised. The
current scenario of elections and voting mechanisms calls for a blend of centralised and decentralised applications.
Complete decentralisation is not a practical approach for blockchain voting applications due to the voter and vote
verification constraints. In order to make the proposed solution ready for practical use for conducting nationwide
elections, government support will be required to verify voter IDs or Aadhaar IDs to verify the voters and check
their eligibility to vote. The future work will aim to upgrade the proposed solution and achieve a more
decentralised, secure, efficient and accessible system.
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