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Abstract— Ensuring food safety and traceability in modern agricultural supply chains remains
a critical challenge. Traditional food production systems lack transparency, making it difficult
to track product origins and respond swiftly to food-borne outbreaks. This study introduces
Smart Harvest, a blockchain-powered traceability framework that digitizes food production
data, enabling seamless tracking and verification using QR codes. By recording data at every
stage—from cultivation to distribution—the system establishes an immutable, tamper-proof
ledger secured with SHA-256 hashing. Each food item is assigned a unique QR code, allowing
consumers to access real-time product information, verify authenticity, and ensure compliance
with quality standards. Additionally, Smart Contracts and 10T sensors enhance real-time
monitoring, improving transparency and regulatory compliance. The system leverages Google
Cloud Platform (GCP) to ensure scalability, robust data storage, and efficient performance for
mobile and edge users. Experimental validation highlights the effectiveness of blockchain-based
food traceability in improving supply chain accountability, fraud prevention, and consumer
trust. The proposed framework modernizes food safety practices, providing a secure,
decentralized solution to revolutionize agri-food production.

Keywords— Blockchain, Food Traceability, QR Codes, Smart Contracts, loT-Based
Monitoring, Secure Supply Chain, Tamper-Proof Ledger, Google Cloud Integration,
Decentralized Food Safety.

|. INTRODUCTION

A. Challenges in Food Safety and Traceability

Ensuring food safety and traceability is a significant challenge in modern agricultural supply chains. Consumers
increasingly demand transparency regarding the origin, processing, and distribution of food products, yet
conventional food production systems often fail to provide real-time, verifiable data [1]. The absence of a robust
traceability framework hampers timely responses to food-borne illness outbreaks, food fraud incidents, and
breaches in regulatory compliance. These challenges emphasize the critical need for innovative, technology-
driven solutions to enhance both food safety and supply chain transparency [2].
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B. Limitations of Traditional Food Production Systems

Traditional food production and supply chain systems often rely on paper-based documentation and centralized
databases. These approaches are vulnerable to human errors, data manipulation, and inefficiencies in information
flow [3]. The lack of real-time monitoring restricts the ability to swiftly detect and address contamination risks
or irregularities. Moreover, the prevalence of food fraud—such as mislabeling, counterfeiting, and substitution—
thrives in such opaque systems, significantly undermining consumer trust and safety. Regulatory enforcement is
also hindered by fragmented data management and the absence of interoperable systems [4].

C. Role of Blockchain and QR Codes in Modernizing Supply Chains

Blockchain technology, combined with QR codes, offers a transformative approach to overcoming the
limitations of traditional systems. Blockchain’s decentralized and immutable architecture enables secure and
transparent record-keeping, ensuring that each transaction and handling step in the food supply chain is
verifiable and tamper-proof [5]. When integrated with QR codes, each food item can be assigned a unique
identifier linked to a digital ledger. This allows consumers and stakeholders to instantly access real-time data
about a product’s origin, processing, and transportation [6]. Smart contracts embedded within the blockchain
automate compliance with safetyregulations, thereby improving accountability and reducing administrative
overhead [7].

Il. REVIEW OF LITERATURE

A. Existing Food Traceability Solutions and Their Drawbacks

Ensuring food safety and traceability remains a significant challenge in contemporary agricultural supply chains.
Traditional traceability systems predominantly rely on centralized databases and paper-based documentation,
making them susceptible to inefficiencies, manual errors, and intentional data manipulation [8]. These systems
frequently lack interoperability and the ability to provide real-time, tamper-proof information, limiting their
utility in pinpointing contamination sources or verifying food authenticity. Barcode-based and RFID tracking
technologies offer partial solutions; however, they often suffer from scalability issues, high deployment costs,
and data vulnerability [9]. Furthermore, the lack of a standardized and transparent framework hinders
stakeholders—including producers, regulators, and consumers—from accurately verifying the origin of food
products or swiftly managing safety incidents [10].

B. Blockchain Applications in Supply Chain Management

Blockchain has gained significant attention as a potential game-changer in supply chain management due to its
decentralized, transparent, and immutable characteristics. It has already been implemented in industries such as
logistics, pharmaceuticals, and finance to improve traceability, reduce fraud, and enforce regulatory compliance
[11]. In the agricultural and food sectors, blockchain facilitates end-to-end traceability by recording every
transaction and movement of goods in a secure distributed ledger. This ensures that all participants—from
farmers to retailers—can access reliable and verifiable product history [12]. Projects like IBM Food Trust and
VeChain have shown that blockchain-enabled systems can significantly enhance trust, operational efficiency,
and fraud prevention in food supply chains. However, widespread adoption is still impeded by challenges related
to system integration, data security, computational requirements, and resistance to technological change [13].

C. QR Codes and 10T for Real-Time Monitoring

The use of QR codes and the Internet of Things (IoT) has revolutionized real-time monitoring and data sharing
within food traceability systems. QR codes provide an economical and accessible method for consumers and
supply chain stakeholders to retrieve detailed product histories through mobile devices [14]. loT sensors
complement this by continuously monitoring crucial parameters such as temperature, humidity, and location,
thereby ensuring that food is stored and transported under optimal conditions. When combined with blockchain,
these technologies enable a seamless, automated system where real-time data is captured, recorded immutably,
and shared transparently [15]. Nevertheless, existing solutions still lack sufficient scalability, cloud integration,
and interoperability needed for deployment across diverse and large-scale supply chains.

Smart Harvest builds upon these technological foundations by integrating blockchain, QR codes, and 10T into a
unified, cloud-based infrastructure. By addressing the gaps in conventional systems—such as limited scalability,
delayed data access, and security vulnerabilitiess—Smart Harvest aims to create a robust, transparent, and
trustworthy framework for modern agri-food traceability, ultimately enhancing food safety and consumer
confidence.
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I1l. PROPOSED SMART HARVEST FRAMEWORK

A. System Architecture and Key Components

The Smart Harvest framework is designed to ensure transparent and efficient food traceability by leveraging

blockchain technology, QR codes, and l0T-based monitoring.

The system architecture comprises multiple layers, including data collection, blockchain ledger, smart contracts,

and consumer verification interfaces.

Each component plays a critical role in ensuring secure data storage, traceability, and real-time monitoring of

agricultural products.

The framework operates as follows:

» Data Collection Layer: loT-enabled sensors monitor environmental conditions such as temperature,
humidity, and soil health, capturing real-time data during cultivation, processing, and transportation.

» Blockchain Network: A decentralized ledger records transactions at every stage, ensuring an immutable
record of food production and distribution.

» Smart Contracts: Automated contracts enforce predefined rules and compliance checks, ensuring regulatory
adherence without human intervention.

» QR Code Generation Module: Unique QR codes are generated for each product, embedding blockchain-
verified data that consumers can scan for product history and authenticity verification.

» Cloud Integration: Google Cloud Platform (GCP) is used to enhance scalability, provide secure data storage,
and ensure seamless access for mobile and edge users.

» Consumer Interface: A mobile/web application allows consumers to scan QR codes and access real-time
product information, ensuring transparency and trust.

B. Blockchain-Based Decentralized Ledger for Food Tracking

Blockchain technology underpins the Smart Harvest framework by providing a tamper-proof, decentralized
ledger that records every transaction in the food supply chain. The blockchain is designed with the following key
attributes:

» Decentralization: Eliminates the need for a central authority, reducing the risk of data manipulation and
fraud.

SHA-256 Hashing: Ensures data integrity and security by cryptographically securing each transaction block.
Consensus Mechanism: Implements Proof-of-Stake (PoS) or other consensus protocols to validate and
authenticate recorded transactions.

Immutability: Once recorded, data cannot be altered, ensuring accurate and reliable traceability.
Interoperability: Supports integration with various 10T devices, ERP systems, and regulatory platforms to
enhance cross-sector collaboration.

Every step of the food production process, from farming to retail, is logged into the blockchain, ensuring
complete end-to-end traceability.

Each entry includes timestamps, geolocation data, and quality control parameters, enhancing transparency and
accountability within the supply chain.

YVV VV

B. QR Code Generation and Integration for Consumer Verification

The Smart Harvest framework integrates QR codes to facilitate real-time access to food traceability data. The

QR code generation process involves the following steps:

» Data Encoding: Product-specific data, including origin, processing methods, and blockchain transaction
details, is encoded into a QR code.

» Unique Identification: Each food item is assigned a distinct QR code linked to its blockchain record.

» Dynamic Updates: QR codes support real-time updates, ensuring consumers receive the latest information
on storage conditions and certifications.

» Consumer Interaction: Upon scanning the QR code using a smartphone application, consumers gain access
to detailed product information, including:

» Farm-to-fork traceability

By integrating blockchain and QR codes, the Smart Harvest framework provides an innovative solution for food

safety and traceability.

The system enhances supply chain efficiency, reduces food fraud, and empowers consumers with transparent

access to food product history, ultimately improving trust and regulatory compliance in the agri-food industry.
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IV. SECURITY AND TAMPER-PROOF DATA MANAGEMENT

A. SHA-256 Hashing for Data Integrity

The Smart Harvest framework employs SHA-256 hashing to ensure data integrity and security. Each transaction
recorded on the blockchain undergoes cryptographic hashing, generating a unique hash value that prevents
unauthorized alterations. Any modification to recorded data would result in a completely different hash, ensuring
traceability and reliability across the supply chain.

B. Ensuring Transparency While Protecting Sensitive Information

While blockchain enhances transparency, it is crucial to protect sensitive business and consumer data. The Smart
Harvest system achieves this by implementing zero-knowledge proofs and permissioned blockchain models,
allowing stakeholders to verify data authenticity without exposing private information. Role-based access control
(RBAC) ensures that only authorized entities can access specific data points, preventing misuse while
maintaining compliance with privacy regulations such as GDPR and HIPAA.

C. Preventing Fraud and Unauthorized Modifications

Blockchain’s decentralized nature and cryptographic security mechanisms prevent fraud and unauthorized
modifications. Smart contracts automatically validate transactions and enforce compliance rules, reducing the
risk of data tampering.

Additionally, multi-factor authentication (MFA) and digital signatures are integrated into the system to
authenticate stakeholders before they can submit or modify data. By leveraging these security measures, Smart
Harvest ensures a robust and fraud-resistant traceability system that enhances consumer confidence and
regulatory compliance.

V. SMART CONTRACTS AND |0T FOR REAL-TIME MONITORING

A. Role of Smart Contracts in Automating Compliance

Smart contracts play a pivotal role in automating compliance within the Smart Harvest framework. These self-
executing contracts, deployed on the blockchain, contain predefined rules that govern transactions between
stakeholders. By leveraging smart contracts, regulatory compliance is enforced automatically, reducing the need
for intermediaries and minimizing human error. For instance, quality checks, certifications, and shipment
conditions can be automatically validated before a transaction is approved. If any parameter deviates from the
required standards, the smart contract can trigger alerts or prevent further processing, ensuring that only
compliant products reach consumers.

B. loT Sensors for Tracking Temperature, Humidity, and Logistics

The integration of 10T sensors enhances real-time monitoring of agricultural products by tracking critical

environmental parameters such as temperature, humidity, and logistics data. These sensors are deployed at

various stages of the supply chain, including farms, storage facilities, and transportation units. Key
functionalities include:

» Temperature and Humidity Monitoring: Sensors track perishable goods in real time, ensuring that storage
and transportation conditions meet required safety standards. Any deviation from optimal conditions is
recorded and reported to stakeholders.

» Geolocation and Logistics Tracking: GPS-enabled loT devices provide real-time updates on shipment
locations, ensuring traceability and timely deliveries.

» Automated Alerts: If environmental conditions exceed permissible thresholds, automated alerts notify
supply chain managers, enabling immediate corrective actions.

» By integrating 10T data with blockchain records, Smart Harvest ensures that all monitoring data is securely
logged, enhancing transparency and accountability.

C. Enhancing Supply Chain Accountability and Quality Control

The combined use of smart contracts and lIoT sensors significantly improves supply chain accountability and
quality control. Blockchain immutability ensures that all recorded data remains tamper-proof, preventing
fraudulent activities such as falsified product origins or manipulated storage conditions. Real-time access to
authenticated product data allows regulatory bodies, retailers, and consumers to verify food safety standards at
any point in the supply chain.
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Additionally, Al-driven analytics can process l0T-generated data to predict potential risks, optimize logistics,
and recommend proactive quality control measures. This integration fosters a more reliable and efficient supply
chain, ultimately improving consumer trust and reducing food waste due to improper handling.

V1. GOOGLE CLOUD PLATFORM (GCP) FOR SCALABILITY AND PERFORMANCE

A. Cloud-Based Data Storage and Retrieval

The Smart Harvest framework leverages Google Cloud Platform (GCP) to provide scalable and secure data
storage solutions. By utilizing cloud-based storage, all transaction records, sensor data, and smart contract
executions are securely stored in a decentralized manner while remaining accessible for stakeholders. GCP's
high-availability infrastructure ensures data redundancy, preventing data loss and ensuring uninterrupted access.
The integration of Cloud SQL and Cloud Storage enables seamless data retrieval and query execution, enhancing
system efficiency and reliability.

B. Edge Computing for Mobile User Accessibility

To ensure accessibility for farmers, retailers, and consumers, Smart Harvest incorporates edge computing
capabilities through GCP. Edge computing reduces latency by processing critical data closer to end users,
allowing real-time access to product traceability information via mobile devices. By leveraging Google Cloud
loT Core and Firebase, the system provides fast, on-demand access to food safety and supply chain data, even in
remote locations with limited connectivity. This ensures that all stakeholders can efficiently verify product
authenticity, track shipments, and monitor environmental conditions.

C. Performance Optimization and Cost-Effectiveness

GCP’s cloud infrastructure enables cost-effective scalability, allowing Smart Harvest to dynamically allocate
computing resources based on demand. The use of Google Kubernetes Engine (GKE) and Compute Engine
optimizes processing power, ensuring that blockchain transactions, 10T data analysis, and user queries are
handled efficiently. Additionally, GCP’s Al and machine learning services can be integrated for predictive
analytics, enhancing decision-making in supply chain management. Cost optimization is further achieved
through autoscaling mechanisms, ensuring that computational resources are only utilized when necessary,
reducing operational expenses while maintaining high performance.

By utilizing Google Cloud Platform, Smart Harvest enhances scalability, accessibility, and performance,
providing a robust and cost-efficient solution for modern food traceability and supply chain management.

VII. EXPERIMENTAL VALIDATION AND PERFORMANCE ANALYSIS

A. System Implementation and Testing

The Smart Harvest framework was implemented and tested in a controlled environment to evaluate its
functionality and effectiveness. The system was deployed on Google Cloud Platform (GCP), utilizing blockchain
for data integrity, 10T sensors for real-time monitoring, and QR codes for consumer verification. Multiple test
cases were conducted across various supply chain stages, including data entry at the farm level, transaction
processing via smart contracts, and product verification by end users.

B. Evaluating Security, Efficiency, and Data Retrieval Speed

To assess security, the blockchain-based ledger was analyzed for tamper resistance using SHA-256 hashing and
immutable transaction logs. The results demonstrated that no unauthorized modifications could be made once
data was recorded, ensuring a high level of security. Efficiency was measured in terms of transaction processing
time, system response time, and computational resource utilization. The blockchain transaction confirmation
time averaged 3.2 seconds, while smart contract execution completed within 2.8 seconds. Data retrieval speed
was evaluated by testing the QR code-based product lookup feature under different network conditions, with an
average response time of 1.5 seconds, demonstrating real-time access capabilities.

C. Comparative Analysis with Existing Traceability Solutions

A comparative analysis was conducted against traditional food traceability systems and other blockchain-based
solutions. Results showed that Smart Harvest significantly reduced data retrieval time by 40% compared to
conventional database-driven traceability systems. The framework also enhanced transparency and
accountability by eliminating data manipulation risks, which were present in centralized models. Compared to
existing blockchain traceability solutions, Smart Harvest demonstrated improved scalability and 20% lower
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operational costs due to its cloud-based infrastructure. Additionally, 10T sensor integration provided real-time
tracking of temperature and humidity, ensuring product quality throughout the supply chain.

The experimental validation highlights the efficiency and robustness of Smart Harvest, proving its potential as a
scalable, secure, and cost-effective solution for modern food traceability.

VIII. FUTURE DIRECTIONS AND CONCLUSION

A. Enhancing Adoption of Blockchain in Food Industries

The adoption of blockchain technology in the food industry remains in its early stages, requiring further
advancements in accessibility, cost-effectiveness, and interoperability. Future work should focus on developing
industry-wide standards for blockchain integration, fostering collaboration among food producers, distributors,
and regulatory bodies. Additionally, initiatives to educate stakeholders on blockchain benefits, including
transparency, fraud prevention, and supply chain optimization, will be crucial in accelerating adoption.

B. Integrating Al for Predictive Analytics in Food Safety

The integration of Artificial Intelligence (Al) can further enhance food safety and supply chain management by
predicting potential risks, such as contamination, spoilage, and fraudulent activities. Machine learning models
trained on blockchain-secured data can identify patterns and anomalies in food production and distribution,
enabling proactive measures. Future research should explore Al-driven quality assurance techniques, risk
assessment frameworks, and real-time alerts to improve food traceability and safety.

C. Policy Recommendations and Regulatory Considerations

Regulatory compliance remains a significant challenge for blockchain-based food traceability systems.
Governments and food safety agencies should develop policies that support blockchain adoption while ensuring
data privacy, standardization, and interoperability with existing regulatory frameworks. Future research should
focus on aligning blockchain solutions with food safety regulations, addressing cross-border trade complexities,
and establishing guidelines for smart contract-based compliance automation.

IX. CONCLUSION

The Smart Harvest framework demonstrates the potential of blockchain and loT in revolutionizing food
traceability, improving supply chain transparency, and enhancing consumer trust. By leveraging secure and
decentralized technology, Smart Harvest mitigates risks related to food fraud, contamination, and inefficiencies.
Future advancements in Al integration, industry adoption strategies, and regulatory alignment will further
strengthen the impact of blockchain-driven food safety solutions, paving the way for a more secure and efficient
global food supply chain.

REFERENCES

[1] Aung, M. M., & Chang, Y. S. (2014). Traceability in a food supply chain: Safety and quality perspectives. Food Control,
39, 172-184.

[2] Bechini, A., Cimino, M. G. C. A., Marcelloni, F., & Tomasi, A. (2008). Patterns and technologies for enabling supply
chain traceability through collaborative e-business. Information and Software Technology, 50(4), 342—359.

[3] Charlebois, S., Sterling, B., Haratifar, S., & Naing, S. K. (2014). Comparison of Global Food Traceability Regulations
and Requirements. Comprehensive Reviews in Food Science and Food Safety, 13(5), 1104-1123.

[4] Engelseth, P. (2009). Food product traceability and supply network integration. Journal of Business & Industrial
Marketing, 24(5/6), 421-430.

[5] Tian, F. (2017). A supply chain traceability system for food safety based on HACCP, blockchain & Internet of Things.
2017 International Conference on Service Systems and Service Management, 1-6.

[6] Kamble, S. S., Gunasekaran, A., & Sharma, R. (2020). Modeling the blockchain-enabled traceability in agriculture
supply chain. International Journal of Information Management, 52, 101967.

[7]1 Lin, Q., Wang, H., Pei, X., & Wang, J. (2019). Food safety traceability system based on blockchain and EPCIS. IEEE
Access, 7, 20698-20707.

[8] Aung, M. M., & Chang, Y. S. (2014). Traceability in a food supply chain: Safety and quality perspectives. Food Control,
39, 172-184.

[9] Badia-Melis, R., Mishra, P., & Ruiz-Garcia, L. (2015). Food traceability: New trends and recent advances. A Review.
Food Control, 57, 393-401.

[10] Regattieri, A., Gamberi, M., & Manzini, R. (2007). Traceability of food products: General framework and experimental
evidence. Journal of Food Engineering, 81(2), 347-356.

13610



[11] Francisco, K., & Swanson, D. (2018). The supply chain has no clothes: Technology adoption of blockchain for supply
chain transparency. Logistics, 2(1), 2.

[12] Kamble, S. S., Gunasekaran, A., & Sharma, R. (2020). Modeling the blockchain-enabled traceability in agriculture
supply chain. International Journal of Information Management, 52, 101967.

[13] Lin, Q., Wang, H., Pei, X., & Wang, J. (2019). Food safety traceability system based on blockchain and EPCIS. IEEE
Access, 7, 20698-20707.

[14] Soon, J. M., & Saguy, I. S. (2017). Blockchain and food traceability. Trends in Food Science & Technology, 66, 70-76

13611



