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Abstract—Realtime authentication using 3D passwords represents a novel approach to
enhancing security by leveraging the complexity and versatility of three-dimensional virtual
environments. Unlike traditional alphanumeric passwords, 3D passwords involve a sequence of
user interactions and either internet or mobile connection. This work explores an approach to
real-time authentication using 3D passwords by integrating fingerprint, facial expression and
other inputs.

Extensive experimental results demonstrate an authentication accuracy of approximately 85%,
showcasing the potential of this multi-modal approach in providing a robust and secure
authentication mechanism. This method offers several advantages, including increased security
through unique and hard-to-replicate passwords, improved user engagement, and flexibility in
password creation.

|. INTRODUCTION

With the increasing prevalence of cyber threats and the limitations of traditional password systems, the need for
more secure and robust authentication methods has become paramount. Realtime authentication using 3D
passwords presents an innovative solution that enhances security by incorporating complex and dynamic user
interactions within a three-dimensional virtual environment. This method leverages a combination of biometric
and behavioural factors, such as facial expressions, eye-ball movements, and keyboard inputs, to create a unique
and hard-to-replicate password.

The traditional password systems rely primarily on static alphanumeric characters, which are vulnerable to
various forms of attacks, including brute force, phishing, and keylogging. Despite advancements like two-factor
authentication (2FA) and biometric verification, these methods often face usability and security challenges. The
concept of 3D passwords offers an advanced alternative by integrating multi-modal inputs that increase the
complexity and uniqueness of the authentication process. The 3D password concept explores an innovative
approach to Realtime authentication using 3D passwords by integrating finger-print, facial expressions and
keyboard inputs. These biometric and behavioural factors are collated and normalized to form a comprehensive
3D password, which is subsequently validated for user authentication. The proposed method leverages the
complexity and uniqueness of individual user interactions to enhance security beyond traditional passwords.
Extensive experimental results demonstrate an authentication accuracy of approximately 80%, showcasing the
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potential of this multi-modal approach in providing a robust and secure authentication mechanism. The findings
suggest that integrating diverse biometric and behavioural inputs can significantly improve the reliability and
security of authentication systems.

Il. ANALYSIS OF RELATED METHODS

Existing authentication systems primarily rely on traditional methods such as passwords, PINs, and more
recently, biometric techniques like fingerprint and facial recognition. While these systems have served well over
the years, they present several vulnerabilities and limitations, prompting the need for more advanced and secure
solutions like 3D password authentication.

A. Traditional Passwords and PINs

The traditional password and PIN work on the principle of knowledge-based authentication, where access is
granted based on something the user knows. This traditional passwords and PINs, while widely used for
authentication, have several notable drawbacks like weak security, poor management and high maintenance.

B. Two-Factor Authentication (2FA)

Two-Factor Authentication (2FA) enhances security by requiring two different forms of identification before
granting access to an account or system. This process involves two layers of verification, typically categorized as
“something you know” (like a password) and “something you have” (like a mobile device or hardware token).
This two-Factor Authentication (2FA) method significantly improves security by adding an extra layer of
verification, but it also introduces challenges related to convenience, accessibility, cost, and potential security
vulnerabilities.

C. Biometric Authentication

Biometric authentication utilizes unique biological characteristics of individuals for identity verification. It relies
on the premise that certain physiological or behavioural traits are distinctive to each person, such as fingerprints,
iris patterns, facial features, voice patterns, or even typing rhythms. In this method we face challenges related to
privacy, cost, accessibility, environmental factors, security risks, legal issues, and technology limitations.

D. Behavioural Authentication

Behavioural authentication is a method of identity verification that analyses patterns in an individual’s behaviour
or actions to authenticate their identity. Unlike biometric authentication, which focuses on physical
characteristics, behavioural authentication relies on behavioural traits that are unique to each person. while
behavioural authentication offers a non-intrusive and continuous method of verifying identity, it also faces
challenges related to variability in behaviour, privacy concerns, implementation complexity, accuracy, user
acceptance, environmental factors, security, and cost.

I11. PROPOSED 3D PASSWORD AUTHENTICATION METHODOLOGY

3D password authentication involves creating and using a password within a three-dimensional virtual
environment. This method leverages the complexity and versatility of 3D interactions to enhance security.
Unlike traditional passwords, 3D passwords have included a combination of actions such as navigating through
virtual spaces, manipulating objects, and performing specific gestures.

A. 3D Password generation

Generating a 3D password using fingerprint, facial expression, and input involves capturing and combining
biometric and behavioural data within a virtual 3D environment.

Firstly design the 3D environment using 3D modeling software to create a virtual environment for capturing
fingerprint data, facial expressions, and other inputs. Using the biometric sensor capture the user's fingerprint
data. Using facial recognition software detect and analyse the user's facial expressions, such as smiling,
frowning, or blinking.

For other input, integrate facial recognition libraries, collision detection, virtual keyboard interface within the 3D
environment to assign specific actions such as touching objects, making facial expressions, or typing on a virtual
keyboard.
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B. 3D Password Detection

The password generated in real time is compared with standardized value. Also Provide real-time feedback to the
user during the authentication process to confirm successful verification or prompt for additional actions.

C. Benefits of using 3D Password:

Using a 3D password system, which combines fingerprint, facial expression, and other input data, provides
enhanced security through multi-layered authentication, increased difficulty for attackers, improved convenience
for users, continuous authentication capabilities, resilience to common attacks, versatility, and reduced password
fatigue. These advantages make 3D passwords a robust and user-friendly solution for secure authentication.
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Fig. 1: Flow Chart

IV. RESULT

A simulation is performed to test the proposed scheme. The average of ten sample set for finger print, Facial
Expression, and other Input. The proposed system achieved an 85% high level of accuracy in verifying users'
identities using the 3D password method.

TABLE |: AUTHENTICATION METHOD

User

Method |[Security||Convenience |[Cost||Privacy ||Accuracy
Traditional
Passwords 5 7 4 6 6
Fingerprint

Only 7 8 6 5 8

Facial
Recognition 7 8 6 5 8

3D

Password 10 7 7 4 9

V. CONCLUSION

The concept of using a 3D password for authentication represents a novel approach to enhancing security in user
authentication systems. By leveraging a three-dimensional environment, this method incorporates multifactor

6569



Comparison of Authentication Methods by Different Criteria

. Security 10
W User Convenience

. Cost

W Privacy

W Accuracy

Ratings

Traditional Passwords Fingerprint Only Facial Recognition 3D Password
Authentication Methods

Fig. 2: Results of 3 D Authentication

authentication such as fingerprint, facial expression and other inputs like touching objects, making facial
expressions, or typing on a virtual keyboard. This 3D method is worthwhile for environments where high
security is paramount. As technology continues to evolve, the 3D password system could become a more
practical and widely adopted solution in the future.
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