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Abstract— In today's digital landscape, securing sensitive data is paramount, particularly in web-
based applications where encryption techniques play a vital role. This paper introduces a novel
approach to enhancing data security through a combination of noise image conversion and
honeyword concepts. The proposed method focuses on encrypting AES keys using noise image
conversion, thereby adding an additional layer of protection to the encryption process.
Furthermore, honeywords are employed to generate fake AES keys, adding complexity and
confusion for potential attackers. In the event of a compromise, an alert mechanism is triggered,
promptly notifying administrators of potential breaches. This approach not only strengthens data
encryption but also provides proactive measures against unauthorized access, ultimately
bolstering overall system security.

Index Terms— Encryption, Advanced Encryption Standard, Noise image conversion,
Honeywords, Unauthorized access, Data breaches

|. INTRODUCTION

It is critical to safeguard sensitive data from unwanted access in the constantly changing field of cybersecurity.
Furthermore, the integration of honeywords introduces an additional layer of deception and complexity to the
encryption process. Honeywords are false cryptographic keys that resemble genuine keys, but their compromise
triggers alerts, signaling potential unauthorized access attempts. By deploying honeywords alongside genuine AES
keys, our approach not only deters attackers but also provides administrators with early detection capabilities,
enabling swift response to security incidents.The technical aspects of creating noisy image conversions and
honeywords and discuss how they could be applied to improve data security in web applications. We also offer a
framework that explains how to actually implement these techniques, including steps for encrypting AES keys and
generating honeywords. Using empirical analysis and case studies, we demonstrate how well our method supports
data encryption and thwarts possible threats. All things considered, our method offers a comprehensive approach
to enhancing data security in online environments, empowering companies to safeguard confidential information
and reduce the dangers associated with unauthorized access and data breaches.

Il. RELATED WORKS

[1] This research presents a novel encryption technique using two 2D modification models, offering enhanced
control over data values and enabling encryption of multiple photos with the same key. [2] This research introduces
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a high-capacity image hiding technique using the Improved Product Code over Z4 (ZAMPC) encoder, achieving
an embedding rate of 1.78bpp and an efficiency of [3] It combines wavelet transform and grey difference features
for improved block matching, achieving greater embedding rates with low distortion in LSB layers and resistance
to high-dimensional steganography attacks. [4] The CSNTSteg model enhances steganographic capacity without
compromising invisibility, using RGB coding and character spacing in normalization and pre-embedding phases.
[5] This technique addresses challenges in picture hiding by enhancing visual security, restoration quality, and
antidetection performance for large, spatially-featured secret images. [6] This paper introduces Two privacy-
preserving biometric identification protocols cater to different needs: one balances security and efficiency, while
the other prioritizes efficiency with strong security.

I1l. MATERIAL IMPLEMENTATION

A. AES Encryption

There are several steps involved in using the AES (Advanced Encryption Standard) to encrypt a file using a
programming language like Python. Import the necessary libraries first (cryptography, for instance). After that,
RAM is filled with the contents of the file that has to be encrypted. A secret key is created for AES encryption,
and its length changes depending on the AES mode that is chosen (e.g., AES-128, AES-192, AES-256). An
initialization vector (1V) is also generated to ensure that the same plaintext does not encrypt to the same ciphertext.
Padding is added if needed to ensure that the plaintext is a multiple of the block size (e.g., 128 bits for AES). This
process ensures that the original file's contents are securely encrypted and that they can only be accessed with the
correctkey.

| condibin 17-11-20230317AM  BINFile

| dirs.bin 17-11-2023 0506 AM  BINFile K8
| enbin 7-11-2030411AM  BINFile 17K8
| enlbin 17-11-203 0344 AM  BINFile 13KB

Fig 1 — Generating Adversarial Image

B. Conversion of Key to Image

The AES key is converted into a noise image by translating its binary data into pixel values in an image format.E
ach byte in the key might represent one of 256 possible grayscale values.By reshaping the crucial data to match t
he intended image proportions, the integrity of thedata is maintained.The corresponding byte of the AES key det
ermines the intensity of each pixel in the raw noise image created by this process.Depending on the length of the
key and the intended image size, additional processing or resizing may be required to obtain a visually acceptabl
€ noise image.

Fig 2- Conversion of key to image.

C. Fake Key Creation

To further boost security, a bogus key can be created in addition to the original AES key. This fake key
must be the same size as the genuine one in order to maintain consistency. The fake key is converted into a noise
image in the same way as the real key. After generation, the noise images corresponding to the fake and actual
keys are stored in adatabase. The purpose of the fake key and related noise image is to act as a decoy, adding
another layer of complexity and obfuscation for potential attackers. An unauthorized party trying to access the

4261



database and extract the noise image in order to identify the AES key would be faced with several noise images,
making it difficult for them to figure out which one is the real key.
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Fig3-Fake keys generated as same as of the original key

D. Authentication

Using a fake key, similar to honeywords, strengthens the authentication process even further. Similar to how
honeywords are fake passwords used to detect unauthorized access attempts, the bogus key serves as a decoy to
identify illicit attempts to access the encrypted material. During the authentication procedure, both the genuine
and fake keys are shown as potential authentication tokens. Both keys are meant to be accepted by the
authentication system, just as honeywords are regarded as legitimate passwords in honeyword-based
authentication systems. Any attempt to access fake or dummy data by using the fake key to decrypt the data would
fail. The actual key would correctly decrypt the real data.If an unauthorized user manages to get hold of the fake
key and tries to use it for decryption thereby tricking them into accessing false information the system will be
notified of a possible security breach.

Fig 4-Honeychecker which is used to check for the fake passwords

F. Alerting the Admin

As soon as an intrusion attempt is discovered, as when someone uses the fake key to obtain illegal access, an alert
is sent to the system administrator. The alert system is designed to promptly notify the administrator via email
notifications, SMS messaging, and interaction with centralized logging and monitoring systems, among other
channels.Notable details about the intrusion attempt are typically included in the warning, including the time of
the incident, the kind of access attempt (for example, decryption using a fake key), and any further information
discovered during the authentication process. With the use of this information, the administrator may quickly
assess the incident's seriousness and take the required action to reduce the risk.
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Fig 5- The output for defense model
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IV. CONCLUSION & FUTURE WORK

In conclusion, incorporating a fake key—a type of honeyword—into an AES encryption scheme provides an
additional layer of security by deceiving potential attackers. The system may detect and alert administrators to any
attempt to obtain unauthorized access by producing noise pictures for both actual and false keys and keeping them
in a database. This increases the security of encrypted data and lowers the possibility of security breaches. Future
projects could benefit from the integration of threat intelligence feeds, the implementation of more complex
alerting mechanisms, the investigation of additional authentication techniques, ongoing system log monitoring and
analysis, performance and scalability optimization, and compliance with relevant regulatory standards.These
considerations enable the AES encryption system to successfully safeguard sensitive data while maintaining the
integrity and confidentiality of information assets, and to adjust to emerging security risks.
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