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Abstract— Providing node and network level security in wireless environments requires
implementation of highly complex algorithms. These algorithms include encryption models,
privacy preservation models, secret sharing models, hashing algorithms, etc. Implementation
and deployment of these models requires additional computational power, which results in
increased end-to-end delay, increased energy consumption, reduced throughput, and increased
routing load. Due to which overall Quality of Service (QoS) of the network is impacted. To
improve the QoS, machine learning optimization models are implemented. These models aim at
reducing redundancies during network communications, thereby assisting the network to have
better QoS performance. It has been observed that blockchain-based networks tend to have
better security performance than their non-blockchain counterparts. Thus, in this text an in-
depth survey of such blockchain based networks is done, wherein each network is compared in
terms of security and QoS performance. Due to a wide variety of applications for these
networks, it is necessary for researchers and network designers to select the most optimum
blockchain implementation for their network. This text will assist such network designers to
select application specific blockchain models for high security and QoS performance. Along
with this, the underlying text also compares various machine learning models and evaluates
them in terms of computational complexity & QoS performance. Finally, this text recommends
the best combination of blockchain & machine learning models that can be combined in order
to improve overall system performance. By referring this text, system designers will be able to
improve their network performance by integrating blockchain & machine learning optimized
solutions to their networks.

Index Terms—Security, QoS, machine learning, blockchain, wireless.

|. INTRODUCTION

Enhancing wireless network security is a multi-domain task, which requires in-depth analysis of node
vulnerabilities, network vulnerabilities, network infrastructure, node computational limitations, etc. A wide
variety of algorithms are available for improving network security, which work at data level, node level, route
level or network levels. Data level algorithms include encryption & hashing mechanisms, wherein the data is
converted from one form to another in order to transmit it over the network. Node level algorithms allow for
better authentication, node registration, node-policy updates, etc. These algorithms aim at securing healthy nodes
from malicious nodes via rule enforcement and outlier detection mechanisms.
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These algorithms are also applied to route level security, wherein apart from scanning for node’s authenticity; its
historical performance is also analysed. This analysis allows the network to improve its internal routing
mechanisms, thereby assisting in providing a secure route for data communication. Apart from this, anonymity
algorithms are also used by networks which aim at transforming the routing information in such a way that it
cannot be decoded by malicious entities. Finally, network level security algorithms aim primarily at traffic
analysis in order to improve trust levels in the network. Thereby allowing for benign traffic packets to pass
through the network. It is observed that blockchain-based solutions can perform all these tasks with utmost
efficiency, because they allow for node level, network level, route level and data level security mechanisms. But
a wide variety of blockchain models are available for network security, which raises ambiguity in model
selection during deployment. In order to reduce this ambiguity, the next section describes various blockchain
models and compares their performance in terms of security and QoS metrics.

Il. LITERATURE REVIEW

Generally, securing wireless networks requires the inclusion of rule-based algorithms such as authentication,
authorization, access control, and data privacy mechanisms. Researchers have proposed various system models
to address these requirements effectively. For instance, the work in [1] introduces a blockchain-based 10T model
that uses chain splitting and multiple agents to enhance trust and Quality of Service (QoS) parameters in process.
The system ensures that the main blockchain is divided into smaller sidechains managed through practical
Byzantine Fault Tolerance. This ensures that the system achieves high security as well as efficient mining
processes. Although it has the capability of mitigating Distributed Denial of Service and blackhole attacks,
scalability issues persist with sidechain management. To mitigate this, [2] presents a dual fog layer architecture
in which requests are categorized into three types: real-time, non-real-time, and delay-tolerant blockchain types
to optimize the distribution of computational load. While improving throughput and end-to-end delay, the dual
fog network suffers from high deployment costs, which may be mitigated by substituting the secondary fog node
with machine learning models for dynamic blockchain mining process.

Other works have explored machine learning and deep learning frameworks for scalability and QoS
improvements. The work of [3] uses service-oriented permissioned blockchains with QoS-driven consensus
protocols, such as PBFT, Zyzzyva, and Quorum, chosen dynamically based on deep Q-learning networks. While
this provides enhanced security and delay control, a high delay in training limits real-time adaptability. Also, [4]
proposes an optimization of the consensus protocol selection based on a deep reinforcement learning model
using Paxos and Spinning techniques to boast the quality of services, but continuous changes in the network call
for intense training, thereby increasing computational costs. The effort in [5] moves computational overhead to
public clouds, and with the Ethereum blockchain, using data compression makes it cost-efficient but still limits
the utility to financial transactions.

In further utilization of blockchain, [6-8] show 5G network integration and vehicular ad-hoc network traffic
control. Random forest and kMeans clustering methods are applied to off-chain and on-chain request resolution,
respectively. Despite these advantages, deployment in massive networks is highly constrained for such models,
making it recommendable to integrate decentralized mechanisms and adaptive learning-based frameworks for
resource allocation as in [10] and [11] in process.

Recent developments aim at decentralized caching, incentivized blockchain mechanisms, and context-aware
consensus models. In [12], an edge caching framework combining contract management and trading market data
aims at improving QoS and security. The healthcare application-oriented deployments [13], vehicular networks
[8], and economic models [17] exemplify blockchain's diversity in use but indicate a design need to tailor
blockchain systems according to specific cases. Comparative analyses of mining delay, computational
complexity, and scalability performance among these models, as presented in [29-30], provide essential
benchmarks for researchers and network designers to balance cost and QoS in blockchain-enabled wireless
networks.

I11. EMPIRICAL ANALYSIS OF DIFFERENT BLOCKCHAIN ARCHITECTURES

From the review, it is observed that blockchain models have high security, and can be used to trace and mitigate
attacks like DDoS, Sybil, Masquerading, blackhole, wormhole, etc. with high efficiency. This is possible due to
the traceability, immutability, distributed computation, and cryptographic capabilities inherent to blockchain
deployment models. But these modes have specific design and resource constraints, due to which their QoS
performance in terms of block mining & verification delay (D), computational complexity (CC), scalability
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performance (S), and cost of deployment (CD) varies w.r.t. the algorithm used. In order to evaluate this
performance, this section categorizes each of these values into low (L), medium (M), high (H), and very high
(VH) fuzzy ranges. This categorization is done via estimating average values for each of the parameters, and
normalizing them w.r.t. the blockchain deployment with minimum (L) & maximum (VH) parametric value. In
order to reduce the complexity of algorithm selection, this section evaluates each of these algorithms in terms of
application (A) of deployment, and tabulates these observations in table 1, wherein fuzzy values of the compared
parameters can be observed.

TABLE |: EMPIRICAL ANALYSIS OF DIFFERENT BLOCKCHAIN DEPLOYMENTS

Method D CC S CD Application

Federated side chain [1] M H H H loT
Dual Fog [2] L VH H VH loT
QoS aware consensus [3] L M M M loT
Deep re-enforcement learning [4] H H VH VH Gen. N/W
Public fog nodes [5] M H H H Gen. N/W
Stackelberg game theory [6] H M M M Femto-cell N/W
Deep learning for security [7] H VH L H Gen. N/W
BCOOL [8] M H H VH Veh. N/W
BMEC [10] L H H H Gen. N/W
Deep Re-enforcement learning [11] H VH VH VH Gen. N/W
De-centralized caching [12] M H H VH Gen. N/W
ssHealth [13] L VH H VH Health-care N/W
MDEO [14] H H VH H Gen. N/W
WPEG [15] M H M VH loT
DMIIoT [16] L VH VH VH loT

Al & blockchain [17] M VH H VH EV
Routing Chain [18] L M M H Gen. N/W
Incentive blockchain [20] M M L M Gen. N/W
MVNOs [21] M M M H Gen. N/W
Deep Re-enforcement learning [22] H VH H VH Gen. N/W
10T Chain [23] M H M H loT
Edge to cloud blockchain [24] L H M VH Gen. N/W
GA with SFLA [25] M L M M loT

Each of these deployments are divided into general purpose networks, and loT networks for the purpose of
comparison. This is done mainly because 10T networks are resource constraint networks, while general purpose
networks do not have that limitation for the process.

IV. CONCLUSION

From the comprehensive review, it can be observed that delay performance of Dual Fog [2], QoS aware
consensus [3], DMIIoT [16], Federated side chain [1], WPEG [15], and IoT Chain [23] is better for loT
blockchain deployments. Similarly, GA with SFLA [25], QoS aware consensus [3], Federated side chain [1],
WPEG [15], and loT Chain [23] have low computational complexity, while, DMIIoT [16], Federated side chain
[1], Dual Fog [2], and Reputation based coalition formation [26] outperform in case of scalability performance.
Finally, the best deployment cost is obtained when GA with SFLA [25], QoS aware consensus [3], Federated
side chain [1], Transaction validation [27], and loT Chain [23] are used in process.Similarly, for general purpose
wireless networks, BMEC [10], Routing Chain [18], Edge to cloud blockchain [24], ssHealth [13], Al &
blockchain [17], Public fog nodes [5], De-centralized caching [12], and Incentive blockchain [20] outperform
other models in terms of delay performance.

While, Routing Chain [18], Skychain [30], Incentive blockchain [20], MVNOs [21], Stackelberg game theory
[6], ELM for storage [28], BMEC [10], and Edge to cloud blockchain [24] have lower computational
complexity. Similarly Deep re-enforcement learning [4], MDEO [14], Deep Re-enforcement learning [11],
BMEC [10], Public fog nodes [5], De-centralized caching [12], BCOOL [8], ssHealth [13], Al & blockchain [17]
and Deep Re-enforcement learning [22] have better scalability sets. Finally, Stackelberg game theory [6],
Incentive blockchain [20], MDEO [14], BMEC [10], Public fog nodes [5], Routing Chain [18], MVNOs [21],
and Deep learning for security [7] outperform other models in terms of deployment cost, and thus must be
considered while deploying general purpose wireless networks.

In future, it is recommended that hybrid combination of these models must be used for better deployment
performance of domain specific blockchain networks.
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