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Abstract—With the expansion of technology and therefore the accessibility to the web within the
recent decades, people are now connected across countries. Internet-enabled interconnectivity
of ICT assets is increasingly adopted worldwide. Despite the benefits, threats to organizational
assets are just around the corner. The vulnerability to such threats is increased when employees
working with ICT systems are unaware of cyber security. Cybersecurity in itself includes the
protection of frameworks, systems and projects from computerized assaults. There are several
ways to raise cyber security awareness, but the increasing number of cyber security incidents
suggests that these methods lack effectiveness. Gamification offers promising results due to its
ability to counter several weaknesses of existing trainings, for example related to motivation
and engagement. It is presumed that incorporating gamification in cyber security awareness
trainings could increase their effectiveness.

This paper evaluates the various game-based learning system in cybersecurity, identifying the
varied tools exist, the advantages and shortcomings of every system and feasible ways to
enhance on the prevailing systems. Thus, in this research, | would like to develop an alternative
and joyful way to educate and encourage people to learn more about the security awareness. |
develop a game, which is a security game for building security awareness by using Unity.

Index Terms— cyber security awareness, Attacks, Unity, gamification, framework design.

|. INTRODUCTION

Security awareness is extremely important for Internet users. However, most of the people think
that it's very technical and too difficult for them to know and understand. Moreover, they also consider
that the knowledge of security cannot apply to their career or personal life. Consequently, they plan
to ignore the importance of security awareness. In another perspective, people do not care about the
harmful impacts that can come from the lack of security awareness. People do care only about their
convenience when they are using the Internet. With this absolutely wrong perception, people unaware to
share their personal information to malicious users or hackers.

Information, communication, and technology (ICT) is one of the most fast-paced fields in current societies all
over the world [2]. Organizations are increasingly connecting their key ICT assets to the internet, which has
several benefits. Business processes can be automated, communication is quicker, information can be stored
more effectively. There is a constant increase in the estimated losses from cyber espionage and cyber-crime
which results to billions every year. With the evolvement of the various disciplines over time, there is a constant
shift in the view of threats and vulnerabilities in cybersecurity today. However, the interconnectivity poses
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increased or new risks, for example due to the introduced remote access. These risks are increased when
employees who work with the ICT systems are unaware of proper behaviour or lack the required knowledge and
skills in order to do this. Raising cyber security awareness seems easier said than done considering the vast
amount of cyber related incidents, for instance severe data leaks of privacy sensitive information, ransomware
that interrupts entire business processes and successful hacks targeting various corporations or critical
infrastructures. All these incidents contained a human error that could have been prevented by sufficient cyber
security awareness.

Il. LITERATURE SURVEY

A. Cyber Security

Cyber security refers to the body of technologies, processes, and practices designed to guard networks, devices,
programs, and data from attack, damage, or unauthorized access. Cybersecurity is often described because
the harmonization of capabilities in people, processes, and technologies; to secure and control both authorized
and/or unlawful access, disruption, or destruction of electronic computing systems (hardware, software, and
networks), the data and information they hold Thus, the triad of cyber security consists of people, processes and
technologies.

TABLE I: TYPES OF ATTACKS

Attack Category Description of Attack

Attrition Methods used to damage networks and systems. It includes the following
. distributed denial of service attacks

. impair or deny access to a service or application

. resource depletion attacks

Malware Any malicious software used to interrupt normal computer operation and harm information assets
without the owner’s consent. Any execution from a removable device can enhance the threat of a
malware.

Hacking An attempt to intentionally exploit weaknesses to get unethical access, usually conducted

remotely. It may include —

data-leakage attacks

injection attacks and abuse of functionality
spoofing

resource manipulation

stolen credentials usage

backdoors

dictionary attacks on passwords
exploitation of authentication

Social Engineering Using social tactics such as deception and manipulation to acquire access to data, systems or
controls. It includes —

. pre-texting (forged surveys)

. inciting phishing

. retrieving of information through conversation

B. Gamification Approach for Cyber Security Awareness

One of the key reasons behind lacking cyber security awareness in many organizations is the severe shortage of
specialists regarding cyber security [2]. Next, it is often difficult for organizations to distinguish what knowledge
and skills are relevant to raise cyber security awareness of its employees and how to do this effectively by
training

Cyber security awareness can be defined as thoughtfulness on security, enabling individuals (workforce
employees and managers) to recognize security concerns and respond accordingly [2].

An additional definition of cyber security awareness is assessing the level of vulnerabilities in an entity, while
providing participants with general knowledge in detecting and avoiding successful penetration attempts [2].
This definition differs from previous definition due to its adversarial perspective. A definition of cyber security
awareness that widens this perspective is the ability of the user to recognize or avoid behaviours that would
compromise cyber security; practice of good behaviours that will increase cyber security; and act wisely and
cautiously, where judgment is needed, to increase cyber security.
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In one of the research papers authors classified the games in 3 categories

disadvantages. Based on this following table is generated.

TABLE |l: CATEGORIES OF GAMES

with their advantages and

Categories Category 1 Category 2 Category 3
(Theoretical Approach) (One Player Game) (Multi Player Game)

Definition This category involves only the | This category involves the | -This category involves more than
theoretical description of themes and | games played by one person | one player where the individuals
concepts of cybersecurity without a | where the individual would be | were tested based on the
representation of the actual gameplay. tested based on the | understanding of cybersecurity

understanding of cybersecurity | concepts introduced in the

concepts introduced in the | application.

application. -1t involves competition between
different individuals or teams with
reward-based outcomes.

E.g. of games Control-Alt-Hack, Stop That Post and | CyberProtect, CyberAware, | CyberNEXS, InCTF, GenCyber
Shadow [15] Phish Guru, CyberCIEGE and SecurityCom

Advantages Increased awareness of risks involved in | -User friendly interface for | -It allows for increased situational

computer security and
opportunities associated with it.

career

interaction with learner

-Clear cut objectives for the
learner to get familiar with the
concept of cybersecurity.
-Guaranteed result of instant
feedback for improved learning.

awareness
-1t is flexible, scalable and highly
interactive.

Disadvantages

-Longer assimilation time.
-Inadequate pedagogical content.

Overtime it  becomes a
monotonous  activity as it
becomes less challenging to the
learner involved.

It can be time consuming as it
involves input from. different
individuals or teams.

I11. DESIGN DETAILS

A. Design of Cyber Security Framework

Step 1: Analyze needs and objectives to develop a cyber security awareness program.
Step 2: Plan your program stay on track and engage your workforce.
Step 3: Deploy an effective training/ program and observe behaviour changes that happen.
Step 4: Measure the performance of your program.
Step 5: Optimize campaigns accordingly and update program to incorporate new sight.
Fig 1. represents the framework.

B Game Story

Step1:

Analyze

4

Fig 1: Cyber Security Awareness Framework

Our player has to learn more about security awareness through this game. In level 1 character has to collect good
passwords if bad password collected points will be decreased. A character can save itself from many obstacles
and can fire also. If it collects stars will get bonus points. In the left corner it shows bonus, points and timing
also. In level 2 character named cyber girl has to collect 3 points for anti-phishing tips. As character collecting
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more coins in the multiple of 3 it will get more tips. If cyber girl die because of any obstacle then this level can
be replay by using restart option. In level 3 user has to spin the wheel named “Wheel of Security” then pointer
will stop at one of the numbers from 1-12. Then it will display tip regarding malware protection.

C. System flow

First user has to complete the Pre-Quiz which contains basic question about cyber security then from the main
screen we have to select one of the levels. From key help options user can see keyboards options to play level 1.
From other options you can play level 2 and level 3. After finishing the level 3 user have to complete Post Quiz.
Each quiz contains multiple choice questions and user need to answer it. Scores and time of each quiz’s is
displayed in right corner. Each question carries ten marks. This chapter focused on different phases in the
proposed system. Fig I1. Shows System’s Flow.

IV. IMPLEMENTATION DETAILS

A. Hardware and Software Requirements
Table 111 shows the hardware and software specifications of game.

KEY HELP |
- Left
- Right
Up
- Down
+Move ()
+Jump ()
PrE QUilZ + Fire ()
- Questions
- Multiple Choices i — o MAIN MENU
- Score iy LEVEL 1
- Timer - Levels
Maliy Mahii =ity - Collections
+ displayQuestion() - Post Quiz ;’:z
+ selectoption() - Controls - Object Name
+ displayTime() - Exit - Bonus point
+ displayScore() + playGame()
+ showMainMenu() + completeQuiz()
+ Start ()
+ viewControls()
+ Update Score
- + selectLevel() + Destroy 0
Post Quiz + exitGame() iy
+ Move ()
Questions + Jump (}
- Multiple Choices
- Score
- Timer LEVEL 2
Main Menu & - Collections
+ displayQuestion( " Almer
+ selectoption() LEVELS Score
+ displayTime() ~ Tips
+ displayScore() ol RESTART
+ showMainMenu() - Level 1 + CoinGenerator () - Restart
- Level 2 + Destroy () - Level 2
l= Level 3 + Update () : - Collections
+ selectLevel 1 () + Displaytips() | - Next_Tip
+ selectLevel 2 () +Jump ) + Restart_Game()
+ selectlevel 3 () HRestart O + Update ()
+ Display_Tips()
LEVEL 3 |
- securityWheel |
- Tips |
+ spinWheel()
+ displayTips()
+ Quitgame()

Fig 2: system’s flow

TABLE Ill: HARDWARE SOFTWARE REQUIREMENTS OF SYSTEM

Component

Specifications

Development Hardware

. CPU: Intel Core i7-6700 3.40GHz
. GPU: Nvidia GeForce GT 730
. Memory: 8 GB

Operating System

Microsoft Windows 10 (64-bit)

Editor

Microsoft Visual Studio Community 2017

Graphics Developing Tools

Adobe Illustrator CC 2017 Adobe Photoshop CC 2017

Sound Developing Tools

GarageBand Audacity

Game Development Engine

Unity 2017
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B. Software Details

1. Unity (Game Engine)

Unity is a cross-platform game engine developed by Unity Technologies, first announced and released in June
2005 at Apple Inc.'s Worldwide Developers Conference as a Mac OS X-exclusive game engine. As of 2018, the
engine had been extended to support quite 25 platforms. The engine can be used to create two-dimensional,
three-dimensional, virtual reality and augmented reality games, as well as simulations, movies and other
experiences. The engine has been adopted by industries outside video gaming, like film, automotive,
architecture, engineering and construction. Several major versions of Unity have been released since its launch.
The latest stable version, 2019.3.1, was released in February 2020. Unity gives users the power to create games
and experiences in both 2D and 3D, and hence the engine offers a primary scripting APl in C#, for both the
Unity editor in the form of plugins, and games themselves, also as drag and drop functionality. Prior to C# being
the first programming language used for the engine, it previously supported Boo, which was removed with the
discharge of Unity 5, and a version of JavaScript called UnityScript, which was deprecated in August 2017, after
the release of Unity 2017.1, in favour of C#. Within 2D games, Unity allows importation of sprites and a
complicated 2D world renderer. For 3D games, Unity allows specification of texture compression, mipmaps, and
determination settings for each and every platform that the game engine supports and provides support for bump
mapping, reflection mapping, parallax mapping, screen space ambient occlusion (SSAO), dynamic shadows
using shadow maps, render-to-texture and full-screen post-processing effects. As of 2018, Unity has been used
to create half of the new mobile games on the market and 60 percent of augmented reality and computer game
content.

2. Visual Studio Community (Editor)
A fully-featured, extensible, free IDE for creating modern applications for Android, iOS, Windows, as well as
web applications and cloud services.
Features:
e  Lightweight and modular installation
Cloud-connected
Powerful coding tools
Advanced debugging
Web tools
Access to free tools and resources

V. RESULTS

Figure Il1 represents scores of Pre-quiz and Post-quiz of group-1 i.e. group of students.
Figure IV represents scores of Pre-quiz and Post-quiz of group-I1 i.e. group of faculties.
Figure V represents scores of Pre-quiz and Post-quiz of group-II1 i.e. group of employees.

PRE QUIZ SCORE OF POST QUIZ SCORE
GROUP-I OF GROUP-

H No. Of 30 m No. Of
Students=100 Students=100
% 20
10
Al i
0
SCORE SCORE

Fig 3: Pre-Quiz and Post-Quiz scores of Group-I
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PRE QUIZ SCORE OF POST QUIZ SCORE
GROUP-II OF GROUP-II

m No. Of m No. Of
Faculties=25 faculties=25

SCORE SCORE

Fig 4: Pre-Quiz and Post-Quiz scores of Group Il

PRE QUIZ SCORE POST QUIZ SCORE OF
OF GROUPHII GROUP-III

10 m No. Of m No. Of
Employees=2 Employees =25
5 5 1 |
0 | 1l i

SCORE SCORE

Fig 5: Pre-Quiz and Post-Quiz scores of Group Il

VI. CONCLUSION

Cybersecurity plays a prominent role in the society today. According to literature studies, gamification concepts
for the purpose of raising cyber security awareness are more effective. Incorporating games into learning has
proven to improve the learning outcome overtime. Valid tools have been developed to consolidate and enhance
learning. The multiplayer game approach can be identified as one of the best interactive mediums for GBL with
more advantages and less disadvantages. We evaluated effectiveness of this gamification approach over existing
materials with three groups of users and noted that they enjoyed this approach and gained knowledge about
cyber security. Gamifying education provides a more enjoyable experience for every learner and it gives them a
reason to take a personal interest in their education. Gamifying cybersecurity training motivates employees to
play an active role in preventing cyber threats at your organization.
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