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Abstract— Cognitive Radio Networks (CRNs) enable opportunistic spectrum utilization, but
their performance is compromised by adversarial users that exploit vulnerabilities in spectrum
sensing and management. Two major adversary categories are selfish and malicious users.
Selfish users misreport sensing results or occupy channels for personal gain, often due to
malfunctioning sensors or spectrum hoarding strategies. Malicious users, by contrast,
deliberately disrupt CRNs through targeted attacks, including Primary User Emulation Attacks
(PUEA), Spectrum Sensing Data Falsification (SSDF), and jamming. These attacks degrade
detection probability, increase interference with licensed users, and reduce network
throughput. Although prior research has extensively examined jamming detection, the
classification and distinction between selfish and malicious adversaries remain insufficiently
addressed. This work analyzes adversarial behavior in CRNs, focusing on differentiating selfish
misuse from intentional malicious disruption. By characterizing attack patterns, evaluating
their impact on sensing performance, and identifying classification gaps, this study provides a
foundation for developing robust adversary detection frameworks. The ultimate objective is to
strengthen CRN resilience against heterogeneous threats and ensure reliable spectrum access.

Keywords— Cognitive radio networks, security provisions, attacks, malicious behaviour,
jamming attack.

1. INTRODUCTION

The term Cognitive Radio (CR)refers to wireless technologies that are linked with networks that possess
computationally intellectual radio properties and related computer-to-computer communications. It is used for
determining the requirement of the user communications based on the function of user context and delivering
wireless services and radio resources. As a result, cognitive radio approaches are only available for the effective
and efficient use of the spectrum [1]. This method is efficient for gaining access to the spectrum since it can
analyze the series to learn about the environment of the classes and then decide what to do by changing the
operational parameters. To access the spectrum, a network user must first identify licensed users, commonly
known as Primary Users (PUs). The radio frequency (RF) environment in the area must also be sensed in the
absence of a PU to establish the usable spectrum. Spectrum sensing is the term used to describe this crucial
procedure. Spectrum sensing tries to give PUs interference-free access by restricting its interference with PUs
and changing it to the open band.
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In addition, secondary users must effectively identify and make use of the spectrum gaps [2]. As a result, both
primary radio networks and cognitive radio networks depend on the detection performance in spectrum sensing
[3]. The spectrum scarcity problem has been raised due to the result of the increased deployment of wireless
networks brought on by the enhanced utilization of wireless devices. However, the spectrum designated by the
license holders is not well used [4].

The goal of the rapidly expanding field in the wireless network research is to connect almost every aspect of life
with a network that has significantly higher speed, extremely low latency, and widespread connectivity.

The different layers of CRN are considered for analyzing the threats in CRN, which will include the details
based on traditional wireless security issues and CRN security issues, layer-wise attacks and security provision,
and adversary’s behavior to find malicious behavior and jamming attack.[5]

Jamming attacks are viewed as an important threat that can compromise fully connected networks and cause
disruptions. They can be carried out on the intelligent sensing layer. Furthermore, jamming has the potential to
stop wireless nodes from collecting data from other sources. Attacks known as denial of service (jamming) cause
wireless radio communications to be disrupted by superimposing a signal with a much higher noise power over
legal signals in order to lower the Signal to Noise Ratio using a jammer. It is challenging to identify jamming
attacks while a wireless network is operating normally because interference from the surroundings or jamming
can disrupt the communication between the base station and other users. In order to identify and classify type of
jammer, a jamming detection technique requires the deployment of at least one node which combines many
strategies [4]. This node samples the adversary’s broadcast. In [5], researchers are motivated by the emerging
TinyML movement, which enables on-device deep learning and machine learning to facilitate the integration of
intelligence on devices with limited power resources. A developing area of artificial intelligence called TinyML
offers machine learning solutions that are more localized, low-powered, and reduce power consumption and
network traffic while giving end users high availability [5]. To identify jamming attacks, deep learning
techniques can be applied to the deployed nodes. The availability of low-cost, user-friendly jamming techniques
has made jamming a major research priority and continues to do so. In order to achieve this, studies on anti-
jamming strategies have been carried out on a variety of networks, including Wireless Networks, Vehicular Ad
Hoc Networks (VANET) [7], and Wireless Sensor Networks (WSN) [6]. Jamming attacks come in several
forms. Researchers concentrate on two kinds of jammers: periodic and constant. The process of continually
introducing noise (AWGN) into the channel is known as constant jamming, and it interferes with communication
for an undetermined period of time. In contrast, periodic jamming involves injecting the AWGN into the channel
on a regular basis—that is, jamming for three seconds and sleeping for three seconds. The majority of edge
devices are solely used for measurements or data collecting, making jamming detection a difficult task. Because
of this, it is more difficult to identify and stop these kinds of attacks. Among the anti-jamming methods are
jamming detection and localization [8]. There are several ways to identify jamming attacks, including techniques
based on machine learning. The identification of various jamming attack types in wireless networks by deep
learning algorithms and machine learning algorithms has been the subject of much research. Machine learning
techniques include tree-based classifiers, support vector machines [9-13], and gradient boosting [13] are some of
the detection approaches used in some of the present work. Furthermore, only a small number of contributions
[14, 15] discussed the application of deep learning techniques. Packet Delivery Ratio (PDR) [15], RSS [16], or a
mix of both are [17-18] the metrics that are commonly utilized.

The work of this paper is organized as follows: Section II describes the related work which is relevant to this
work presented here. Section III Discuss the proposed system architecture.

Section IV covers the results and discussion part of this paper. Section V end up with the conclusion of this
work.

II. RELATED WORK

The IoT (TinyML)-based approach used in the jamming identification and categorization techniques detailed in
[5] is based on a deep learning model that is implemented on a Raspberry Pi. The regular channel state and two
other types of jammers—constant and periodic—are included in this trained deep learning model. A Software
Defined Radio, which is connected to the Raspberry Pi, keeps an eye on the Wi-Fi channel and gathers signal
data in the form of received signal strength (RSS). A deep learning model implemented on TinyML then
determines whether a jamming attack is occurring and what kind of attack it is. The researchers made this dataset
available as open source. The database released by researcher is utilized in this progress, which consist of 1230
signals [5] for each type of jamming and normal channel. The researcher constructed CNN model with multi-
layer 1D and trained in order to categorize the various kinds of jamming attacks. The researcher exhibited a
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TinyML-based Internet of Things (IoT) jamming identification and categorization system and employed HackRF
to model two distinct types of jamming attacks: constant and periodic. The suggested implementation includes a
HackRF and a Raspberry Pi IoT device; the Raspberry Pi detects the channel and logs RSS data. With the use of
recorded RSS data, the Raspberry Pi's deep learning model was trained to identify and categorize the many types
of jamming attacks that are carried out in the network. The model was able to identify a jamming type with an
accuracy of 86.3%.

III. PROPOSED SYSTEM ARCHITECTURE

As the objective of this paper is to analyze an adversary in Cognitive Radio Network and differentiate between
the malicious and selfish users. The database released is utilized in this paper, which consist of 1230 signals [5]
for each type of jamming, constant jamming, random or periodic jamming and normal channel. The RSS and the
signal structure associated with the gathered data for each form of jammer and normal channel is shown. In
Figurel RSS readings associated Normal Channel is plotted, RSS readings associated Constant Jammer plot is
given in Figure 2, Figure 3 explains RSS readings associated for Random Jammer and In Figure 4 RSS readings
associated with all types of jammers and normal channel plot is given. CNN model is constructed and trained in
order to categorize the kinds of jamming attacks as constant or random jammer and in this work the accuracy of
95% is achieved. Deep Neural Network is modeled and trained in order to classify the jamming attack as
constant or random jammer using same dataset and the accuracy of 96% is achieved.
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Figure 3. RSS readings associated Random Jammer Figure 4. RSS readings associated all types of Jammer

A. Deep Learning Approach

The CNN model with multi-layer 1D is constructed and trained in order to categorize the kinds of jamming
attacks as constant or periodic or random jammer. The database released is utilized in this work, which consist of
1230 signals [5] for each type of jamming and channel. For the data preprocessing from 410 signals per jamming
type,310 signals are used for training and 100 signals for testing are used. In training set total 930 signals and for
testing 300 signals are considered and given labels using one hot encoding. The training and validation set of
data are separated for the validation of the data training set, which provides the model's performance for each
epoch. The Adam optimizer is used which helps in reducing loss function by tunning the parameters. In this
model Rectified Linear Units is used as activation function, Categorical cross-entropy as a loss function and at
output layer SoftMax function used. Next, the model's performance is described in terms of testing, validation,
and training.
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IV. RESULTS AND DISCUSSION

A. Model Training for CNN

The performance of the CNN model is described in the form of testing, validation, and training process. Figure
5 shows training accuracy of CNN model with number of epochs. Accuracy increases with the number of
epochs. In each epochs internal parameters of the model get updated by minimizing the error and results in
maximizing accuracy of the model. In Figure 5 we can observed the training and validation accuracy. Figure 6
illustrates the relation between loss and the number of the epochs. The CNN Model's confusion matrix for the
data classification is shown in Figure 7. It illustrates, the prediction of constant jamming is 100%, for normal
channel 94% and prediction of random or periodic jamming is 90%.
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Figure 5: Accuracy varies with the epochs Figure 6: Relation between Loss and the epochs

Figure 7: CNN Model's Confusion Matrix for Data Classification
B. Model Training for DNN

The performance of the DNN model is described in the form of testing, validation, and training process. Figure 8
gives the training accuracy and validation accuracy of DNN model with number of epochs. It increases with the
number of epochs. In each epochs internal parameters of the model get updated by minimizing the error and
results in maximizing accuracy of the model. Figure 9 shows the relation between loss function and the number
of the epochs. Figure 10 shows DNN Model's Confusion Matrix for Data Classification. It illustrates, the
prediction of constant jamming is 90%, for normal channel 97% and prediction of random or periodic jamming
is 100%.
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Figure 10: DNN Model's Confusion Matrix for Data Classification

Table 1 gives evolution metrics for the CNN and DNN model where we can observe that an accuracy of the
jamming classification is 95% and 96% respectively.

TABLE I: MODEL EVALUATION METRICS

Model Parameters Normal Constant jammer Random jammer Accuracy
CNN Precision 0.93 0.97 0.94 0.95
Recall 0.94 1.00 0.90
F1 score 0.94 0.99 0.92
DNN Precision 0.91 0.97 1.00 0.96
Recall 0.97 0.90 1.00
F1 score 0.94 0.93 1.00

V. CONCLUSION

This work shows the study of the implementation of an edge Al-based technique to identify jamming in [oT
wireless networks where researcher [5] explained the classification of two types of jamming attacks: constant
and periodic and they got jamming type detection accuracy of 86.3%. The researcher proposed implementation
including hardware and software module which senses the channel and records the received signal strength of
the signal i.e. RSS. They made this dataset available as open to all. By referring this data set, this work shows the
implementation of CNN, and DNN model and achieved an accuracy to classify adversaries as constant jamming,
periodic or random jamming and normal channel with the accuracy of 95% and 96% respectively.
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