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Abstract— Software-Defined Networks (SDN) technology disrupts the traditional network
architecture's  tight link between the data plane and the control plane, enabling network
resource economy, security, and controllability. In this study, we carried out a systematic
analysis with a specific focus on the application of AI/ML algorithms to enhance SDN functions.
Artificial intelligence (Al) or Machine learning (ML) will have significant potential in fields
such as route planning, network resource management, traffic scheduling, network security and
fault detection, when paired with SDN architecture. Networks have become more complicated
and challenging to configure, manage, and monitor as a result of these demands. Researchers
and operators recommended using software tools that can monitor and configure networks on-
demand to make networks more manageable and controllable. From the perspective of ML
algorithms, this study focuses on the applications of traditional AlI/ML algorithms in SDN-
based networks. Finally, a discussion and analysis of the potential future development of SDN
concepts in ML algorithms is addressed. We present a summary of the state-of-the-art after
reviewing 1450 publications. Researchers from various domains will find this study useful and
essential in fully understanding the fundamental concerns.

Index Terms— Artificial Intelligence, Machine Learning, Quality of Service, Software-Defined
Networks, Systematic Literature Review.

|. INTRODUCTION

The necessity for novel and effective network architectures is made clear by the rising service heterogeneity and
consumption. To ensure quality of service (QoS) and to achieve Service-Level Agreements (SLAS), modern
networks are configured with complicated static rules. The complexity of administration and configuration
procedures tends to rise in multi-vendor setups. The problems with conventional network-centric architectures
are intractable. Consequently, with SDN and network programmability and automation, network-centric
paradigms give way to application-centric paradigms [1]. In order to grant access to and control over the network
resources, the SDN controller hosts APIs. However, these APIs require the applications to effectively optimize
network speed and security, and machine learning (ML) and artificial intelligence (Al) algorithms can support
this effort. There have been numerous systematic reviews of SDN studies conducted by academics and business
professionals. The authors of [2] describe different SDN load balancing methods, some of which use Al
algorithms. Using SDN designs, Ray et al. proposed an examination of 10T devices in [3]. In addition, [4]
discusses the difficulty of applying AI/ML in SDNs.
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Network management is made easier with the advent of SDN, which also makes it possible to configure
networks efficiently through programming [5]. Through streamlined hardware, software, and management, SDN
can accommodate while having lower operational costs [6]. Hardware limits on the network design will be
eliminated.

Applications for SDN enable centralized management of network policies and regulations. Additionally, they
include a range of features that let administrators use ML techniques to successfully resolve network issues. In
parallel, the SDN architecture implements network management and traffic control based on ML techniques.
From a comprehensive network perspective, controlling network traffic is simple since the controller has access
to all data regarding physical networks and their operational needs. According to our findings, network traffic
categorization research has been a hot area for a while. This study is crucial for choosing the best route
configurations, managing network resources, meeting QoS standards, etc. One of the crucial applications that
cannot be underestimated is network security.

Although these studies offer some extremely intriguing viewpoints and a thorough examination of the subject,
none of them discuss how AI/ML might be used to SDNs as a whole, instead concentrating primarily on
particular features like load balancing and intrusion detection systems. Furthermore, no studies that used a rigid
and open selection process in conjunction with a systematic literature review technique could be located.
Therefore, the focus of the current work is on how AI/ML may enhance performance and address unique
challenges in SDNs.

Il. METHODOLOGY

The objective of this study is to compile a collection of publications and analyze them in order to address
different research issues. The following are the research questions:

RQ1. What kind of AI/ML mechanisms are applied to SDN?

RQ?2. Can Performance of SDNs be improved by AI/ML?

RQ3. What are the main limitations of using AI/ML in SDNs with respect to Quality of Service (QoS)?
We gathered a number of publications for analysis. An initial batch of papers is assessed using
inclusion/exclusion criteria at the beginning of the procedure. In a subsequent iteration, references and citing
articles from the individuals listed are acquired and examined.
Our search was conducted using the terms "Software Defined Networks," "Axrtificial Intelligence," and "Machine
Learning," as well as their respective acronyms: ("SDN" OR "Software Defined Network™ AND ("Artificial
Intelligence” OR "Al" OR "Machine Learning” OR "ML")

A. Start Set and Criteria

We submitted the search query into the IEEE Xplore, Google Scholar and Core, search engines in order to build
the start set. The first five papers from each group were then chosen.
The following acceptance standards were established before the articles were examined:

- Publication date between 2011 and 2022 (OpenFlow's release date);

- Published in first- or second-quartile peer-reviewed articles (Scimago ranking);

- Written in English;

- Focus on the current themes, such as SDN and Al/ML applications;

- Articles with access that the authors have been given.
With the help of the approval criteria, we selected a collection of articles that directly examine AI/ML in SDNs
from reputable sources. Only six of the prospective beginning set's fifteen articles ultimately complied with the
requirements: [7-12]. A total of 344 were omitted based on the year of publication, 112 were excluded because
they were not published in conferences or journals with high enough rankings, 14 were unavailable, 296 were
duplicates, 4 were not articles, and 582 did not directly address the issues at hand. 98 articles were chosen from
this process, which was conducted between August and September 2022.

I11. DISCUSSION

The primary objectives of this part are to present our findings, discuss them, and provide an overview of existing
and emerging trends.

A. Application of AI/ML algorithms

The application of AI/ML algorithms in the publications is displayed in Table 1. The ranking shows that
supervised learning algorithms are second in prevalence to neural networks (NNs) methods. Other mechanisms,
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such as self-organizing maps, have been discussed in a number of studies but have not received as much
attention.

The popularity neural networks and of deep learning, as well as RF and DT algorithms, can be used to explain
why supervised learning techniques are preferred over the others. Unsupervised learning discovers patterns from

unlabeled data, whereas supervised learning uses labelled data to adjust model parameters.

TABLE |. SDN-CONCEPT NETWORK PERFORMANCE ANALYSIS AND APPLICATIONS OF Al/ML ALGORITHMS

References Al/MI Algorithm Application Performance analysis
[13] K-Nearest Neighbours Predis: detects various attacks Easily accessible, highly accurate; incapable of
(KNN) in addition to DDoS attacks. recognizing extremes; Calculate features easily;
Suitable for multiclass classifications; Time
consuming for large datasets
[14] Random Forest (RF) using regression to model one High accuracy
VNF's latency distribution.
[15], [16] Decision Tree (DT) Packet classification; LCD: Simple to comprehend and implement;
optimize the ASP; Data preparation is easy or not required;
Flow classification; High-speed;
Inductive inference; Too many categories may lead to higher error growth.
[17]-[19] Neural Network (NN) Collaborative intrusion Due to its simple and parallel computational
prevention; capabilities, it achieved a low overhead;
Predicting the performance of Achieved low mean squared error (MSE);
SDN; improved efficiency and a 19.3% reduction in
Load balancing network latency.
[20], [21] Reinforcement Cognitive network Manage networks efficiently;
Learning (RL) management
[22] Deep RL Adaptive multimedia traffic Dynamic coordination of computational, networking,
control mechanism leveraging and caching resources
[23],[24] Deep Q-Learning Q value-action function Promote resilience and scalability
approximation
[25] SVM Predict link failure; Reduces the start-up time for identification and
[26], [27] Detect DDoS attack; classification recognition; lowers the rate of false
alarms
[28] Laplacian SVM Traffic classification on the real Similar applicability to supervised learning; only
Internet data tested in a lab environment; processes synthetic data

In this context, it appears that supervised learning can be used more readily to enhance network decision-making
in areas like routing and QoS. RL and unsupervised learning algorithms are outperformed by supervised learning
algorithms, which are distinguished by a peak in 2017 and an erratic drop in the years that followed. It's
interesting to note that RL has been rising gradually. In 10T, 5G access networks and automotive networking—
dynamic situations recognized by RL to perform unsupervised and supervised learning methods—this suggests a
possible application for SDNs. Based on these findings, it is predicted that the usage of RL to train networks and
SDN processors would have to adapt to variations in resource demand and traffic, especially with the
introduction of SDNs in increasingly complicated networks.

B. Artificial Intelligence in SDN

Numerous issues, resource allocation and admission control, [29], have been successfully solved using Al and
ML methodologies. However, in the SDN era, Al's function was greatly expanded due to the significant efforts
made by the business sectors. Many researchers have revealed a significant trend in the scientific community's
application of Al methods in SDNs.

C. ML Methods In SDN-Concept Networks

The reinforcement learning, the semi-supervised, the unsupervised, the supervised learning method are the four
kinds of ML approaches. A mathematical model is created by supervised learning algorithms using a labelled
training sample. Algorithms for unsupervised learning gain information derived from test results that were not
labelled. Additionally, when some of the sample input lacks labels, semi-supervised learning approaches are
used to build mathematical models using sparse training data. Numerous classification and prediction issues have
been successfully solved by the application of ML methods [30]. In this section, we will continue our work from
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an algorithmic perspective by providing many traditional ML techniques used in SDN also listed in Table | for
greater understanding.

1) Supervised Learning in SDN-Concept Networks

Nowadays, Numerous various applications, including spam detection, object and speech recognition, commonly
use supervised learning [31]. Predicting the value of results obtained from the values of a vectors of input
variable is the objective. In the context of regression approaches, the SDN architecture uses a regression to
predict [32].The key performance indicator (KPI) for the application and the network metrics are additionally
related using multiple linear regressions [33]. Regression algorithm usage in SDN is currently uncommon on the
whole. We focus on introducing the categorization techniques in SDN. The Logistic Regression, SVM, Decision
Trees, KNN, Naive Bayesian algorithms are some of the most frequently used classification methods.

a) K-Nearest Neighbours (KNN) In SDN-Concept Networks

KNN is categorized by calculating the distance between various feature values. The categorization outcomes
actually depend on a relatively limited set of nearby samples. KNN is appropriate for multiclass classifications
which has been extensively utilized as a classifier in many different fields.

Predis, a computationally straightforward and effective KNN method, was proposed by Zhu et al. [13] as its
detection technique. Because of its better efficiency design, it can accurately identify a variety of other forms.
The algorithm takes a long time when the training dataset is huge. KNN, one of the most straightforward ML
algorithms, is simple to use, estimates features accurately, and works well for multiclass classifications. When
used to huge datasets, the algorithm takes a long time.

b) Support Vector Machine (SVM) in SDN-Concept Networks

Generalized linear classifiers include SVM that uses supervised learning to carry out binary classification.
Because both structural and empirical risk minimizations are taken into consideration in the optimization
problem, SVM is stable.SVM only works for binary classification tasks, it should be mentioned. Multiple
classification tasks will therefore be broken down into a number of binary questions. The technology uses SVM
embedded in the controller to identify DDoS attacks in [26]&[27]. It can identify the distinction between flow
entries created by DDoS attack traffic that are malicious and flow entries created by normal traffic that are
benign. In terms of binary classification problems, SVM has a lower rate of false alarms. Effectively cutting
down on the time needed to start classification recognition and assault detection is the detection strategy. Since
SVM is established at the SDN controller stage, the effectiveness of the SDN system is not significantly
impacted by its complexity.

c)Neural Networks (NN) in SDN-Concept Networks

According to the testing findings, CIPA is more effective than [35] at identifying DDoS flooding attacks. CIPA
also has success finding outbreaks of the Witty, Slammer, and Conficker worms. Due to its parallel and
straightforward processing capabilities, the system achieved little computational and communication overhead.
A multi-label classification method was suggested by He et al. [36] to estimate global network allocations. The
neural network approach outperformed decision trees and logistic regression and reduced algorithm runtime by
up to two-thirds. In order to estimate traffic demands off-line for a mobile network operator, Alvizu et al. [34]
employed a neural network technique, which reduced the optimality gap between 0.2% and 0.45%. Additionally,
the next configuration time point was predicted off-line using a NN technique.

A system for intrusion detection for SDN built on NN technique was proposed by Abubakar et al. [37]; it made
use of the NSL KDD dataset to obtain a high reliability of 97.3%.

d)Decision Tree (DT) in SDN-Concept Networks

DT is a prediction model that illustrates the relationship among both object values and characteristics. It is a tree
data structure where leaf nodes signifies a category and branch route denotes a potential parameter value,
and internal node in the tree indicates an object. DT is frequently used in data mining to examine data for
prediction. Packet classification is its primary use in networks. These are well-known methods, such as Hyper
Cuts [38], Hi Cuts [39], Cut Split [40] or Effi Cuts [41], Partition Sort [42], which incorporates the advantages
of DTs and TSS (Tuple Space Search), is proposed in light of the significantly increased dimensionality and
dynamism in SDN. A least cost disruptive (LCD) decision tree was developed to resolve trade-offs between
good delivery of services, adaption costs, and users disruptive level variables [43].The DTs were employed in
the work in [44] as a technique of solving the Flow Table Congestion Problem (FTCP). The main advantage of
DT over KNN and SVM is that it can be easily implemented, and that preparation of data is either trivial or not
even necessary. However, when there are too many categories, errors could increase more frequently.
e)Ensemble Learning in SDN-Concept Networks

The objective of the supervised learning method is to develop a stable model that excels in all situations,
although the facts aren’t quite obvious. In order to create a stronger, more complete strong supervision model,
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multiple weak supervised models are combined through ensemble learning. A particular approach is used to
merge a group of individual learners after they have first been formed. Bagging and boosting are two of the main
ensemble learning algorithms. Despite the fact that these methods are used less frequently than traditional
methods. RF (Random Forest) creates bagging integration and uses it in numerous settings using DT as the
foundation learner. The indoor localization generated by the model in [45] has a high efficiency of 98.3% and
performs best when using SVM, NN and KNN. It trains itself using RF-based cross validation (Neural
Networks). To effectively describe the latency distribution of a single VNF, Lei et al. [46] suggest using a
random-forest regression prediction approach. Ensemble learning is more accurate than the conventional
methods mentioned above, but comes with a high level of complexity.

2) Unsupervised Learning in SDN-Concept Networks

The training samples' labels are unknown in unsupervised learning techniques. Analyzing training samples
without labels that adds another layer of support for data analysis, the objective is to discover the fundamental
characteristics and laws governing the data. The most popular technique is "clustering,” and K-means is the most
basic and well-known algorithm[48]. In an SDN-based WAN design, a controller placement problem is solved
using a hierarchical K-means algorithm [49]. There are also algorithms that contrast or combine supervised
learning and unsupervised learning. Understanding each algorithm's benefits and drawbacks is the goal of the
comparison. Different supervised and unsupervised learning methods, including Naive Bayes, KNN, K-medoids
and K-means, are used by Barki et al. [47] to categorize the traffic as abnormal or normal. Compared to Bayes
and KNN, K-means and K-mediods are faster but less accurate. For traffic categorization, the two ML
techniques unsupervised K-means clustering and supervised SVM are investigated [50].

3) Semi-Supervised Learning in SDN-Concept Networks

Generally, unsupervised and supervised learning are the two main subcategories of machine learning technology.
While unsupervised learning only utilizes unlabeled sample sets, supervised learning only employs labelled
sample sets. However, because labelling data is so expensive, there are sometimes far more unlabeled data
available in real issues than there are labelled data. As a result, semi-supervised learning methods that may be
applied to both labelled and unlabeled samples quickly developed. A combination of unsupervised and
supervised learning is used in this learning strategy. By employing a large amount of unlabeled samples and
small amount of labelled data and it primarily focuses on how to build and categorize models. The same
applications as supervised learning utilize semi-supervised learning [36]. Semi-supervised learning has only been
evaluated in the lab and has historically been used to handle synthetic data, whereas [51] has done studies to
achieve accurate traffic classification of real Internet data. To re route effectively and accomplish the objectives
of resource, the QoS parameters may be used. The QoS classifier also uses semi-supervised machine learning to
handle traffic from unidentified applications. Its practical importance has not been adequately represented,
relative speaking. Additionally, more study is needed to determine the practical benefits of semi-supervised
learning.

4) Reinforcement Learning (RL) in SDN-Concept Networks

Through trial and error and rewards from interactions, an agent learns the reward-guiding activity referred as RL.
In SDN-concept networks [52], [53], RL delivers path selection or route optimization and is often used to
support reliability and scalability [20]. When delay reduction and throughput maximization are employed as the
primary operational and maintenance method for DROM [54], the resulting network performance, routing
services, and convergence are all significantly improved. The Internet of Vehicles (loV) environment can be
sensed and learned from to give an optimal routing policy adaptively. SDCoR [55] is the first study to do this
and outperforms numerous common loV protocols. Reduce the number of distinct pathways used for contiguous
data frames in order to address the primary challenge of high jitter [52]. It is suggested to mix certain innovative
RL research with other technologies for improved performance. To discover the best overlay paths with the least
amount of monitoring overhead, for instance, Random NN with RL are constructed [21]. For making auto-
scaling policy decisions, SRSA [56], an RL-based auto-scaling decision mechanism, was investigated.
Furthermore, due to the complex and dynamic network environment, RL with architecture changes are
considered.

To effectively manage networks with SON (Self-Organizing Networks) capabilities, Daher et al. [57] presented a
scalable strategy based on distributed RL. By combining DL with RL, Deep Reinforcement Learning (DRL)
accelerates learning and enhances the effectiveness of RL algorithms. DRL has produced outstanding outcomes
in both theory and practice. In particular, the Google Deep Mind team's DRL-based Alpha Go program is
regarded as a significant development in the field of artificial intelligence. Our findings support DRL's claims of
some development in SDN concept networks. DRL for leveraging adaptive multimedia traffic control
mechanism was researched by Huang et al. Without using a mathematical model, it can directly govern
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multimedia flow. Deep Q-Learning (DQL) is specifically employed for the majority of DRL-related activities
[58]. And in various network circumstances, different DQL approaches can be employed to solve various
challenges. He et al. [59] suggested an integrated DQL methodology with SDN that uses a deep Q network to
approximate the Q value-action function. Overall, RL is a significant ML technique that is frequently applied to
network-related problems. Keep in mind that it only describes the interaction processes as opposed to offering a
different teaching strategy. Additionally, an RL can be created from any learning algorithm [60], and it will be
frequently used for analysis and prediction. Figure 1 gives a brief description of machine learning methods [61].
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Fig 1. Overview of machine learning approaches

D. Quality of Service in SDN

The network will offer various levels of QoS depending on the offered traffic type, the volume of traffic at any
given time, and the traffic's final destination[62]. Using Deep Air, a DRL-based adaptive intrusion detection
Software-Defined Networks may successfully defend against cyber attacks (SDN). When compared to a Q-
learning, Deep Air can significantly lower the ratio of QoS violating traffic flows [63]. To install SDN controller
flow rules on the SDN-capable switches to decide the routing paths [64]. However, they are constrained in size
due to their high cost and energy consumption. The installation in the SDN nodes’ flow tables is impacted by
this restriction, and ineffective rule administration can result in a reduction in the network's QoS. In [65] a DRL-
based solution to the SDN flow tables' rule insertion issue is provided. The fundamental concept is to get rid of
the rules that are meant to be used less. In this method, the objective of increasing the quantity of flows that the
network can handle and subsequently enhancing network QoS is accomplished.

Due to the expansion of 10T applications, cloud services, mobility and video streaming made available to
internet users, networking systems are becoming more sophisticated. The problem is that different QoS demands
made by internet users are not satisfied. Artificial intelligence can be integrated into the system to manage
complex networks thanks to machine learning. To get a comprehensive network view and installing the best
routes in the routing/switch devices, the SDN platform is employed. The difficult part is computing the choice
reward value and dynamically gathering the parameters in network. Real-time network topologies are used to
carry out the emulation. Comparing the results to the conventional link-state algorithm, they are encouraging.
The learning agent can gradually learn the way thanks to the RL algorithm for path determination (training time).
For a destination pair and single source, the testing step takes n-1 comparisons to find the path [66].

Network congestion and the end-to-end customer satisfaction exhibited by the QOE, the massive traffic
utilization has adversely affected the network's QoS particularly during night time peak hours. A n intelligent
multimedia framework in [67] is introduced to make use of the integration of SDN and RL, which allows for the
exploration, learning, and exploitation of potential paths for video streaming flows, to optimize users' QoE and
the network's QoS.

E. Impact of AI/ML on SDNs

The impact of AI/ML in SDNs is described in Table 2. Al facilitates intelligent resource optimization, promotes
autonomous network management and controller, and increases security. Even though the majority of the
techniques are proofs of ideas, they amply show how AI/ML may be used to manage QoS and QoE and
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automate networks. These results imply that SDNs can successfully implement Al/ML algorithms, potentially
accommodating both present and future specifications

TABLE Il. IMPACT OF AI/ML ON SDNS

References Al/MI algorithms Use Cases
[68]-[70] Deep RL Optimise network resource usage
[71] Supervised ML Guarantee traffic based on its QoS requirements
[72] Matheuristic with ML based Enhance autonomous network management and
configuration
[73], [74] Decision Table (DT), Bayesian Network Improve network security
(BayesNet), and Naive-Bayes;Neural Network

[75] Unsupervised ML for Networking Monitor load balancing

[76], [77] semi-supervised ML; Guarantee Quality of Service

RF, DT, KNN

[78] ML and Deep Packet Inspection High accuracy and applicability of classifier

F. Limitations of applying AI/ML in SDNs

AI/ML techniques are useful in many sectors, but they have major drawbacks. The same premise holds true for
SDNs, as seen in Table 3. There is potential for improvement, as many studies (76 %) report having trouble
putting the AI/ML techniques into practice. The three main issues are learning distortion, difficulty in processing
large amounts of data without sampling and locating quality training sets

TABLE 3. LIMITATIONS OF AI/ML ALGORITHMS OF QOS IN SDN ENVIRONMENTS

References | Method Advantages AIl/MI Limitations
[79] SDN-Cloud - | * Since a multi-controller SDN environment is | *Weaksecurity between controllers
DDoS attack emerging, attack mitigation at a single | and switches
controller will result in increased computing | *Reduces flow timeout duration
overhead. ;*Time-consuming operation
» High scalability support
[80] Al-aided SD- | eHigh scalability Nil
loT Less complexity.
*High QoS
[81] FSM eLess overhead sImpossible to forecast an absolute
*Does not require frequent flow migrations transition.
*Not suited for a large-scale
environment
[82] Sway *K-paths are determined L ow throughput
*The route is constructed for multimedia traffic | <Low Load balance rate
« Low scalability
*Not suited for heterogeneous
devices
[83] DNN-SDR *Achieved load balance rate * Time-consuming
*Network dimensionality is reduced « Single point of failure
* Poor scalability
[84] FRI L ow packet loss rate L arge delay in best path selection
Predicts the best path for traffic L ow throughput
«Traffic overhead is high
[85] Robust *Able to reduce security threats « Authentication is time consuming
security (SDN- | eIncreases flow time out period e Searching time for packet
5G) assignment is extensive
« Conventional ECC is utilized to
generate keys, reducing robustness
and dependability;

IV. CONCLUSION

To investigate the application of AI/ML approaches in SDNs, we examined at 98 publications (out of a total of
1450). The findings imply that algorithms for supervised learning considerably outperform those for
unsupervised learning and reinforcement learning. According to the majority of studies, NNs are the most
effective way to improve intelligence and optimize SDNs. However, in environments where numerous diverse
devices compete for network resources, RL has noticed a minor rise in adherence and may begin to see a higher
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rise in the number of SDN problems it is capable of resolving (e.g., 5G networks). Network management,
automation, performance, and QoS are all enhanced through supervised and reinforcement learning.

One of the most effective Al technologies is ML for managing and operating autonomous networks because to
its capacity to extract information from data, which is fuelled by the availability of data and the theoretical
advancement of ML frameworks. Although there have been some analyses of the problems and difficulties for
ML in different SDN-based networks there hasn't been much proof that the applications haven't succeeded in
providing workable management solutions for autonomous networks. We concentrate on SDN network
applications using ML techniques for the other part. We also talk about the future directions for this field of
study. The primary problems with ML approaches are noted. Although ML areas have made considerable
progress, effective ML is challenging due to challenging patterns and a lack of training data availability. Because
of this, many ML programs frequently perform below expectations. We anticipate that our discussions will serve
as a straightforward manual for the advancement of SDN and the creation of a more intelligent network.
Researchers with various goals can use this study to better understand the fundamental problems in the subject.
Future network design and management will depend heavily on SDN-concept networks using ML techniques in
all areas, including resource management, intelligent routing management, network security, flow control, etc.
Future research will be done in-depth on the main issues mentioned in the study. The uses of AI/ML in SDN
applications increases the potential and worth of these architectures in research and business. Future trends are
expected to place an even greater emphasis on AI/ML techniques, as they offer substantial performance
improvements.
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