
 
 

 

 
IoT Technologies, Security Attacks and their Security 

Measures under Smart City Framework 
 

Md Shamsul Haque Ansari1 and Monica Mehrotra2 
1-2Jamia Millia Islamia/Computer Science, New Delhi, India 

Email: shamsshamsul@gmail.com, drmehrotra2000@gmail.com 
  
 

Abstract—The idea of developing modern and smart cities is like something which is adaptable 
by almost majority of the highly aware population if it provides more effective solutions to a 
wide range of problems usually faced by the societies. The objective behind the development of 
smart cities should not target to solve all the problems in a particular city but it must provide 
support to the capability of urban system to handle the variety of challenges. Focus has been 
diverted to IoT (Internet of Things) in recent years. Various recent technologies are being 
adapted by the people day by day to improve the communication capabilities. Devices involved 
under smart city environment are small in size and have the limited capabilities so it is also 
known as constrained devices. Such devices are prone to be attacked by the attackers as they 
are connected to the internet. Hence security of such devices and the communication between 
them plays a major role and obviously the type of supporting technologies which are being used 
is also important. In this paper authors are focusing on various recent technologies which are 
being used under smart city environment, various attacks related to smart city environment 
and putting some light on security measures for the device communication under the same 
environment.  
 
Index Terms— Smart City, Security, IoT, Smart Technologies, Random Number Generation. 

I. INTRODUCTION 

The success of a modern and smart city depends on various components and the recent technologies available in 
the market which are being adapted by the people to maximize the effectiveness of the resources. With the 
increase in the number of smartphones in recent years, technology has supported people to get solutions for a 
majority of their problems and they are able to do their task in more convenient manner. Smart cities widely use 
Information and Communication Technologies (ICT) to make existing infrastructures more beneficial, efficient 
and valuable. In other words, a smart city can integrate the functionality of all the major components of 
infrastructure such as roads, airways, railways, maintenance activities, their monitoring and can help in 
optimizing the different resources while security issues must be taken into an account in parallel[1][2][3]. 
In almost every domain IoT is involved and it is providing major support in the process of automation. IoT can 
provide other benefits for monitoring and optimizing public services like waste management, parking, lighting, 
surveillance, etc. which are being adapted by the citizens as well as businesses both. Some other favorable 
applications of IoT includes: i) better management of SCM (Supply chain management), ii) identification of fake 
products, iii) automated manufacturing, iv) smart homes and their appliances, v) e-government and vi) e-health 
(monitoring of patients  and  their  records)  and many more. Today, the world is adopting emerging technologies  
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and hence it is surrounded by a variety of smart devices which makes our lives better. These smart devices are 
preferred by the people because they are small in size and hence portable but having low processing capabilities 
and have less amount of memory required to perform number of complex operations in terms of security. So, the 
security mechanism for constrained devices must be designed and implemented. Hence the concept of 
lightweight cryptography comes into picture[1][4][5][6] . 
This paper is organized in the following sections: - Recent IoT technologies which are supporting smart city 
environment are discussed in Section 2. Various types of attacks are covered in Section 3. Section 4 covers the 
security challenges in IoT and the suggestive solutions. Section 5 covers the proposed methodology and paper is 
concluded with the experimental setup and discussion in section 6. 

II. IOT TECHNOLOGIES SUPPORTING SMART CITY ENVIRONMENT 

As the population is increasing day by day, the number of internet users are also increasing tremendously and the 
number of smart device users are also increasing accordingly and hence the security of these devices as well as 
secure communication between them also becomes challenging to implement because such devices 
communicates with other devices and are controlled through IoT environment[7][8]. Fig. 1 shows different 
technologies which are associated with IoT.  

 

Figure 1: Technologies associated with IoT  

Key highlights of the IoT technologies: - 
1. Bluetooth is a well-known and popular technology for wireless communication with a limited range[9]. 
2. Wi-Fi is a wireless communication which works on limited range[9]. 
3. ZigBee is one of the specifications of IEEE 802.15.4 which is for a collection of protocols related to   
communication and is used to make personal area network having tiny, minimum power consumption digital 
radios, like data collection of medical devices, home automation, and other minimum power consumption, low-
bandwidth required, designed for small projects which require wireless connection[10]. 
4. Z-Wave is a wireless communication protocol and it uses radio waves to communicate between     appliance 
to appliance. It can also be controlled through the internet and smart gadgets[9]. 
5. RFID is a contactless technology which uses electromagnetic fields and it is used to find the things and track 
the related information[11]. 
6. Sigfox is a cellular style form of wireless communication which has long range and takes low power[12]. 
7. LoRaWAN is a wireless network protocol that manages communication between end-node devices and the 
network gateways[12].  
IoT devices are low battery powered devices and hence above-mentioned technologies are being used under 
smart city environment because of its low power consumption and it also provides fast communication among 
the devices. On the other hand, when the lightweight devices are connected via internet and being controlled 
through the internet, the chances of lacking in security becomes higher. Fig. 2 shows the comparison of above 
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technologies in terms of data rate, power consumption and its range. Among other recent technologies, ZigBee is 
minimum power consumption, low data rate wireless adhoc network[10]. 

 
Figure 2: Comparative analysis of IoT technologies in terms of data rate, power consumption and its range 

In terms of range and the power consumptions of the IoT technologies, a comparison has been given in Table I. 

TABLE I: COMPARATIVE ANALYSIS OF IOT TECHNOLOGIES 

 

III. ATTACKS ON IOT 

A. Denial of Service Attack (DOS) 
It is one of the most easy and common attack which is done on IoT systems. It can be seen in various forms but 
“jamming” is a popular and effective DoS attack. In this attack, attacker floods the network with heavy traffic so 
that the services are unavailable which are needed by the legitimate users. This attack is also called flood attack. 
Figure 3 shows that the attacker sends multiple unnecessary requests which increases the load on server also and 
server becomes down. As a result, when a legitimate user sends the genuine request to the server than the server 
rejects the request because server state becomes down[13][14]. 

A. Wormhole 
In this type of attack, packets are recorded at some network location and retransmitted to different location 
through  wormhole  tunnel.  Figure 4  shows  that  there are two attackers who are in the network and other nodes  
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Figure 3: Denial of Service Attack                                                          Figure 4: Wormhole Attack 

1,2,3,4,5 are non-malicious nodes. Attacker create one tunnel known as wormhole tunnel between both of them, 
through which they exchange the packets which they receive from other non-malicious nodes and hence they 
also create network congestion. With this attack, packets do not reach to their destination or they get 
delayed[15]. 

C. Eavesdropping 

The major objective of the attacker is to listen private communication intentionally to read messages and save 
them for future purpose. Such information can be utilized against the legitimate users by the intruder. During 
communication, intruder listens the information passively but the information is not altered. By this attack 
privacy is prone to be risky.  Figure 5 shows the scenario of eavesdropping[15]. 

 
                                       Figure 5: Eavesdropping                                                              Figure 6: Man-in-the-Middle attack 

D. Man-in-the-Middle 
This is a type of eavesdropping attack in which attacker interrupt the communication or data transmission and 
inserts himself in the middle and pretends like a legitimate user and captures the key when these users are 
exchanging it during communication. Figure 6 shows that the attacker interrupts the communication and captures 
the data[15]. 

E. Sinkhole Attack 
This attack takes place when a computer system is hacked and the intruder has the control on this system which 
is also treated as malicious node. This node shares incorrect routing information to its neighboring nodes 
pretending that it has minimum distance path to the base station which attracts the other nodes. When the traffic 
flows through this node, message can be altered or even the packets can be dropped. Figure 7 shows that the 
traffic is passing through the sinkhole[16]. 
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Figure 7: Sinkhole Attack 

F. Sybil Attack 
It occurs when a computer system is hacked and the hacker captures the identities of different node and acts as 
them. This hacked computer system will be treated as malicious node. Here malicious node shows multiple 
identities in the network. For example, a node in voting system can vote several times under WSN (wireless 
sensor network)[15][17]. 

G. Side Channel Attack 
In this attack, attacker extracts the information related to side channel which consist of power related 
information, time required to perform various operations, etc. Such information is utilized to identify the 
encryption key. Side channel attack is a passive attack because it does not change any information. Attacker 
finds the encryption key with the help of side channel information and therefore it is complex to identify this 
attack[15]. 

IV. IOT SECURITY CHALLENGES AND CRYPTOGRAPHIC SOLUTIONS 

Secure communication requires some kind mechanism which must be followed by the environment in which 
communicating devices are going to share their information as they are connected with the internet and prone to 
be attacked by the malicious users. 

A. Conventional Cryptography 
Cryptographic approach covers the encryption of data for achieving secure communication. There are two 
common methods for encryption i:e:- Symmetric and Asymmetric key encryption. Symmetric key encryption 
uses the same key for encrypting as well as decrypting the data whereas Asymmetric encryption uses two type of 
keys, public and private key to communicate with sender and receiver. The main drawback of symmetric key 
encryption is that the distribution of public key among both the parties is cumbersome because if the key goes in 
wrong hand than the encrypted data is not secure and can be accessed by the malicious person. So, it does not 
guarantee authentication. Some of the symmetric key algorithms are AES (Advanced Encryption Standard), DES 
(Data Encryption Standard), IDEA (International Data Encryption Algorithm), 3DES, Blowfish (Drop-in 
replacement for DES or IDEA), RC4 (Rivest Cipher 4), RC5 (Rivest Cipher 5), RC6 (Rivest Cipher 6). All of 
the above are block ciphers except RC4 which is a stream cipher[18]. The advantage of asymmetric encryption 
supports all security services and provides safe mechanism for key distribution. Asymmetric key encryption 
ensures authentication. The major limitation of this method is the large size of key which makes the encryption 
process slow. 
Some of the common algorithms are Ed25519 signing, X25519 key exchange, Ed448 signing, X448 key 
exchange, Elliptic curve cryptography, RSA, Diffie-Hellman key exchange, DSA, Key Serialization, 
Asymmetric Utilities, etc.[18]. Figure 8 and Figure 9 shows the process of symmetric key encryption and 
asymmetric key encryption respectively. 

B.  Lightweight Cryptography 

IoT devices communicate through the internet and therefore, they are available in the public domain and prone to 
be attacked. Such devices may get affected by various threats and hence it must be kept secured with some kind 
of  strong  mechanism.  IoT  security  can  be  classified  in  three  ways: a)  Security and Data Protection b) [19].    
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Figure 8: Symmetric Key Encryption                                             Figure 9: Asymmetric Key Encryption 

Authentication and Identity Management c) Privacy. There are various algorithms which are available to provide 
the security at every level. Every algorithm has its own pros and cons[19].  
IoT devices are enabled with wireless technology, having small size, limited storage, low processing power with 
tiny OS, and small battery. Conventional cryptography requires more processing power and more storge capacity 
hence it does not suit to the IOT devices as they are constrained devices in nature. Therefore, lightweight 
cryptography plays a vital role which deals with implementing the security of same level and it is acceptable by 
such devices. So, NIST has also recommended to prefer lightweight algorithms to provide security for IOT 
devices[20]. 
IoT security system is based on lightweight cryptography which covers the security of constrained devices. 
Designing of lightweight algorithm emphasizes on hardware implementation. Such algorithms are designed by 
keeping AES as a standard algorithm. AES works on block length of 128 bits with different key sizes of 128, 
192, and 256 bits. Another algorithm which is used for security is PRESENT which is one of the ultra-
lightweight algorithms used for security purpose with the key size as 80 or 128. RECTANGLE was the 
improved version of PRESENT. There are various other algorithms which was designed by improving the 
number of gate count. The total number of logic gates required to run any program is known as gate equivalent 
and all the algorithms are compared on the basis of it. While designing the lightweight algorithm the objective is 
always to minimize the gate equivalent[21]. 

1. Random Number Generator (RNG) 
Basically, RNG is used to generate one time password. All the cryptographic encryption method needs some 
king of key generation method. Such keys play an important role in the whole process of encryption and 
decryption. A variety of key generation method has been proposed by different researchers. Random numbers 
generated by any method can be utilized for confidential key generation. They are of two types; one is true 
random number generator and the another one is pseudo number generator (PRNG). PRNG is software based 
which generates its output when seeded with some random input bits[22][23][24][25].  
2. Hash Function 
Hash function can be used to achieve authentication. It is widely used in cryptography. Development of hash 
calculation is similar as the development of secure key calculation. For IoT devices, lightweight hashing can be 
designed and if the algorithm takes around 2000 gate equivalent than it will be treated as lightweight[26]. 

3. Shift Operation 
As the devices under smart city environment are low powered and have limited processing capabilities, a 
different kind of mechanism is required. Researchers found that the computational power required for shift 
operation is lesser than the power needed by the other operations like right shift, left shift and circular shift. 
Hence shift operations can be used for implementing lightweight cryptography[27][28]. 

V. PROPOSED METHODOLOGY 

To establish trust between the devices under smart city environment there is a requirement to design a strong 
mechanism for achieving mutual authentication. Authors are working on such mechanism so that a strong key 
can be generated for mutual authentication. In this approach a dedicated server will be responsible to generate 
the keys which will be treated as one time password and it can be used for mutual authentication.  It will be 
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shared by the dedicated server to both the communicating parties and when key matches communication will be 
initiated else declined. Authors have written the code as per the requirements of NIST (National Institute of 
Standards and Technology) and it will run on a single dedicated server. NIST provides the Test Suits for 
checking the randomness of the bit sequence which may be generated by any means. Once these bit sequences 
are tested for their randomness they can be used as a key for encryption and decryption process. The proposed 
methodology can be explained with the following steps: - 

1. Generate the binary strings as per the required length (all unique combinations of zeros and ones for 
instance n=3 i: e: - 2^3=8 bit required length).  

2. Analyse all the string one by one and calculate the numbers of zeros and number of ones in each (as per 
the requirement of NIST). 

3. Keep the strings which contains equal number of zeros and equal number of ones which can be utilized 
to generate the key and discard rest of the strings. In our case 62 strings will be generated. 

4. Create fixed length blocks of the string and perform block test of NIST. Accept the string which passes 
the test for equal number of zeros and ones and, discard rest of the strings. 

5. Merge all the strings. 
6. Break the merged string generated in step 5 in fixed size output 
7. This fixed size output can used as a key. 

VI. EXPERIMENTAL SETUP AND DISCUSSION 

Authors written the code for the generating the keys in python language as it is a simple language and suitable 
for the smart city environment. Authors used Spyder as IDE on windows 11 platform with 64-bit operating 
system and Intel i5-8265U CPU @ 1.60GHz. As per the steps of proposed methodology code is written in 
python and the randomness of the generated bits has been tested by NIST. Approach to generate the bit 
sequences is totally software based.  

VII. CONCLUSIONS 

In this paper, author presented various IoT technologies which are being adopted by smart city environment. 
Authors reviewed different technologies which supports IoT and the types of security threats for the IOT. This 
paper highlighted many challenges like security of the devices and security for communication between these 
devices. At the end of this paper authors provided few suitable solutions for implementing the security which can 
be used under smart city environment where lightweight cryptography is used. Keys generated through the 
proposed methodology can be utilized for implementing the encryption and decryption processes and it may be 
covered in the future work.   
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