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Abstract—The importance and popularity of Ethereum smart contract has been continuously
growing despite the availability of alternatives such as polkadot, Hyperledger Fabric and
Stellar. Smart contracts are program that can be run on decentralized blockchain network with
its most important property immutability. Due to this property, smart contract once deployed
on the blockchain network, it cannot be modified or updated even for security enhancement
purpose also. Hence it is necessary to develop strong secure contract program before deploying
it on blockchain network and avoid potential exploitation and delay. Smart contracts are
vulnerable to different typed of threats and attacks. To develop secure smart contracts is one of
the most important challenges. In this paper we have analyzed different types of vulnerabilities
on ethereum smart contract. We also review some available tools that detect these
vulnerabilities. The main objective of this paper is to identify the research gap after carrying
out literature survey of smart contract security and propose a model to improve security of
smart contract.

Index Terms— Blockchain, Ethereum, Smart Contract, Vulnerability.

|. INTRODUCTION

Ethereum is a decentralized blockchain platform establishes a peer-to-peer network that securely executes smart
contracts. Ether is the transactional token that facilitates to perform operations on Ethereum network. Ether is the
natal cryptocurrency of the ethereum platform. Ether is the second largest cryptocurrency amongst different
cryptocurrencies. Now-a-days an ethereum smart contracts have boomed, it has become an integral part of the
blockchain ecosystem. Actually the concept of smart contract is introduced by Nick Szabo in 1997 [1]. Smart
contracts are programs that are hosted on decentralized blockchain network. The smart contract allows two or
more parties to form an agreement and initiate transaction between these parties without an involvement of
intermediary [2]. Ethereum is a blockchain platform which provides tools for developer to build decentralized
application using Ethereum Virtual Machine (EVM). It enables involving parties to make an agreement in a
transparent and secure way. However there exists some security vulnerabilities within these smart contracts and
hence it causes huge financial loss. Vulnerability in smart contract cannot be fixed, due to the immutable
property of blockchain. Hence smart contracts are targeted by different kinds of attacks. Most of the attacks on
smart contract are exploited due to the poor smart contract code [3]. In fact, ethereum smart contract already
faced several overwhelming attacks including Decentralized Autonomous Organization (DAO) attack, Parity
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Multisig wallet attack. The DAO attack in 2016 [4] and the parity multisig wallet attack in 2017 [5], which
together causing a loss of over $400 million due to bugs in the smart contract code.

Various tools have been proposed so far for detecting the vulnerabilities before deploying the contracts, but still
it lacks complete solution [6, 7, 8]. So it is needed to identify possible vulnerabilities and filtering it out before
deploying it on blockchain. This paper is organized as motivation which is followed by literature review,
followed by research gap identified which is followed by the proposed model, followed by conclusion and future
work.

1. MOTIVATION

Ethereum smart contracts were introduced in 2015, since that there have been several attacks exploited on smart
contract [9]. The motivations behind this study are some observations on ethereum smart contract attacks are as
follows:

e The first attack was in 2016, when an attacker launched a reentrance attack against the Decentralized
Autonomous Organization (DAO) smart contract, which resulted in a loss of more than 36,00,000
million ethers worth more than US$60 million[10].

e Parity wallet, a digital storage service for cryptocurrency such as ethereum was hacked in 2017, with
approximately $34 million stolen. It is estimated that hackers have stolen a total of $2 billion since
2017[11].

e In 2018, an adversary stole more than 165 ethers worth of almost US$40,000 from spankchain due to
reentrancy attack in the smart contract [10].

e In 2019, about 34,200 ethereum smart contracts worth $4.4 million ether are vulnerable to hacking due
to poor coding and containing bugs [12].

e In 2020, there were 47 successful attacks aimed at ETH DApps, which cost victims around $436.36
million or $ 9.28 million per hack [13].

The above statistics shows that, ethereum smart contract threats and attacks are increasing day by day. It has
become important to propose tools to detect threats on ethereum smart contract.

I11. LITERATURE REVIEW

1. Ethereum smart contract threats and attacks increasing day-by-day. Ethereum smart contracts are

susceptible to different kinds of attack. Following are some major attacks on ethereum smart contract.
The DAO Attack — The contract DAO is a financial application running on top of Ethereum. In June
2016, the DAO hack occurred when the attacker managed to steal more than 3.6 million ethers [6]. The
DAO attack caused by reentrancy vulnerability [17].
The reentrancy vulnerability exploitation in the DAO attack was accomplished in four steps.[17]
Step 1. The Attacker or Hacker initiates a transaction by calling withdraw function of victim.
Step 2. The victim transfers the money and calls the fallback function of the attacker.
Step 3. The fallback function recursively calls the withdraw function again i.e. reentrancy.
Step 4. Within an iteration, extra ether will be transferred multiple times to the attacker.

2. Parity multisig wallet attack — The parity multisig wallets are smart contract programs which are used
to manage digital assets by the wallet users [38]. In ethereum, a multisig wallet requires multiple private
keys to unlock a wallet. The parity multisig wallet attack was compromised twice in 2017. The first
attack exploited the delegate call injection vulnerability and erroneous visibility vulnerability. The
second attack exploited the unprotected suicide vulnerability and frozen ether vulnerability. This attack
is the second largest attack on the ethereum network in terms of amount of stolen ether [39].

3. King of Ether Throne Attack — The king of the ether throne contract (KotET contract) exploit case of
out-of-gas exception vulnerability. KotET contract is a game, where player complete to become the
king by paying some ether to the current king, plus a small fee to the contract owner [40]. After the
contract declares a new king of the ether throne, the new claim price for the throne goes up by 50%.

4. Rubixi — The Rubixi contract is a Ponzi scheme containing erroneous constructer name vulnerability.
Rubixi is a contract which is a fraudulent high yield investment program where participant gain money
from the investments made by new comers. Further, the contract owner can collect some fee paid to the
contract upon investments [41].
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Governmental — Governmental scheme attack exploit case of mishandled exceptions vulnerability. In
this attack, a contract that implements a flawed Ponzi scheme [3]. This scheme requires a participant to
send a certain amount of ether the scheme contract. If no one joins the scheme for 12 hours, the owner
of the contract keeps his fee and transfers the remaining ether to the last participant.

Reentrancy Honeypot — Reentrancy honeypot caused due to Typecast Vulnerability. Honeypot contracts
are deployed on the ethereum main network to capture ethereum hackers who try to exploit the contract.
A small scale attack using the typecasts vulnerability was launched on a honeypot developed to capture
hackers trying to exploit the reentrancy vulnerabilities in smart contract.

Proof of Weak Hand Coin (PoWHC) —Proof of Weak Hand coin (POWHC) attack caused due to integer
underflow/overflow vulnerability. An integer overflow / underflow occur when an arithmetic operation
is performed that requires a fixed size variable to store data that falls outside the range of the variable
[42]. The integer type unit 256 in solidity has a limited size up to 256 bits. If the value of integer
variable reaches its maximum value as 2256 — 1, then it will automatically reset to zero when an
additional integer 1 is added to the variable. Hackers target these variables in smart contract to make
vulnerable by increase or decrease the value of integers until they reach to the maximum or minimum
value [43].

HYIP — The contract HYIP was another Ponzi scheme, which pays existing investors from funds
contributed by new investor at the end of each day. The contract HYIP exploitation case of DoS by
external call vulnerability.

The researchers have proposed different tools that identify different vulnerabilities in smart contract.
Table 1, shows review of the important contributions or solutions which have been proposed so far to stop
different threats and attacks.

TABLE 1. IMPORTANT CONTRIBUTION

Authors

Dataset used

Techniques/ methodology

Contribution

Chen, W.et al. (2020)
[14]

W. Chen et al. (2018)
[15]

Tann, W. J. W. et al.
(2018) [16]

lvica Nikolic et al.
(2018) [12]

Luu L et al. (2016) [17]

Total 857 addresses from
HONEYBADGER
Project

Experimental study on
620,000 smart contracts

Total 34200 contracts
flagged

Total 19,366 existing
contracts are tested.

It takes two inputs
Ethereum smart contract
bytecode and ethereum
global state.

Machine learning model to
detect honeypot contract based
on N-gram features and
LightGBM.

The machine learning model is
proposed

The technique of machine
learning  long-short  term
memory (LSTM) is used to
detect new attack trends.

Static symbolic analyzer used
to propose MAIAN tool

Oyente is a symbolic
execution tool aims to find
potential security bugs.
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The authors have analyzed honeypot
contracts on ethereum and build a LightGBM
model to detect the honeypot contract.

The authors have proposed a machine
learning framework to detect smart Ponzi
scheme, a classic scam under the veil of
smart contract on ethereum.

The authors have proposed the approach of
sequential learning of smart contract
weaknesses using machine learning long-
short term memory (LSTM) - that allows
detecting new attack trends quickly.

Accuracy reported 99.57% and F1 score
86.04%

MAIAN tool for detecting Greedy, prodigal
and Suicidal contracts.

Results of these three contracts over given
dataset are prodigal 97%, suicidal 99% and
greedy 69% true positive.

The proposed oyente tool enhances the
operational semantics of ethereum to make
contracts less vulnerable.

The proposed tool finds potential security
bugs. It is a static analysis tool which detects
the security vulnerability.



Kolluri A et al. (2019)
[18]

Jiang B et al. (2018)
[19]

Bragagnolo S et al.
(2018) [20]

S. Kalra et al. (2018)
[21]

T. Chen et al. (2017)
[22]

L. Brent et al. (2018)
[23]

E. Albert et al.(2018)

[24]

P. Tsankov et al.(2018)
[25]

Albert, E. et al.(2018)
[26]

Flagged fuzzing of 6991
smart contracts.

Uses smart contract

bytecode

Uses ethereum  smart
contract bytecode and
ethereum global state

The tool was evaluated
on two datasets- the EVM
dataset and  solidity
dataset.

The authors have developed
an efficient analysis technique
for ethereum smart contracts
under multiple events. They
investigate a family of bugs in
smart contract called Event-
Ordering (EO) bugs.

Presented novel fuzzer to test
the vulnerabilities in ethereum
smart contract

Decomposition technique and
mirror based reflection used to
analyse contract state

Total six different types of
vulnerabilities in smart
contract were detected.

Static analysis technique is
used.

Static analysis tool is used to
propose GASPER tool

Analysis pipeline is used to
convert EVM bytecode to the
semantic logic relations.

Rule based representation
produced by OYENTE is used
to propose Ethir tool.

Used two components-
dependency graph and critical
code structure.

Uses five tools to generate
closed form gas bands.
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ETHRACER is an automatic analysis tool
which runs directly on ethereum bytecode
and requires no hints from users in order to
detect event ordering bugs in blockchain
smart contract.

The author proposed ContractFuzzer tool
which is novel fuzzer to test Ethereum smart
contracts for  security  vulnerabilities.
ContractFuzzer generates fuzzing inputs
based on the ABI specifications of smart
contracts, defines test oracles to detect
security vulnerabilities, instruments the EVM
to log smart contract run-time behaviors, and
analyzes these logs to report security
vulnerabilities.

Smartlnspect is a solidity smart contract
inspector that aims at analyzing contract
states using decompilation techniques driven
by the contract structure definition. It also
allows contract developers to better visualize
and understand the contract stored state
without needing to redeploy, nor develop any
ad-hoc code

ZEUS verifies the correctness of smart
contract and validates their fairness. The tool
ZEUS detects six security vulnerabilities in
smart contract.

The author proposed GASPER tool to detect
the smart contracts with inefficient gas
consumption.

Seven solidity code patterns were identified
which are used by GASPER for detection
purpose.

The author proposed tool Vandal is a security
analysis framework for identifying the
vulnerabilities in ethereum smart contract.

Vandal identifies security vulnerabilities
such as unchecked send, re-entrancy,
unsecured balance, destroyable contracts and
use of origin problem.

The proposed tool analyses ethereum smart
contract bytecode based on the rule based
representations of the Control Flow Graph
(CFG) produced by the OYENTE tool

The author proposed fully automated and
scalable security analyzer for ethereum smart
contract

The platform developed to calculate the
upper bond for the required amount of gas
for ethereum smart contract to avoid the out
of gas vulnerability.



Jiachi Chen et al.(2021)
[27]

Yu Feng et al.(2019)
[28]

Sergei Tikhomirou et
al.(2018) [29]

Torres, C. F et al
(2018) [30]

Neville Grech et al.
(2018) [31]

Everett Hildenbrandt et
al. (2017) [32]

Anastasia Mavridou et
al.(2018) [33]

Mavridou, A. et al.

(2019) [34]

Applied on Open source
Dataset. Tested on total
1,65,621 Smart contract

Evaluated on entire data
set from etherscan with >
25K smart contracts

The proposed tool is
evaluated on big dataset
of real world contracts
from etherscan.

Evaluated on  large
experimental dataset
containing more than 1.2
million smart contracts

Validate 6.3  million
contracts deployed on
blockchain.

Proposed symbolic execution-
based approach and tool to
detect eight contract defects.

Proposed a summary based
symbolic evaluation technique
which reduces program size.

Proposed an extensible static
analysis tool to detect
vulnerabilities  in  Smart
contract.

The proposed model employs
a strategy based upon taint
analysis and symbolic
execution.

The proposed model is a static
program analysis technique
used to detect gas focused
vulnerability in smart contract.
This approach combines a
control-flow-analysis  based
decompiler and declarative
program structure queries.

The proposed model is a
semantic analysis tool based
upon SE. Framework of this
model integrates a semantic

debugger and a program
verifier.
Proposed model to help

developers to create more
secure smart contracts. A
presented framework rooted in
rigorous semantic for
designing contracts as Finite
State Machine(FSM)

Proposed  approach  used

formal verification tool
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Author proposed DEFECTCHECKER is a
symbolic execution based model for smart
contract defect detection. These proposed
models obtain high F-score on an open
source dataset i.e. 88.8%.

Proposed tool SMARTCOPY is an attack
synthesizer which incorporates a novel
combination of search space partitioning,
parallel symbolic execution and early
pruning based on the abstract semantic of
candidate program. This proposed model
obtains the FN and FP rates as 7% and 10%
for timestamp vulnerability and 14% and 5%
for Reentrancy vulnerability.

Proposed SMARTCHECK model helps to
remove the simple bugs quickly from smart
contract. This tool showed better False
Discovery Rate (FDR) and False Negative
Rate (FNR) compared to its closest
competitor Remix, Oyente and Securify. This
tool showed overall FDR of 69% and Overall
FNR 47%.

Author introduced OSIRIS, a symbolic
execution tool that automatically detects
integer bugs in EVM bytecode. This tool
reports less false positive rate as compared to
other tool ZEUS. Overall evaluation on 1.2
million ethereum smart contracts indicates
that about 4% of them might be vulnerable to
at least one bug from arithmetic Bug,
Truncation bug or Signedness bug.

Proposed model MadMax uses static
program analysis directly on the EVM
bytecode. This model identifies out-of gas
vulnerabilities. The analysis on given dataset
reports vulnerabilities for contracts holding a
total value of over $2.8B.

Proposed KEVM model which is fully
formally rigorous ethereum interpreter that
does not rely on a built-in hard coded
implementation of the EVM.

Author presented a tool FSolidM for creating
Finite State Machine easy interface auto
generating ethereum contract. In this tool
author introduce set of design patterns, as
plugins that developers can easily add to
enhance security and functionality of their
contract.

Author presented the VeriSolid framework,
which  introduces  formal verification
capabilities providing an approach for
correct-by-design development of smart
contract. Author design and implement
developer friendly natural language for



Johannes krupp et al. -
(2018) [35]

Tested on real world
contracts from the
ethereum blockchain

Grishchenko, I.
et al.(2018) [36]

Liu, C. et al.(2018) [37] -

Methodology used to find
vulnerability is  symbolic
execution tool.

Proposed static reachability
analysis technique for EVM
bytecode, that handles the
complexity of EVM bytecode

The proposed model is based
of fuzzing-based analyzer

specifying safety and liveness properties. It
prevents reentrancy as well as Denial of
Service vulnerabilities.

Author develops a tool TEETHER that
provides end to end exploits generation from
a contracts bytecode only. They provide a
large scale vulnerability analysis of 38,757
unique contracts extracted from the ethereum
blockchain  and found exploits  for
815(2.10%) of those completely automated.

Proposed tool EtherTrust, a static analyzer
that analyzes large contracts in a few
seconds. It is a tool provides security
guarantee for EVM bytecode.

Proposed tool ReGuard, a fuzzing-based
analyzer that detects reentrancy bug in

ethereum smart contract

Iv. RESEARCH GAP IDENTIFIED

1) Toidentify importance of Ethereum in Block chain.

The importance of execution of Ethereum would be studied with the context of Block-chain. The role and
importance of Ethereum would be investigated in the working of Blockchain.

2) To investigate the execution of Smart Contracts and susceptibility of Smart Contracts to different
types of Attacks.

The Study of execution of Smart Contracts would be carried out. During this study main focus would be on
the susceptibility of Smart Contracts to different types of attacks. The detail study of these attacks would be
carried out.

3) To understand the working of Greedy contract Threat and it’s impact on the working of Smart

Contract.
One of the major attack Smart contract is suffering from is Greedy contract Threat. The study of Greedy
contract Threat would be carried out along with the different dimensions including the way of attack,
different methods used in executing this attack. Impact analysis of Greedy contract Threat on Smart
Contract would be carried out.

4. Todevelop new technique or improve existing technique/es for detecting Greedy contract Threat.
After studying existing techniques or methods to deal with Greedy contract Threat existing technique/es
would be improved or new technique/es would be proposed.

All these techniques are evaluated using evaluation metrics such as Accuracy, Precision, Recall and F-Score

V. IMPLEMENTATION DETAIL

Smart Contract testing is relatively complicated, as smart contracts often interact with each other, and any

integration with a third-party system can lead to making the system wvulnerable. Therefore, testing is often

extended to other smart contracts that interact with the smart contract under test. The testing process includes

static analysis, dynamic analysis and interaction analysis with other Smart Contracts, using advanced testing

tools and manual reviewers. Methods used for vulnerability detection in smart contract include symbolic

execution, formal verification, fuzzy testing, program analysis, taint analysis, ML-based methods RNN, LSTM,

ABCNN. In order to implement the model for detecting vulnerability in ethereum smart contract advanced

security scanning tools required to scan for vulnerabilities in smart contract. Following are steps to implement

advanced security scanning tools for vulnerabilities detection in smart contract,

Step |  To find the scope and content of work for the smart contract.

Step Il Test the component in the smart contract, using advanced security scanning tools to detect common

vulnerabilities.

Step Il Simulate interactions with smart contract on the blockchain using a combination of automated testing
tool to determine if any vulnerabilities exists.

Step IV Aggregate the result and check for accuracy, Precision, Recall and F-Score
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After finding out the research gap from the literature survey an architecture has been proposed this is shown in
Fig. 1,to classify greedy contract threat.

| Byte code I

Analysis specification |—s{ Symbolic Analysis | | Solidity Model |

I Classification Model |<—‘ Test Cases |

l

l Greedy Contract | I Non Greedy Contract I

Fig.1 Architecture for greedy contract classification

V1. CONCLUSION

This proposed research addresses to the detection of vulnerabilities in smart contract and susceptibility of smart
contract to different types of threats and attack. The primary objective of this paper is to find out research gap
after carrying out literature survey of tools and techniques to find vulnerabilities in smart contract and identify
greedy contract threat. The research gap identified then can be used to propose new technique for detecting
vulnerabilities in ethereum smart contract which would be efficient and effective. Smart contract advanced
security scanning tools would be developed to scan for vulnerabilities in smart contract.
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