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Abstract— Ethereum, a prominent block chain platform, facilitates digital asset transactions
through its decentralized network. However, the decentralized nature of Ethereum also opens
avenues for fraudulent activities, presenting challenges to network security and integrity. This
work addresses the problem of Ethereum transaction fraud by proposing an advanced fraud
detection system. Initially, it outlines the characteristics of Ethereum transactions and the
associated risks of fraudulent behavior within the network. Subsequently, it highlights the
detrimental impacts of fraudulent transactions, including financial losses and diminished trust
among users. To combat these challenges, the work presents a comprehensive solution in the form
of a Hybrid Model for Ethereum Fraud Prediction (HMEFP). The proposed HMEFP model
integrates a Customized Dense Deep Learning Model and an LSTM-based recurrent neural
network, which collectively learn intricate patterns and temporal dependencies within Ethereum
transactions. Through a fusion mechanism, the model combines the strengths of both
architectures, enhancing its fraud detection capabilities The results demonstrate the potential of
the HMEFP to safeguard the integrity and security of the Ethereum network by accurately
identifying fraudulent transactions.

Index Terms— Blockchains, Feature extraction, Smart contracts, Generative adversarial
networks, Abnormal transactions,

|. INTRODUCTION

The rise of blockchain technology, particularly Ethereum, has transformed financial transactions, enabling
decentralized networks for asset transfer, smart contracts, and decentralized applications. However, Ethereum'’s
decentralized nature presents security challenges, including fraudulent activities such as phishing, Ponzi schemes,
and smart contract vulnerabilities. Addressing Ethereum fraud requires innovative solutions, combining
technologies like machine learning and blockchain analysis. This study aims to develop a comprehensive fraud
detection system for Ethereum, enhancing security and trust within the network. Through empirical analysis, the
research seeks to contribute to Ethereum's integrity as a leading blockchain platform.

Il. RELATED WORKS

[1] Within the field of blockchain research, a number of creative applications have surfaced and garnered a lot of
interest. But there are financial hazards associated with the rise of phishingschemes, particularly in the
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cryptocurrency space like Ethereum. Our study frames phishing detection as a node classification problem, treating
accounts and transactions as nodes and edges to address this. We provide a technique that uses an autoencoder and
Graph Convolutional Network to reliably identify phishing accounts, which works on a variety of Ethereum
datasets. [2] The dynamism of transaction networks are typically difficult for currentgraph embedding approaches
to depict, especially in Ethereum-like systems. We address this by introducing T-EDGE, a Temporal Weighted
Multidigraph Embedding method that takes multiplicity and edge dynamics into account. With the integration of
weighted edge and temporal data, T-EDGE provides a full model of dynamic transaction networks. T-EDGE's
superiority in node categorization is demonstrated in experiments with Ethereum data, highlighting the advantages
of temporal-aware techniques in time-sensitive transaction network analysis. [3] Our research presents a novel
detection technique to mitigate the growingthreat of phishing scams on Ethereum and other blockchain platforms.
We identify phishing scams by crawling labelled addresses and using trans2vec network embedding to analyse
transaction records. Our approach, which uses oneclass SVM for classification, works well indetecting phishing
schemes on Ethereum, and trans2vec outperforms other techniques in termsof feature extraction. [4] Existing
detection technologies are inadequate given the growth of Ponzi schemes inside smart contracts, a critical worry for
blockchain investors. To address this,we introduce a novel strategy that combines enhanced LightGBM algorithm
with bytecode characteristics and opcode frequencies. Tests conducted using actual Ethereum data show notable
increases in accuracy, providing a more effective way to spot Ponzi schemes and lowerthe danger of investing. [5]
Our paper presents Heterogeneous Graph Transformer Networks (S_HGTNS), in response to the urgent demand
for anomaly detection in smart contracts, especially on Ethereum. S_HGTNSs provide strong feature representation
for anomaly detectionthrough the usage of transformer-derived relationship matrices and the construction of a
Heterogeneous Information Network (HIN). Empirical findings demonstrate the model's superiority over
conventional techniques in detecting anomalous contracts and reducing the likelihood of financial fraud.

I1l. ARCHITECTURAL DIAGRAM

Several essential modules make up the implementation of the Ethereum transaction fraud detection system. First,
data collection entails obtaining sender and recipient addresses, quantities, timestamps, and gas fees associated
with Ethereum transactions from a Kaggle database. The obtained data is then cleaned and prepared by the data
preparation module, which also handles scaling characteristics and missing values. The pre-processed data is split
into training and test sets via data splitting. Feature selection makes use of methods such as Spearman correlation
analysis to find pertinent features. Next, in order to efficiently evaluate Ethereum transaction data, the Hybrid
Model for Ethereum Fraud Prediction (HMEFP) is constructed by combining an LSTM-based recurrent neural
network with a Customized Dense Deep Learning Model. Optimizing parameters and assessing using measures
like accuracy and binary cross-entropy loss are part of training the HMEFP model. In order to evaluate the trained
model's capacity for generalization and efficacy in identifying fraud, prediction entails applying it to test data.
Lastly, the model's accuracy, precision, recall, and F1-score are evaluated by the performance evaluation module,
which also provides guidance for any necessary changes to enhance performance.
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Fig 1 — HMEFP Model Hybrid - Integration of Customized Dense DL Model & LSTM

IV. MATERIAL IMPLEMENTATION

A. Data Loading and Exploring

In order to provide a broad and representative dataset, the Ethereum fraud detection process started with the
acquisition of Ethereum transaction data from multiple sources. The dataset included many different kinds of

4102



transactions, such as token swaps, transfers, and interactions with smart contracts. The goal of data gathering
activities was to provide an extensive foundation for fraud detection research by capturing the diversity and
complexity of transactions within the Ethereum network.

i Avg min “’Setm" i o . ERC20  ERC20
VB MM horypen  "*%" ont Received o O Received e " pay value ERC26 max ERC20 avg min val max val avg
between 7 first and Created Seat To value % e
received tnx Tnx From : received val sent val sent sent sent
sent tnx last Contracts Addrasses received
tnx i Addresses contract contract cont
(Mins)

0 84426 109371 70478563 721 89 0 40 118 0.000000 45808785 1683100e+07  271779.920000 00 00
1 1270907 295844 121821673 94 8 0 5 14 0000000 2613269 2.260809e+00 2.260809 00 00
2 24619454 243402 51672930 2 10 0 10 2 0M3119 1165453 0.000000e+00 0.000000 00 00
3 1021960 1576509 39755590 25 9 0 7 13 0.000000 500.000000 9.029231e+03 3804076893 00 00
4 3661 1070777 38247242 4598 20 1 7 19 0000000 12802411 4.500000e+0¢ 13725659220 00 00
5 990012 37548 2092668 2 3 0 2 1 0724148 4813776 0.000000e+00 0.000000 00 00
6 6948 62944 866035 25 " 0 9 20 0043000 2650000 0.000000e+00 0.000000 00 00
7 149739 17684 31982805 213 5 0 3 3 0118490 2000000 0.000000e+00 0.000000 00 00
8 0.00 0.00 496 62 1. 1 0 1 1 2000000 2000000 0.000000e+00 0.000000 00 00
9 257059 33801 3057270 8 3 0 2 4 0100000  40.000000 0.000000e+00 0.000000 00 00

Fig 2 — Dataset the first x number of rows when head 10
B. Data Preprocessing

After gathering and importing the data, a number of preparation procedures were carried out to clean and ready
the dataset for analysis. This required standardized data formats and addressing missing values. In order to
maintain consistency among features, data scaling is used.

Null Value Checking Result After Cleaning
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Fig 3- Turning object variables into ‘category" dtype for more computation efficiency
C. Data Splitting

To aid in the creation and assessment of the model, the preprocessed dataset was split into separate training and
test sets. The bulk of the data required to train the fraud detection model was found in the training set, whilst the
test set functioned as a separate dataset for model assessment.

training set size: (68992, 38), testing set size: (2997, 38)

Fig 4- Data Splitting Testing set 30% , Training set 70%

D. Develop Defense Model
By locating and choosing the most pertinent features from the Ethereum transaction dataset, feature selection is
essential to improving the model's performance. According to our investigation, Spearman correlation analysis
reduces noise and redundancy in the data, successfully identifying correlated features and improving the prediction
performance of the model.
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Fig 5- Feature Selection using the Spearman Correlation Coefficient Technique

E. Feature Selection

An LSTM-based recurrent neural network and a customized dense deep learning model were combined to create
the Hybrid Model for Ethereum Fraud Prediction (HMEFP). The advantages of both architectures were merged in
this hybrid method to efficiently analyze Ethereum transaction data and identify fraudulent activity. The
Customized Dense Deep Learning Model's dense layers were able to identify intricate patterns in the data, and the
LSTM component improved the model's ability to detect fraud by capturing temporal relationships in sequential
transactions.

Layer (type) Output Shape Param #  Connacted to

Input (Inputlayer) [(None, 18)] [} .:]

dense (Dense) (None, 512) 9728 ['Input[e][e]']
drapout (Dropout) (None, 512) [} ['dense[@][0]"]
dense_1 (Dense) (None, 256) 131328 ['dropout[e][e]']
dropout 1 (Dropout) (None, 256) ) ["dense_1[8][e]"]
dense 2 (Dense) (None, 128) 32896 ['dropout_1[6][€]']
ingut (Inputlayer) [(None, 13, 1)] 8 1l

drapout_2 (Dropout) (None, 128) [ ['dense_2[8](8]"]
Istn (LSTH) (Nane, 168) dese0 [ input[e][e]']
dense_3 (Dense) (None, 64) 8256 ['dropout_2[0](6]"]
dense_5 (Dense) (Nane, 512) 51712 ['Istn[8][6]"]
drapout_3 (Dropout) (None, 64) 8 ['dense_3[8][@]"]
dropout 4 (Dropout) (Mone, 512) ] ['dense_5[0][e]"]
dense_4 (Dense) (Nane, 64) 4168 [ 'drapout_3(8](8]"]
dense b (Dense) (Nane, 62) 3 ['dropout_afe](e]']

concatenate (Concatenate) (Mone, 128) [ ['dense_4[@][8]",
dense_6[][@]"]

dense 7 (Dense) {None, 1) % ['concatenate[@][e]']

Total params: 311841 (1.19 MB)
Trainable params: 311841 (1.19 MB)
Non-trainable params: @ (@.00 Byte)

Fig 6- HMEFP Model Building using Hybrid - Integration of Customized Dense DL Model & LSTM

F. Train the HMEFP Model

Utilizing the binary cross-entropy loss function and the Adam optimizer, the HMEFP was trained on the assigned
training set. In order to minimize the loss function and maximize performance, the model iteratively changed its
parameters throughout training. The learning rate, dropout rates, and layer sizes were adjusted as hyperparameters
to enhance convergence and avoid overfitting. The training procedure comprised identifying patterns from the
dataset's sequential and organized components, guaranteeing thorough fraud detection abilities.
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Epoch 1/308

210/219 [==================z=====zz==== 1 - 185 3@ms/step - loss: 8.4917 - accuracy: 8.7669
Epoch 2/308

219/219 [sasssmnssnmnnnnnsnnnnannnennnn ] - 10s 46ms/step - loss: 8.4238 - accuracy: 8.8862
Epoch 3/308

219/219 [===== 1- - loss: 8.3748 - accuracy: 9.8227
Epoch 4/30@

219/219 [smsnnsnssnnnanmasasssnsnnnanss ] - 9s 39ms/st loss: 8.3531 - accuracy: ©.8284
Epoch 5/368

219/219 [=============szscmsmszoczzoooc] p - loss: 8.3218 - accuracy: @.8482
Epoch 6/308

219/219 [exsrssmrmszareasasessenmannnn ] - 8s 36ms/step - loss: 8.3228 - accuracy: 8.8358
Epoch 7/30@

219/219 [==============================] - 55 25mS/Step - loss: 8.3277 - accuracy: 0.8415
Epoch 8/308

219/219 [=========z==ss=z=ss===========] - 55 2ims/step - loss: 8.3151 - accuracy: 9.8445
Epoch 9/3@8

219/219 [==s===sszszzssss=ss=ss==ss====] - 95 43ms/step - loss: 8.3815 - accuracy: 0.8475
Epoch 18/300

210/210 [======z=====szmcssmmocmoooooe 1 - 8s 36ms/step - loss: 8.3822 - accuracy: 8.8458

Fig 7- The output for HMEFP model

V. CONCLUSION & FUTURE WORK

An important development in the area of fraud detection inside the Ethereum network is the proposed Hybrid
Model for Ethereum Fraud Prediction (HMEFP). The HMEFP efficiently captures the sequential and structured
components of Ethereum transaction data by combining an LSTM-based recurrent neural network with a
customized dense deep learning model, enabling extensive fraud detection capabilities. The model is able to learn
complex patterns and temporal relationships present in Ethereum transactions thanks to the LSTM components'
unique architecture and dense layers. After testing and assessment, the HMEFP shows encouraging results in terms
of correctly detecting Ethereum fraud. The model's performance metrics—precision, recall, accuracy, and F1-
score—show how well it can differentiate between authentic and fraudulent transactions.
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