Grenze International Journal of Engineering and Technology, Jan Issue
GRENZE

Formal Vs Simulation based Verification on
Receiver Training Sequence Block of USB3.2
Controller

Sai Asrith Tabdil*, Dr Ramesh K Sunkaria? and Sakthivel Ramaiah®
1-3Department of Electronics and Communication Engineering Dr. BR Ambedkar National Institute of Technology
Jalandhar, Punjab, India
Email: saiat.ec.21@nitj.ac.in, sunkariark@nitj.ac.in, sramaiah@cadence.com?

Abstract— The constant evolution of high-speed digital inter- faces has created a demand for
robust and reliable designs. As a key component in ensuring reliable data transfer, receiver
training sequence modules play a critical role in high-speed serial communication protocols like
USB (Universal Serial Bus). Formal verification and Simulation based verification are two
different methods for verifying the correctness of any digital design. The Simulation based
verification checks the correctness of the design through the simulation of the design. It includes
building of test bench architecture using System Verilog (SV) and Universal Verification
Methodology (UVM), whereas Formal verification is a mathematical approach of verifying the
design exhaustively. This paper gives a comparative analysis of a design using the two different
verification methods. The block subjected for the verification has been taken from the Universal
Serial Bus 3.2 (USB) controller. Using formal verification two corner case bugs were found and
fixed at the early stage of the project and 100% code coverage is achieved.

Index Terms— USB 3.2, Formal Verification, Functional Verification, Code coverage, RTL Sign
off.

|. INTRODUCTION

USB 3.2 controller is an advanced standard for USB technology, which is widely used in connecting various
devices and peripherals to computers and other host systems. It is an evolution of the previous USB 3.1 and USB
3.0 specifications, offering increased data transfer rates and improved capabilities to meet the growing demands
of modern devices. It has applications in mobile applications like keyboards and mice, routers, set-up boxes and
in industrial automation. It is also used as source of power for mobiles and monitors. USB 3.2 introduces several
key features and enhancements that enhance data transfer speeds, power delivery, and protocol efficiency. USB
3.2 controller supports higher data transfer rates compared to its predecessors. It offers two speed levels: GEN1
and GENZ2. This protocol also supports dual lane which allows combining two 10 Gbps channels to achieve a max
speed of 20 Gbps. This protocol is backward compatible which supports previous USB specifications’ 3.2 devices
can be connected to USB 3.1, USB 3.0, and USB 2.0 ports, ensuring interoperability between various generations
of USB technology.

One crucial aspect of USB 3.2 controller is receiver training sequences (RXTS). RXTS is a mechanism used to
compensate for channel impairments and ensure reliable data communication between the transmitter and the
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receiver. In USB 3.2 controller, RXTS involves a series of test patterns (TS1, TS2, SYNC OS) transmitted by the
transmitter to the receiver during the link training process. These test patterns help characterize the channel and
control the features like loop back, disable scrambling and Hot Reset. In addition to this, design also
detects the polarity inversion.

TABLE |: UsB 3.2 MODES

Speed Lane Count | Max Data rate
(Gbps)
USB 3.2 1x1 GEN1 1 5
USB 3.2 1x2 GEN1 2 10
USB 3.2 2x1 GEN2 1 10
USB 3.2 2x2 GEN2 2 20

A. Verification Techniques

1) Simulation based Verification: Simulation-based verification for RTL (Register Transfer Level) sign-off is a
critical process in digital design and verification. RTL refers to the level of abstraction in electronic design where
the behavior and functionality of the circuit are described in terms of registers and data transfers between them.
The purpose of RTL sign- off is to ensure that the RTL design meets all the specified requirements, adheres to the
desired functionality, and is free from errors or bugs before proceeding to the next stage of the design flow. This
method of verification for RTL sign- off involves using simulation techniques to thoroughly test and validate the
RTL design. It aims to verify that the design behaves correctly, produces the expected outputs, and operates within
the specified constraints and timing requirements.

2) Formal Verification: Formal verification uses mathematical techniques to prove or disprove specific properties
of the RTL block. It involves creating formal properties and using tools like model checking or theorem proving
to analyze the design and verify properties like safety, liveness, and functional correctness. Formal verification
provides exhaustive and conclusive results, but it can be computationally expensive for complex designs. Formal
verification for RTL sign-off offers several advantages over simulation-based techniques. It provides exhaustive
analysis and guarantees complete coverage of the design space, eliminating the risk of undetected bugs or corner
cases. It can detect deep corner-case errors that may be missed by simulation, and it offers a higher level of
confidence in the correctness and reliability of the design.

Il. RECENT WORKS

In the paper” A Holistic Approach to CPU Verification using Formal Techniques” [1] Rajakumar et al. discussed
about divide and conquer Formal based CPU verification approach to effectively verify the complex CPU. The
verification time required for this type of verification is less when compared to the simulation-based debug. Formal
verification allows module level verification and covers all the corner case scenarios. They have witnessed 50
percent deduction in verification effort.

In the paper” An Efficient Formal Verification Method in 1/O Multiplexing Module Based on VC Formal CC” [2]
L., Hu et al. in the SOC level verification the time taken for verification and Return of Investment (ROI) plays an
important role. Using simulation, we need to generate more test cases to hit the features. They have discussed
about static formal method to verify the input/output level multiplexing at the SOC level. The engineer work is
mainly focused on extraction of the CSV from the design specification.

In the paper” Closing the Verification Gap with Static Sign-off” [3] Ashar et al, they have discussed about the
complexity that lies in verifying the complex SOCs. We need to select effective SOCs suitable for the sign off
using Formal verification. 100 percent correctness of the design must be delivered by the verification strategy.

In the paper”. Application Research of Formal Verification in Aerospace FPGA” [4] Liu, et al, they have discussed
about the FPGA feature verification. To ensure safety and high reliability for the functions like face recognition
and signal processing, formal verification technology became more popular. They have discussed about the
challenges they have faced during the formal verification. one of the challenges was the exhaustiveness of the

543



formal, where the tool drives the values which are not suitable by the design. Effective constrains and black boxing
is must for the invalid bugs reported.

I1l. METHODOLOGY

A. Simulation based Verification

The Simulation based verification flow that is followed is mentioned in the below flow chart Figure 1.

When the design is to be verified using the simulation-based verification, first step is to understand the
specification and design. The next step is to extract the features from the design. This verification method depends
on creating the test bench and UVM architecture. Once the extraction of features is completed, test bench
architecture is needed to be developed, test cases and generate random sequences are needed to be created to verify
the features mentioned in the vPlan. This type of verification depends on the depth first approach. The test case
which is written may or may not hit the bug present in the design as it is constraint random simulation. This kind
of verification is best suitable for the IP level verification.

This kind of verification takes most of the time in creating the test bench architecture. The debug is easier because
the wave forms and logs will be present to verify the flow, while as in Formal the debugging is hard as there is no
waveform generated. Only the counter example waveform can be generated. After the test cases creation and
debugging the next step is to check the functional coverage of the DUT. If there are any gaps in the Functional
verification, we need to write more sequences or test cases to prove those features. The main target is to hit all the
features mentioned in the verification plan. The next step is to focus on the Code Coverage. Once the FC and CC
reaches to the decent percentage the DUT is ready to be signed off.

Implementation

l

Verification Plan

l

Formal Environment Setup

l

Cover points or Helper covers

|

Auxiliary Coding

|
Assertions

l

Sanity Check and Testina

l

Code Coverage Analysis

|
RTL Sian Off

Fig. 2: Formal Verification Flow

B. Formal Verification

Formal verification techniques rely on formal methods, which are based on logic, automata theory, and
mathematical reasoning. These techniques provide a formal framework for verifying the correctness of a design
by exhaustively exploring its state space and checking whether the specified proper- ties hold under all possible
scenarios.In formal verification, properties are formally specified to capture the behavior and requirements of the
design. These properties can include safety properties (e.g., absence of certain errors), liveness properties (e.g.,
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eventual occurrence of specific events), and temporal properties (e.g., timing constraints). Formal Verification
checks for all the combinations of inputs.

The Formal verification flow which we have followed is mentioned in the flow chart Figure 2.

1)Implementation Specification: The implementation specification of the module is must for the formal
verification. The designer need to provide the whole information about the Design Under Testing (DUT). This
document gives a clear idea about the inputs and output behaviour of the DUT and should also give some basic
functional diagrams of the DUT.

2)Verification Plan: The Verification Plan is the most important step of formal verification as all the features of
the DUT need to be captured in this Verification Plan(vPlan). This mainly contains features and helper covers.
3)Formal Environment Setup: In this stage after the vPlan creation, formal environment is to be created. The top
file and checker file for the formal should be created and bind it with the DUT. The checker module contains the
model, constraints and assertions. In the initial stage constrains or the assume properties are important as these
help in constraining the behaviour of the DUT. Since the tool checks for 2n combinations, constraints help in
sending valid inputs to the DUT. The reset assertion is added to ensure that there wont be any false positives due
to reset condition.

4)Cover points or Helper Covers: At the initial stages of the verification we can take the help of the cover properties
to verify the straight forward scenarios. These covers help in determining over constraints, false positives and
vacuous pass. These help in tuning the model at the early stages and at the final stages. using some helper covers
we can ensure that all corner case scenarios are being hit. These also help in determining over constrains in the
environment.

5)Auxiliary Coding: When we are dealing with some com- plex designs the complex logic cannot be directly
checked in the form of assertions. We need to model the DUT behavior such that the complexity that lies in the
assertions can be reduced. As debugging is harder in Formal Environment we can use as many flags as possible
which help in debugging the properties.

6)Assertions: These are the key properties that exhaustively checks the design. If any property fails, then a counter
example is generated, and it is needed to be debugged. The assertion properties are written based on the features
extracted in the vPaln.

7)Sanity Checking and Debugging: Once all the assertions are written we need to run the tool and check for
correctness of the assertions. Once all the assertions are passed, we check for the coverage analysis.

8)Code Coverage Analysis: In this stage we check the toggle expression and block coverage, and we need to make
sure that we reach 100 percent coverage. If we have any gaps in the coverage more assertions need to be written
to cover those scenarios.

9)RTL Sign off: The major goal of formal verification is to verify the DUT with no corner cases being uncovered.
Since Formal uses breadth first approach there is no chance of the bug to escape. Once the code coverage is 100
percent and all the properties are proven, the DUT is ready to be signed off.

IV. CASE STUDY: RECEIVER TRAINING SEQUENCE OF UsB 3.2 CONTROLLER

In USB 3.2 we have selected receiver training sequence module in the RX Path. This module is responsible for the
link configuration and training. The training sequences received by this DUT will be tracked and based on the
required count the LTSSM transition takes place. Additionally, the RX TS module also tracks the polarity
inversion.

data_in ts_count
Receiver

ctrl_in Training ts_received

valid_in Sequence polarity

Fig. 3: Design under Verification

Calculation for the total number of combinations:

o  Number of operational modes = 2 (GEN1, GEN2)

Number of ordered sets = 3 (TS1, TS2, SYNC OS)

Number of symbols for an OS = 16 and number of combinations = 216

Number of consecutive and identical OS required = 8 and number of combinations = 28
Number of alignments = 4
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e Total number of combinations =2 * 3 * 216 * 28 * 4
This makes it improbable to cover all the possible scenarios in the simulation-based verification. Using formal the
toolconsiders for all these combinations and hence exhaustive in nature.

A. vPlan

4 [ Formal Verification Blocks
4 0 1 Rx_TS Block

b O 1.1 Polarity check

} O 1.2 Features GEN1 and GEN2

} O 1.3 ASF Features

} O 1.4 Negative Checks GEN1 and GEN2

» O 1.5 GEN1 Helper Covers

} O 1.6 GEN2 Helper Covers

} O 1.7 Effectwithout cause checks

4 O 1.8 GEN2 checks
'@ 1.8.1 When Sync 0S inserted betweenconsecutive T51's the count will be incremented if rxtscnt is not saturated
!® 1.8.2 When Sync OS inserted betweenconsecutive T52's the count will be incremented if rxtscnt is not saturated

!®@ 1.8.3 When inverted sync is received the count should be zero
Fig. 4: vPlan Hierarchy

In the vPlan all the features are extracted. The features are extracted based on the functionalities of the DUT
mentioned in the USB3.2 specification as well as the Implementation document. Each functionality can be
described in three different features. The strength of Formal verification lies in the extraction of all the features of
the DUT.

1) Positive Check: Positive check will check for” When there is a Cause effect should occur”.[6]

Example: When DUT has received consecutive and identical TS1/TS2 OS, the count should be incremented.

2) Negative Check: These checks will check for” When there is no cause, effect should not be present”

Example: When DUT has not received a normal TS1/TS2 OS, DUT should not detect it.

3) Effect Without Cause Check: These checks will check for” When the effect is present, the cause should have
hap- pened.”

Example: When the count is incremented, the DUT should have received consecutive and identical TS1/TS2 OS.

B. Auxiliary Logic

Tracking the Training Sequences is the main task of this module. We have two different modes and three types of
training sequences TS1, TS2 and SYNC OS. When we try to track these sequences directly in the form of assertion
properties, the complexity needed to keep in the assertions will be increased. To reduce this we have modelled the
behaviour of the RTL in the checker module. Using the flags we can test the behaviour of the DUT. This reduces
the load on the formal verification tool. In this analysis we have used Cadence Jasper FPV app.

V. RESULTS

The DUT was tested using both the verification strategies. Figure 6 shows the summary of the test run using formal
verification. Total assertions written were 45 and all are passed and all the cover properties are covered.

SUMMARY

Properties Considered : 173
assertions :
- proven
- bounded_proven (user)
- bounded_proven (auto)
- marked_proven
- cex
- ar_cex
- undetermined
- unknown
- error
covers
- unreachable :
- bounded_unreachable (user):
- covered t
- ar_covered
- undetermined

bbb
v

o
]

8] 3]
—— ) e )

e
]

COHOOFOORO0O0000

9998 993983889,
8888 28898338¢

Fig. 5: Formal Run Summary
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A. Corner Case bugs
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Fig. 6: Bug Scenario 1

1) Bug Scenario 1: When the DUT is in HOT reset states and received consecutive and identical TS1/TS2 the
count should be incremented. When the count is sampled to 2, then it should hold the value until LTSSM changes.
In the figure 6 we can see that in clock 14, the count is saturated (count = 2) and the LTSSM is in HOT RESET
state, but the count is being reset in clock 15. These kind of corner cases will be easily hit in the formal as all the
combinations of input signals will be tested. This scenario was hit for the assertion property mentioned below.
AST tsx 2 plus ts2 hold : assert property ( disable iff (!datavalid 2 0s) hot reset state ##1 rxtscnt == 4’d2 && Itssm
stable == rxtscnt ==4’d2);
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Fig. 7: Bug Scenario 2

2) Bug Scenario 2: When there is any gap in between the TS1/TS2 the consecutiveness should be broken, and the
count should be reset to zero. But as shown in the counter example figure 7, in the 12th cycle even if the rx valid
signal is de asserted, the count is being incremented in the next cycle.

B. Back Annotated vPlan

Name Mapped Elements Assertion Farmal Proved Formal Covered
4 [ Formal Verification Blocks 47 60/60(100%)
40 1 RTSBlock 47 60/60 (100%)
» 8 1.1 Polarity check 4 414(100%)
» O 1.2 Features GEN! and GEN2 15 15/15(100%)
» B 1.3 ASFFeatures 3
} O 1.4 Negative Checks GEN1 and GEN2 17
» O 1.5 GENI Helper Covers 0 7/7(100%)
» O 1.6 GEN2 Helper Covers 0 6/6(100%)
» O 1.7 Effect without cause checks 5 5/5(100%)
» O 1.8 GEN2 checks 3 3/3(100%)

Fig. 8: Back Annotated vPlan and Formal Covered

In the back annotated vPlan all the assertions and cover properties are mapped to the verification plan. When the
regression is run, we get the result as shown in the Figure 9. This helps in analyzing the vPlan and if any of the
feature is not covered we can add more properties for the particular feature. When the mapping and functional
coverage reaches 100%, code coverage can be analysed.

C. Code Coverage Analysis

Both of the verification methods gave decent code coverage, but formal allowed us to attain 100 % code coverage.
Few of the negative scenarios were not hit in the Simulation based verification. For some scenarios the number of
random test cases required will be more and may consume lot of time to hit the remaining cover items.
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TABLE l1: CODE COVERAGE ANALYSIS

Verification Strategy | Overall (%) | Block Expression| Toggle
(%) (%)
Simulation based 98.44 93.1 89.24 99.39

Formal 100 100 100 100

V1. CONCLUSION

The Formal verification and Simulation-based verification techniques have their own strengths and limitations.
The Formal verification strategy can exhaustively verify the DUT covering all the corner scenarios. Once signed
off using Formal, it is not required to sign off the DUT using any other verification methods. When the complexity
of the DUT increases or verifying DUT at the IP level, the formal takes more time to converge. So in IP level
simulation based verification with test bench architecture will be the best possible strategy. It is recommended to
employ a combination of formal verification and simulation-based verification to achieve a comprehensive result.
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