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Abstract—Processor life-time reliability is an important concern in today’s high end embedded
devices that are being designed with high performance multi-core processors. These processing
cores are manufactured with high level of integration for meeting the high functionality per
unit area demands of the applications. The lifetime reliability of such densely integrated
processor cores is significantly affected by thermal stress as temperature cycles can cause
failure of the cores. The damages that are caused by the cycles in the temperature accumulates
over time. These thermal cycles are highly dependent on the characteristics of the workload
that are being executed by the processing cores. This work proposes a K-Nearest Neighbor
(KNN) based machine learning approach for the estimation of the temperature of the processor
cores due to thermal cycling by analyzing the workload characteristics. This work also proposes
a scheduling scheme to improve the lifetime reliability of the processing cores by appropriately
allocating the workload to the cores in a multicore system. Using the experimental results, we
show that the proposed methodology is accurate and suitable to implement in real-time
applications.

Index Terms— lifetime reliability, multi core processor reliability, thermal cycling, KNN
machine learning model.

|. INTRODUCTION

Modern embedded systems applications such as autonomous driver assistance systems, 5G communication
systems, spacecrafts and submarine systems demand high performance processing of the applications. The
increased performance requirements, miniaturization and functionality in these modern embedded systems
necessitate the use of multi-core processors in their design [1]. The reliability requirements of the multi-core
systems become more essential as these highly integrated circuits are subjected to operate at elevated
temperatures. The variety of workloads that are processed by different cores in these multicore systems leads to
thermal stress and deteriorate the system reliability. The ageing effects due to thermal cycles accumulate over
time and can eventually lead to the system failure. Despite the importance of thermal cycles on the life-time
reliability, most schedulers will try to trade-off between the performance and energy consumption of the
application execution regardless of their adverse effect on the reliability of the processor cores [2],[3].

In this paper, we present a thermal cycle aware workload assignment to the cores considering the life-time
reliability requirement of the processing core and the performance requirement of the application. The proposed

Grenze ID: 01.GIJET.8.2.516
© Grenze Scientific Society, 2022



KNN based machine learning model can estimate the thermal profile of the major power consuming logical units
of the multi-core processor for the given workload. Based on the estimated thermal profile, scheduler can
compute the mean time to failure (MTTF) due to thermal cycles. Based on the estimated MTTF and the life-time
reliability budget, the scheduler can assign the workload to an appropriate core and decide the frequency of
operation, such that the life-time reliability requirements are met. The scheduler may decide to operate the core
at a lower operating speed, if demanded with a high reliability budget, with a graceful degradation of the
application performance.

1. RELATED WORK

Many studies have reported that thermal cycling is an important ageing mechanism and affects system reliability
of multi-core systems as it can cause fatigue failures. [4],[5]. The thermo-mechanical stress caused due to the
expansion coefficient mismatch between the layers leads to several failure mechanisms such as broken bond
wire, solder fatigue, dielectric film voids and broken die [6]. The increased power densities due to the high
temperature of operation and the effect of scaling has a negative impact on the long-term reliability of the
processor cores. An attempt to quantify the impact of scaling on the processor lifetime reliability due to various
intrinsic effects including thermal cycling is reported in [7].

The conventional power management techniques frequently turn on and off the processor cores, which causes
the thermal cycles to increase [8]. Conventional workload assignment in multicore systems without considering
the thermal characteristics of the workload can accelerate various ageing mechanisms and reduce the processor
lifetime reliability. In order to effectively manage the thermal characteristics and to improve the lifetime
reliability, autonomous mechanisms are required to analyze the thermal profiles of the workloads and to take
appropriate control action at runtime. A runtime approach which uses reinforcement learning to select workload
specific control action for improving the average temperature and thermal cycling by overriding the operating
systems native thread allocation decisions is proposed in [9]. A thermal-aware scheduling scheme for mixed-
criticality systems that integrate applications of different levels of criticality into the same platform is reported in
[10].

Chip-wide thermal profile of multicore processing systems can be effectively controlled with optimized
workload assignment to the processing elements. Workload mapping based on local optimizations such as to
minimize the number of hops between communicating tasks, can cause the formation of hotspot zones and the
underutilization of the processing elements. A runtime mapping heuristic to minimize the occurrence of hotspots
by distributing the application workload in a uniform way to the processing elements is reported in [11].
Efficient thermal estimation techniques are required to effectively deploy runtime control strategies for the
temperature management in processing systems. One way to implement an efficient thermal estimation
technique is to predict the thermal characteristics of the workload when it gets executed in a processing element.
A generic method to derive an analytical model for the estimation of temperature in real time for System on
Programmable Chips (SoPCs) is reported in [12].

The above review shows that real time thermal estimation and processor adaptation techniques are pressing
research topics for the effective thermal management of multi core processors. However not many research
publications are seen which utilizes machine learning approaches for the estimation of the thermal profile of the
processing cores based on the thermal characteristics of the workload and taking real-time control action to meet
the processor lifetime requirements. In this work we propose a machine learning approach for the prediction of
the thermal characteristics of the workloads when gets executed in a processor core with defined configurations.
Using the predicted thermal characteristics, lifetime reliability of the processor cores is estimated. We also
propose a control algorithm to take necessary control action for meeting the reliability budgets of the processor
cores. The problem statement is described in the next section.

I1l. PROBLEM STATEMENT

Thermal cycling is the process of frequent heating and cooling, when workloads with different thermal
characteristics get executed in the processor cores [7]. It is also due to the frequent turning on and off of the
processor cores in a multicore processor when runtime power control mechanism is implemented. The turbo
modes of operation in modern processors can increase the severity of thermal cycles as these processors can have
higher local temperature swing. Thermal cycling if left unattended will degrade the processor’s packaging
characteristics and reduce the useful lifetime of operation.
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1V. SOLUTION APPROACH AND METHODOLOGY

This work proposes a KNN based machine learning methodology to predict the thermal profile of the various
processing elements (PEs) for the workloads to be executed in the available processor cores in a multicore
processing system. The thermal profile of the processing elements is predicted for the ready tasks in each
scheduling interval, and using the predicted temperature, the effect of aging due to thermal cycling is computed.
The scheduler then decides the feasible operating frequency of the processor cores, based on the workload
performance requirement and the lifetime reliability budget.

Differences in the coefficients of thermal expansion (CTE) between the different materials in integrated circuits
introduces thermally induced stresses and strains due to thermal cycles. Aging effects accumulate every time
when there is a thermal cycle and reduce the lifetime reliability of the processor. CTE mismatches are
predominant in the 1° and 2" level of interconnects in the integrated circuits where the first level of interconnect
is in between the die and substrate and the second level connects substrate to the printed circuit board. Thermal
cycles in integrated circuits can be broadly classified into two types, one that happens at low frequency called
large thermal cycles and the second type occurs at high frequency, called small thermal cycles. Large thermal
cycles in multicore systems are due to the powering up and down of the processor cores based on the workload
assignment or when the cores operate in low power or stand-by mode. Large thermal cycles are mainly due to
context switching in application execution. In this work we focus on the reliability impact of large thermal cycles
due to scheduling of workloads in a multicore processing system. Coffin-Manson equation is used to model large
thermal cycles and is represented in equationl [13].

Ny = Go(AT)™ ()

where N represents the number of cycles to failure, Cy and q are empirically determined constants, and AT is the
thermal cycle temperature range. The value of the constant C, depends on the type of the material and q is
known as the Coffin-Manson exponent.

Based on equation 1, the mean time to failure due to thermal cycling (MTTF+c) can be defined as in equation 2.
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where T is the average temperature of the structure and Tampient IS the ambient temperature. The proportionality
constant in equation 2 also factors in the frequency of thermal cycling and is assumed to be constant in this work
as the workload assignment by the scheduler is done in fixed intervals. Hence T - Tampien: depicts the modelled
thermal cycle.

In this work a fine-grained approach for the estimation of the temperature of the major power consuming PEs of
the core is proposed. With the estimated thermal profile, it is possible to predict the contribution of aging and the
associated lifetime reliability of the major power consuming PEs of the processor core. We assume a Sum-of-
Failure-Rates (SOFR) model where the processor is considered to be a series failure system, and the first-time
failure of any of the PE will cause the processor to fail.

For the development of the machine learning models for thermal prediction, we use different categories of the
representative embedded applications in the MiBench suite [14]. The bench mark suite has tasks representing
multiple embedded application areas such as industrial control, consumer devices, office automation,
networking, security, and telecommunications. Tasks belonging to the consumer, network and security
application areas are used in this work for developing the machine learning models for the estimation of
temperature. JPEG encode and JPEG decode are selected from the consumer category and focus primarily on
multimedia applications. Products belonging to consumer electronics category such as digital cameras, scanners
etc. find the implementation of the JPEG encode and decode algorithms. The Dijkstra task implement logic for
finding the shortest path in a graph and belong to the network category of applications. Switches and routers are
two examples of the products belonging to the network category. Secure Hash Algorithm (SHA) is used in many
ecommerce related applications and belong to the security category. SHA algorithm is often used in secure
exchange of crypto-graphic keys and for generating digital signatures.

Execution characteristics of the mentioned benchmark applications are to be analyzed for estimating the dynamic
power consumption values of the various processing elements (PEs) of the multi core processor. Using the
estimated dynamic power consumption values, thermal estimation of the PEs is carried out. Gemb5 is the
simulation framework used for the estimation of the execution characteristics of the workloads [15]. Gemb
simulator is a configurable modular framework and is possible to simulate one or more computer system
architectures in various ways. The architectures supported by Gem5 include ARM, ALPHA, MIPS and x86.

MTTFy¢ o (= !
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Syscall emulation (SE) mode of gem5 is used in this work to simulate the workload execution of processing
cores. Since modeling the operating system is beyond the scope of this research work, and need to emulate only
Linux system calls for analyzing the execution characteristics of the workload, syscall emulation mode of gem5
is selected. The characteristics of the workload analyzed using SE mode are i) number of CPU cycles ii) the
number of integer instructions executed iii) the number of float instructions executed iv) the number of
load/store instructions executed v) the number of integer/float register reads/writes vi) the number of data cache
read/write hits and misses and vii) the number of instruction cache read/write hits and misses. The set of
characteristics mentioned above are found to have a significant effect on the dynamic power consumption of the
various processing elements of the core for the selected benchmark applications.

The execution characteristics of the workloads are fed as input to the tool McPAT, for estimating the dynamic
power consumption of the various PEs of the cores. MCPAT (Multicore Power, Area, and Timing) is a power
modeling framework and can be used for the dynamic power consumption of the PEs in multi-threaded and
multicore processors [16]. Microarchitectural parameters of the processing cores along with the dynamic activity
statistics of the workloads are fed using an XML-based interface to McPAT. The dynamic power consumption of
the PEs: integer ALU (int_ALU), integer Reg (int_Reg), Floating Point Register (FP_Reg), Floating Point Unit
(FPU), Load/Store Queue (LDSTQ), Data Translation Lookaside Buffer (DTLB), and Instruction Translation
Lookaside Buffer (ITLB) are analyzed using McPAT. The dynamic power consumption values are used to
estimate the corresponding thermal profile of the PEs.

Thermal profile of the PEs is estimated using the widely used temperature modeling framework HotSpot [17].
The micro architectural blocks of the processing cores can be represented by an equivalent circuit of thermal
resistances and capacitances. Dynamic power values of the PEs computed using McPAT along with the essential
aspects of the thermal package of the processor is fed to HotSpot for thermal estimation. Workload
characteristics that have higher influence on the power consumption of the PEs are analyzed using McPAT. Such
workload characteristics of the representative embedded applications mentioned above and the corresponding
thermal profile of the PEs are used as the training data set for the development of the machine learning model.
We propose the use of KNN regression methodology for the development of the machine learning model. The
regressor used is ‘sklearn.neighbors.KNeighborsRegressor’, and is available in a free Python library called
Scikit-learn [18]. Using KNN regression methodology, the temperature of a PE is predicted by local
interpolation of the temperatures of the nearest neighbors in the training set. Multiple instances of the workloads
are derived by varying the computational load of the applications available in the MiBench suite and the
execution characteristics of such workloads are used as the training data set. The set of workloads used for the
model development can be represented as a matrix W of dimension n x m, where each row of the matrix
represents m instances of a workload belonging to an application category and is derived by varying the
computational load of the application. Each column of the matrix represents the workloads assigned to n number
of processing cores in a particular scheduling interval.
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With the developed thermal model, steady state temperature of a core can be predicted when a task gets executed
in the core. The thermal model can be used to implement runtime control mechanisms for improving the lifetime
reliability of the processing cores. Scheduler can use the temperature model to predict the thermal profile of the
available processing cores for the ready tasks. Based on the estimated thermal profile, and the performance
requirement of the applications, scheduler can decide the appropriate operating frequency of the cores for
meeting the lifetime reliability budget.

The constant failure rate of an integrated circuit can be represented using failures in time (FIT). The relationship
between FIT and MTTF is defined as in equation 4.

9
MTTF =L ()
FIT

By referring to the data available for the present generation of Texas Instruments industrial-grade integrated
devices [19], we consider a processor MTTF of 10 years when operating at a junction temperature T, of 105 °C.
The FIT value corresponding to this MTTF is approximately 11500. We consider five important intrinsic failure
mechanisms Electromigration (EM), Stress Migration (SM), Time-Dependent Dielectric Breakdown (TDDB),
Thermal Cycling (TC), and Negative Bias Temperature Instability (NBTI) and assume that the total FITs are
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equally divided among these failures. With the predicted steady state temperature and the estimated MTTF,
scheduler is able to compute the frequency of operation of a core for meeting the reliability budget.

The developed thermal model is able to predict the steady state temperature of the PEs of the cores operating at
predefined discrete set of frequencies. Since it is required to have a finer estimation of frequency values for the
better control of ageing, an interpolator can be used to compute the required frequency of operation from the
discrete set of frequencies estimated by the scheduler. The cubic spline in scipy.interpolate is used to find the
interpolated frequency value for the operation of the core. Block level representation of the runtime control
logic for improving the lifetime reliability of a processor core is represented in Fig. 1.

Scheduler
Analyze workload characteristics ||::> Core 1

Analyse performance requiremnts
of the workloads

Workload G} | | Service Queue ED Estimate thermal profile of the E> Core 2
feasible cores

Mapping of the workloads to
feasible set of cores

Set the operating frequency of the
cores based on the performance |:>
requirement and reliability budget

Coren

Figure 1. Blockdiagram of the runtime control logic

V. RESULTS AND DISCUSSION

In this first part of the results section, we compare the performance of the proposed thermal prediction model.
The proposed KNN model for thermal prediction is developed by training the model with the dataset derived
from the categories of the embedded applications: consumer, network and security from the MiBench suite. The
tasks JPEG encode/decode, Dijkstra, and Secure Hash Algorithm (SHA), with new set of workloads and
belonging to the consumer, network, and data security applications respectively are used to validate the thermal
prediction models. We follow a fine-grained approach for thermal estimation, where the steady state temperature
of the logical units: integer ALU (int_ALU), integer Reg (int_Reg), Floating Point Register (FP_Reg), Floating
Point Unit (FPU), Load/Store Queue (LDSTQ), Instruction Translation Lookaside Buffer ITLB and Data
Translation Lookaside Buffer (DTLB), which are having significant dynamic power consumption, are estimated
using the developed thermal prediction model. Fig. 2 compares the steady state temperature values of the PEs
estimated using prediction model with that estimated using HotSpot tool for the task cjpeg executing on a core
with an operating frequency of 2.4 GHz. Percentage error in the prediction of steady state temperature is shown
in Fig. 3.
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Figure 2. SSTs of PEs for the task cjpeg Figure 3. Percentage error in the estimation of SSTs of the Pes

Thermal prediction model is validated by comparing the predicted temperature values of the PEs of the core
with that estimated using the tool HotSpot. Fig. 4 compares the predicted temperature values of the PE,
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int_ALU, with the values estimated using HotSpot for different tasks, when the core is operating at a frequency
of 2.4 GHz. Percentage error in the prediction of steady state temperature of int_ALU is shown in Fig. 5.
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Figure 4. SSTs of int_ALU for different tasks Figure 5. Percentage error in the estimation of ~ SSTs of int_ ALU

for different tasks

In this second part of the results section, we demonstrate how the developed thermal prediction model is helpful
in implementing the runtime control mechanisms for meeting the lifetime reliability requirements with the
scheduler. For ready tasks, the scheduler with the estimated thermal values, compute MTTF due to thermal
cycling of the cores corresponding to the required performance level of the task. If the estimated MTTF is above
the lifetime reliability budget of the core, scheduler will compute the operating frequency closer to the required
frequency of operation. 1-D and Spline are the two interpolation schemes adopted in this work for the finer
estimation of the operating frequency of the core. Fig. 6 shows the MTTF frequency tradeoff of the major power
consuming PEs of a core, executing the task SHA, when the temperature computations are based on the tool
HotSpot. Fig. 7 shows the corresponding MTTF frequency tradeoff, when the thermal estimation of the PEs is
done with the proposed KNN regression model and the finer estimation of the frequency is done with 1-D
interpolation. Fig. 8 represents the MTTF frequency tradeoff when Spline interpolation is adopted. Accuracy of
the proposed lifetime reliability scheme is validated by calculating the percentage error in the estimation of
MTTF due to thermal cycling. Fig. 9 and Fig. 10 shows the percentage error in the estimation of MTTF of PEs
for different frequencies of operation with 1-D and Spline interpolation schemes respectively.
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Figure 6. MTTF-Frequency tradeoff (actual) of the PEs Figure 7. MTTF-Frequency tradeoff of the PEs estimated using the
proposed KNN with 1-D interpolation scheme
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Figure 8. MTTF-Frequency tradeoff (KNN with Spline) of the PEs Figure 9. Percentage error in the estimation of MTTF when KNN
regression with 1D interpolation is used
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Figure 10. Percentage error in the estimation of MTTF when KNN regression with Spline interpolation is used

V1. CONCLUSION AND FUTURE SCOPE

In this research work we have proposed a KNN regression based thermal estimation methodology suitable for
the implementation at runtime. The methodology is suitable for computing systems running embedded
applications where the workloads are having predictable execution behavior. Accuracy of the thermal models are
evaluated and the percentage error in the estimation is observed to be less than +/- 0.5 and usually less than +/-
0.2 percentage. This work also proposes a control mechanism to adapt the operating frequency at runtime to
ensure the processing core meeting the lifetime reliability requirement. Two interpolation schemes: 1-D and
Spline are adopted as options for the finer estimation of the operating frequency of a processor core.

The proposed scheme is extendable as it is possible to include the effects of other prominent intrinsic effects
affecting the lifetime reliability of the processing cores. It is also possible to improve the accuracy of estimation
by incorporating necessary feedback to the prediction and control algorithms. The data from on-chip thermal
sensors can be used periodically for improving the accuracy of the thermal prediction algorithm. The
methodology is also helpful for the faster validation of computing platforms which helps embedded system
designers quickly validate and select the suitability of a particular multicore computing system for implementing
embedded applications.
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