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Abstract—E-mail is one of the most important modern official means of communication with
high reliability, and this is the reason for its widespread and wide popularity. However, this
does not make it safe from threats and attacks. The major threat to email is spamming and
phishing, which cause a lot of financial losses to the victims. In this paper, we have described a
filter based on analyzing the email header elements and its characteristics, extracting the most
important features, and testing it on many rules and conditions that can detect and block
phishing email messages. This filter is tested on five standard datasets containing spam and
phishing emails using header information only and has achieved an overall average accuracy of
about 96.31 percent.

Index Terms— Email header, features extraction, Phishing emails, Black-lists, White-lists.

|. INTRODUCTION

Email is the most important and best way to communicate between companies, institutions, and offices, despite
the wide spread of modern means of communication such as social media and others, due to its ease of use,
strength of protection, and reliability. But it is not without some problems and defects that threaten protection,
and the most prominent of these threats is phishing attack, which is the fraudulent act of pretending to be a
reliable entity in a communication in order to obtain confidential user information (such as usernames,
passwords, bank account information, or credit card information) and other information [1]. Due to the increase
in phishing attacks and the significant financial losses it causes to individuals and companies, much research has
appeared to study and block email phishing attacks.

In this paper, we have analyzed the elements of the email header and its various properties to create rules and
conditions that can classify an email message as phishing email or non-phishing email. The email, like normal
postal mail, contains two parts header part and body part. Fig. 1 shows the header elements in the email message.

Internet headers:  From nobody Sun Jan 25 13:47:53 2015 A
Return-Path: <aw-confirm@ebay.com>
¥-Original-To: username@domain.com
Delivered-To: username@domain.com
Received: from 81.18.87.130 (unknown [81.18.87.190])
by spanky.domain.com (Postfix) with SMTP id CCC115378FC
for <username@domain.com>; Sat, 27 Nov 2004 15:33:24 -0500 (EST) ¥
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Internet headers:  Message-ID: <20050225163843.C0830C34C8854834@paypal.com> A
From:service@paypal.com
To: usernamei@domain.com
Subject:Sulaiman
Reply-Ta:service@paypal.com
Date: 25 Feb 2005 16:38:43 -0500
MIME-Version: 1.0 v

Figure 1. Message Headers in the E-mail

The header: represents an envelope of the E-mail containing information like the sender's and receiver's email
addresses, email subject, message journey information across the various servers, cc, bcc, etc [2]. It consists of
following fields such as:

i From: contains Email sender information like name and email address of the sender.

il To: contains the email address(es) of the receiver(s) of the email, which may be delivered to a single
recipient or several recipients. It's a mandatory field. The message has to have at least one recipient's
address.

iii.  Subject: contains information about message content.

iv. Received: contains information about the message journey, which involves details of mail transmission
servers which it has travelled. It can be used to track the message's path.

V. Reply-To: includes an email address that is immediately inserted in the "To" field when the user replies
to the email message.

vi. Return-Path: includes the sender's details, like their email and a link to reply to them. It is added by the
server that delivers the message to the recipients.
Vil. Message ID: It is a special identifier that is given to each message by the host when the message is

created. divided into two parts, local and domain, which are separated by an at-sign and enclosed in
angle brackets. "<" local-part "@" domain-part ">" [3].
The email has another part called Body which contains the content to be read by the recipient; it could be text, an
image, an attachment, or both [4]. The phishers or spammers used to modify these headers information by doing
forgery. Thus, changes in these fields are important features.

Il. RELATED WORK

Tianda Yang, Kai Qian, Dan Chia-Tien Lo, K. Al Nasr and Ying Qian (2015) Combines different filtering
techniques. In hard cases, email header meta features can be used to correctly classify spam. In his experiments,
a Naive Bayes filter incorporates these meta features [5].

Ankit Kumar Jain & B. B. Gupta (2016) proposed approach for phishing web pages detection by checking the
legitimacy of a webpage not in a whitelist using hyperlink features. Also, this approach detects various types of
phishing attacks, like DNS poisoning, zero-hour attacks, etc [6].

D. Kaur and S. Kalra (2016) developed hybrid methods to detect phishing attacks by using whitelists with
another technique to check and classify URLSs as phishing or non-phishing [7].

Ghogare, Pramod, Surwade, Ajay and Patil, Manoj (2018) devised an approach for spam classification using
feature selection and extracting sender email from the message header and used it for classification [8].

Omar Abahussain & Yousef Harrath (2019) have checked incoming mail and examined the email name and
email address in the From field, as well as searching for URLS in the email content, extracting the domain name,
and comparing it with known domain addresses on the blacklist [9].

T. Krause, R. Uetz and T. Kretschmann (2019) presented a new approach based on meta data for spam
classification using a static set of engineered features with automatically extracted features from header data
only, without analyzing an email’s body [10].

Thashina Sultana, K. A. Sapnaz, Fathima Sana, and Mrs. Jamedar Najath (2020) proposed a model for detecting
spam email and adding the IP address of the spam sender to the blacklist [11].

Anchit Bijalwan (2020) suggested the blacklists method for network traffic to filter infected packets. This
technique is used to detect malware and botnets. He has described packet filtering procedure; all suspicious IP
addresses are classified as blacklisted [12].

Kulkarni, Priti, Saini, Jatinderkumar, and Acharya, Haridas (2020) Investigated the header attributes of emails
using five different feature selection techniques and five different machine learning classifiers [13].
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Ajay U. Surwade (2020) developed Origin based Filter which blocks phishing e-mail by extracting header part
information of e-mails using Blacklist approach [14].

Youness Mourtaji, Mohammed Bouhorma, Daniyal Alghazzawi, Ghadah Aldabbagh, and Abdullah Alghamdi
(2021) developed a solution based on a hybrid rule-based approach that extracts features from six different
methods, including the blacklisting method, which checks the domain name against two antiviruses blacklists
that consider this domain blacklisted [15].

I1l. METHODOLOGY

This work is based on analyzing the important header element to extract important features to design an origin-
based filter that has some rules and conditions, as mentioned in Section-1V, to classify the email as phishing or
non-phishing. The methodology adopted for this origin-based filter (OBF) as shown in Figure-2.

incoming Email

Features
Extraction

Origin based
Filter(OBF)

Non Phishing
Email

White Tist
domain
name

> Phishing Email

Figure 2. Structure of the OBF Filter

The features such as ‘From’, ‘Reply-To’, ‘Return-Path’ and ‘Message-I1D’ as shown in Table-1, are extracted
from the standard datasets such as Enron [16], Public Phishing Corpus [17], SPAM Archive [18],
CSDMC2010_SPAM [19] and Spam Assassin [20].

According to the RFC822 protocol, the message header has been extracted and four standard fields selected for
features extraction as shown in table I

TABLE |. STANDARD HEADER FIELDS WITH EXTRACTED FEATURES

Field Extracted Features Probability Value
From invalid address (wrong or fake mail address) Oorl
Reply-To mismatching domain names between “ReplyTo” and “From” addresses. Oorl
Return-Path mismatching domain names between “Return-Path” and “From” addresses. Oorl
Message-1D invalid address or Oorl
9 mismatching domain names between “Message-1D” and “From” addresses.

The Python code is developed using the rules mentioned in Section-1V. This code is tested with the standard
datasets as mentioned above. This architecture is classifying emails as Phishing or Non-Phishing emails. The
Accuracy of classification has been calculated and reported in Table-1I to VI. The IP addresses or domain names
of classified Phishing emails are extracted and are stored as the Blacklists similarly, the IP addresses or domain
names of classified Non-Phishing emails are extracted and are stored in the Whitelists.

IV. IMPLEMENTATION DETAIL

The following rules and conditions for classification have been set after carrying out the detail analysis of the
standard datasets which are described with necessary description:
a) From field is invalid mail (wrong or fake mail address).
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A regular expression is used to validate the From field with various email address formats.
b) From field and Reply-To field has different domain name.
FROM I=REPLY-TO
c) From field and Return-Path fields has different domain name.
FROM I=RETURN-PATH
d) Reply-To or Return-Path or both is empty.
len(REPLY-TO) == 0 OR len(RETURN-PATH) ==
OR (len(REPLY-TO) == 0 AND RETURN-PATH) == 0)
e) From field and message id has different domain name.
from_domain!= message_id
There is one possible probability value for each condition mentioned above. "0" means "false™ or "1" means
"true.”. The value “1” (ie, ‘true’) classify email as phishing email while, value "0" (ie, ‘false’) classify email as
non-phishing email. The decision-making condition is as given below:
If (FROM !'= RETURN-PATH) or (FROM != REPLY-TO) or (len(REPLY-TO) == 0) or len(RETURN-
PATH) == 0 or (len(REPLY-TO) == 0) AND (RETURN-PATH) == 0) or (from_domain !=
message_id))
Then classify email as Phishing Email and Extract it’s IP addresses or Domain names and
store it as Blacklists.
Else, classify email as Non-Phishing Email and Extract it’s IP addresses or Domain names and store it
as Whitelists.
The results collected during experiments are reported in next sections.

V. RESULT AND DISCUSSION

The Tables-1l to VI represents the results collected after the classifications are reported with the help of
confusion matrix.

TABLE Il. EMAIL CLASSIFICATION IN ENRON DATASET TABLE I11. EMAIL CLASSIFICATION IN PUBLIC PHISHING CORPUS DATASET
Enron Public Phishing Corpus
SPAM Folder Phishing Non Total | Accuracy in %
Folder | Phishing Non Total | Accuracy in % Name Phishing
Name Phishing Phishing 0 398 16 414 96.13
BG 9402 598 10000 94.02 20051114 411 27 438 93.83
GP | 13719 0 13719 100 Phishing2 | 1398 25 1423 98.24
SH 9256 13 9269 99.85 Phishing3 | 2225 54 2279 97.63
TABLE IV. EMAIL CLASSIFICATION IN SPAM ARCHIVE DATASET TABLE V. EMAIL CLASSIFICATION IN CSDMC2010_SPAM DATASET
SPAM Archive CSDMC2010_SPAM
ishi N Total A in % - -
FNoaIrc:]ir Phishing Phisctfi]ng ota ceuracy in o Folder Phishing Non Total Accuracy in %
01/2020 | 2528 115 2643 95.64 Name Phishing
Spam 1315 63 1378 95.42
02/2020 6780 715 7495 90.46

TABLE VI. EMAIL CLASSIFICATION IN SPAM ASSASSIN DATASET

Spam Assassin
Folder Name Phishing Non Total | Accuracy in %
Phishing
20030228_spam 486 14 500 97.20
20030228_spam_2 1360 37 1397 97.30

The results for ‘Spam Archive’ dataset shown in Table-1V, the Folder name ‘02/2020° has minimum accuracy
which is 90.46 %. This folder contains total 7495 spam emails which should have been classified as Phishing
email but, only 6780 have been classified as Phishing and 715 are misclassified as non-Phishing.

250



The results for “‘Public Phishing Corpus’ dataset shown in Table-I11, the Folder name ‘20051114’ contains total
438 phishing emails which should have been classified as Phishing emails but, only 411 have been classified as
Phishing and 27 are misclassified as non-Phishing.

The results for Enron dataset shown in Table-1l, the Folder name ‘BG’ contains total 10000 spam emails which
should be classified as Phishing emails but only 9402 are classified as Phishing while, 598 have been classified
as non-Phishing.

The results for ‘CSDMC2010_SPAM’ dataset shown in Table-V, the Folder name ‘Spam’ contains total 1378
spam emails which should be classified as Phishing emails but only 1315 are classified as Phishing while, 63
have been classified as non-Phishing.

The above mis-classification suggests that, the features extracted from these emails are not sufficient and need
some more features for accurate classification. So, we need to investigate the other features along with existing
features so that accuracy can be improved. In future we are planning to investigate other header features
‘Subject’ field of the email.

V1. CONCLUSIONS AND FUTURE WORK

A phishing e-mail is a real threat to individuals and entities that must be detected and blocked before it reaches
its target. In this paper, a filter has been designed based on the characteristics of some elements of the message
header, extracting the features, and then classifying the message according to the conditions and rules that detect
and block phishing mail. The experiment has been carried out on some standard datasets such as Enron, Public
Phishing Corpus, SPAM Archive, CSDMC2010_SPAM, and Spam Assassin and has achieved 96.31% average
accuracy of classification.

In future, we are planning to increase accuracy by selecting more elements from the header part and
investigating those features which can improve the results in terms of accuracy of classification. We are planning
to concentrate on the ‘Subject’ field of email header part which may help us to increase accuracy of phishing
classification.
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