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Abstract— Intrusion Detection System (IDS) has a vital importance in IoT-based security
solutions, as IoT networks present distinctive issues due to resource limitations and diverse
traffic characteristics. The current paper introduces the design of an IDS model by
implementing the feature classification and mathematically consistent pre-processing
approaches. With the classification of traffic characteristics into four classes, namely basic
connection, content-based, statistical, and traffic volume, together with the relevant pre-
processing procedures, the new framework is capable of improving the learning stability and
minimizing the learning complexity at the IoT gateway. In addition, a feasible MLPNN-based
approach is recommended as the classifier for the proposed solution. While this study is mainly
dedicated to the theoretical design and analysis of the IDS framework, implementation and
empirical investigation will be considered in further research.
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1. INTRODUCTION

The use of IoT is now becoming imperative in creating smart cities, patient monitoring in healthcare systems,
industrial automation, and critical infrastructure systems. While IoT presents many advantages, they are exposed
to various security threats due to heterogeneity of devices, dynamism of traffic, and limited computational
capacity. However, host-based intrusion detection mechanisms are insufficient in offering protection for such
systems, making network-based Intrusion Detection Systems (NIDS) deployed over IoT gateways a feasible
choice [2], [7], [8]. Traditional IDS solutions fall short of performing satisfactorily in the domain of IoT due to
several reasons.

The recent machine-learning based intrusion detection systems have shown encouraging detection results; but
many of them focus on elaborate learning mechanisms (source/destination ports, protocol, duration), where xc
refers to the content-based features (flags, packet payload information), xs refers to the statistical features
(counts, averages), and xt refers to the traffic volume features (bytes/sec, packets/sec). This classification helps
in defining mathematically coherent preprocessing techniques.

In contrast, there is considerable variation in statistical distribution, size, and semantics among the different
features in an IoT environment. Standardizing all the features with similar preprocessing may lead to incorrect
results. This study proves that rigorous classification and individual preprocessing of feature groups improve
detection performance without any increased complexity in classifiers [16], [17], [25].
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II. RELATED WORK

Signature-based IDS always identifies known attacks successfully, but anomaly-based IDS effectively identifies
unknown attacks through statistical and machine learning methods [1], [3]. It is possible to design hybrid IDS,
which is implemented by combining two approaches mentioned above [18], [22].

The current research papers make use of autoencoders [11], [17], deep neural network models [16], [20], and
ensembles [3], [22] to address the problem of detecting intrusions from different datasets, including NSL-KDD,
UNSW-NBI15, and UGR16. Despite multiple mentions about feature scaling in research papers, existing
solutions still mostly apply global preprocessing techniques [29], [30] as opposed to deep learning techniques
like CNN [16] and LSTM [19], our technique focuses on enhancing the process of preprocessing, as opposed to
building sophisticated models. In contrast with past techniques, this study views preprocessing as an essential
component of design and one that ought to be mathematically consistent with the semantics of features for
consistency in training [15],[26].

III. FEATURE CATEGORIZATION AND DATA MODEL

Each network flow is represented by a feature vector x = [x1, x2, ..., xd]. Due to heterogeneous traffic
characteristics, the feature space is partitioned into four semantic group basic connection, content based,
statistical, and traffic volume features [25], [27]. This categorization enables mathematically aligned
preprocessing strategies [15],[29].

x=xbUxcUxsUxt

where xb includes basic connection attributes (source/destination ports, protocol, duration), xc represents
content-based features (flags, packet payload indicators), xs captures statistical aggregates (counts, averages),
and xt corresponds to traffic-volume metrics (bytes/sec, packets/sec). This categorization enables mathematically
aligned preprocessing strategies.
IV. MATHEMATICAL PREPROCESSING FORMULATION
For numerical features with near-Gaussian distributions, z-score normalization is applied [15]:

x=(x—p)/c
Traffic features constrained within bounded ranges are scaled using min—max normalization [29].

X=(x—xmin)/(xmax—xmin)

Skewed duration and count-based attributes undergo logarithmic transformation [30]:

x=log(1+x)
To handle high-cardinality categorical attributes, smoothed target encoding is used [26]:

E(c)=(nc pc+a p)/ (nc+ a)

where nc is category frequency, pic denotes class-conditional mean, p is the global mean, and o is a smoothing

parameter.

V. SYSTEM ARCHITECTURE
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Fig. 1. Architecture of the proposed IoT intrusion detection system
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Fig.1 shows the proposed IoT IDS architecture. Network traffic is captured at the gateway and transformed into
flow-based representations. Extracted features are categorized into semantic groups and undergo group-wise
preprocessing. The preprocessed feature vector is then passed to a lightweight MLPNN classifier, which outputs
an intrusion decision. This modular pipeline supports real-time detection and low memory overhead suitable for
IoT environments. [16], [18], [20].

VI. DETECTION FLOW DESCRIPTION

Fig. 2 shows the operational flow of the IDS consists of the following stages: (1) traffic capture from IoT
devices, (2) feature extraction from raw packets, (3) feature categorization based on semantics, (4) group-wise
preprocessing using mathematical transformations, (5) classification using MLPNN, and (6) alert generation.
The linear execution flow ensures low-latency detection at the gateway [15] [29], [30].
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Fig. 2. Operational flow of the IDS showing sequential stages from traffic capture to alert generation.

VII. IDS ALGORITHM

The detection algorithm is modeled as an operation sequence designed to be optimal when applied on the IoT
gateway. Each operation guarantees efficient processing even in the presence of scarce resources while
preserving detection accuracy. [15], [16], [25]

Input: Network traffic flows

Output: Intrusion label

Capture network traffic

Extract feature vector x

Partition x into xb, xc, xs, xt

Apply group-wise preprocessing

Form preprocessed vector z

Classify z using MLPNN

Generate intrusion alert

Capture Network Traffic: Network packets are continuously collected from IoT devices at the gateway. The
captured data is aggregated into flow-based representations to minimize packet-level redundancy and ensure
efficient processing under resource constraints

Extract Feature Vector x: Each network flow is converted into a structured feature vector x = [xq, X3, ..., X4],
encompassing connection-level, content-based, statistical, and traffic-volume attributes relevant to intrusion
detection.

Partition xinto x, x., xg, X;: The feature vector is semantically divided into four groups:

» x;: Basic connection features (e.g., ports, protocol, duration)

YVVVYVYVYY

5027



» x.: Content-based features (e.g., flags, payload indicators)

> x,: Statistical aggregates (e.g., counts, averages)

xy: Traffic-volume metrics (e.g., bytes/sec, packets/sec) This categorization enables mathematically aligned

preprocessing.

Apply Group-Wise Preprocessing: Each feature group undergoes a tailored transformation:

» Near-Gaussian features — z-score normalization

» Bounded features — min—max scaling

» Skewed features — logarithmic transformation

» Categorical features — smoothed target encoding These operations standardize feature distributions and
stabilize learning.

Classify zusing MLPNN: The vector zis fed into a lightweight multilayer perceptron neural network (MLPNN).

Hidden activations are computed using ReLU functions, and the output layer generates an intrusion probability

via a sigmoid activation.

Generate Intrusion Alert: If the predicted probability exceeds a predefined threshold, the system issues an

intrusion alert. Alerts are logged locally and optionally transmitted to a centralized monitoring system for further

analysis.

VIII. MLPNN CLASSIFICATION MODEL

The MLPNN consists of L hidden layers. The hidden layer activation is computed as using ReLU functions and
outputs generated via sigmoid activation. Parameters are optimized using binary cross entropy loss, enabling
efficient gradient based learning [16], [18], [20].

hl=ReLU(WIhl—-1+bl)
The output layer produces the intrusion probability:
¥=c(WohL+bo)

Model parameters are optimized using binary cross-entropy loss, enabling efficient gradient-based learning for
gateway deployment.

IX. EXPERIMENTAL EVALUATION

In order to put our IDS model into context with other works in the literature, we have compiled the performance
metrics obtained by existing intrusion detection models using benchmark datasets such as NSL-KDD, UNSW-
NBI1S5, and UGR16. These benchmark datasets are frequently used in the field of IDS research, offering a
common point of reference [29]—- [31].

The performance metrics shown in Table I indicate the spectrum of performance that could be expected from
IDS models. This data can be used as a point of comparison to gauge the success of our proposed group-wise
preprocessing model upon implementation.

TABLE I. REPORTED IDS PERFORMANCE ON BENCHMARK DATASETS (BASELINE REFERENCES)

Dataset Accuracy (%) Precision Recall F1-score Latency(ms)
NSL-KDD 94.2 0.93 0.95 0.94 4.8
UNSW-NBI15 | 92.7 091 0.92 0.92 4.5
UGR16 90.5 0.89 091 0.9 4.9

X. CONCLUSION

In this research, the architecture of an IDS in IoT was designed based on the classification of traffic features and
mathematical preprocessing. By dividing the traffic features into basic connection, content based, statistical, and
traffic volume categories, and applying specific transformations, the system was designed to stabilize the
learning process and reduce complexity at the IoT gateway [2], [7], [8]. To achieve this, a multilayer perceptron
neural network (MLPNN) was suggested as the classifier [15], [26]. Whereas the present paper is concerned with
the concept of designing the approach and the methodology employed, implementation and experiments are part
of the future work that still needs to be done. The planned experimentation will include benchmark datasets such
as NSL KDD [29], UNSW NBI15 [30], and UGR16 [31], with evaluation metrics being accuracy, precision,
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recall, F1 score, false positive rate, and latency. Future improvements to this approach will include adaptive
preprocessing [32], online learning [33], and federated learning [34] among others.
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