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Abstract—As we all know, a massive amount of data is released every day in this developing
world. The healthcare industry, among many others, needs more attention because of its
potential to improve the quality and efficiency of healthcare services. Integrity and
confidentiality are, necessary for the authentication of medical documents. When clinical
information are accidentally made available to dishonest outsiders, privacy is violated. The goal
of this study is to make it safe to upload medical documents on the web. A one-time password,
that is secret key allows for an authenticated [1] copy by providing confidentiality and integrity
for sub-document authentication.

Index Terms— Integrity, confidentiality, authentication, one time password, secret key, upload
medical document.

|. INTRODUCTION

Every day of our lives, we are all aware that effective medical data sharing is taking place. However, there is no
data protection security. Pharmaceutical businesses, insurance companies, research institutes, and many other
public entities may be forced to submit medical records to a study organization in order to improve the
superiority and efficiency of health handling operations. Medical records, prescriptions, social security numbers,
personal information, address and reimbursement information, credit card numbers, and medical history are all
vulnerable and should be protected. Another important criteria for the tributary use of health information is that
it should be kept confidential by using OTP authentication [2]. In self-generated mode, the true level of
protection is nothing more than the password. However, unlike the password used to log in and passwords
generated via email have security limitations, such as:

A. May Only be used Once

Once a password has been used, it cannot be used again. Intercepting the degenerated passwords of mobile token
in this manner is pointless because the password cannot be used again. However, even if the pass word [3] is
intercepted before it reaches the server, it is still a valuable password because the server password has not been
used.

B. Can Only be used for a Short Period of Time

Passwords created by mobile tokens have a relatively short lifespan, probably between 2-3 minutes. Once the
time period Identify applicable funding agency here. If none, delete this. has expired, the password can no longer
be used. Even if it has never been used before. Time is critical in this mobile token system [4].
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I1. RELATED WORK

One of the most important areas for researchers to look into is the hardware and software implementation of the
AES algorithm [5]. Several research publications on the AES algorithm, which provides much more complexity
and analyses the efficiency of popular encryption algorithms to encode and decode data, have been published in
recent year.

In [6], Lu et al. introduced a new design technique for decreasing the complexity of the AES algorithm in
Cryptanalysis and System Security 2017 when it is implemented on devices like mobile phones, online
applications, and smart cards. To develop a fully functional AES crypto-engine, the encrypted and de- crypted
versions of AES were combined. To accomplish so, they concentrated on a few key elements of AES,
particularly the Encryption, Decryption, Sub Bytes and Mix column modules.

In [7], Berent A. This research analyses the performance of three methods for encrypting text files, including
AES and RSA, using computation time, memory use, and output bytes are the three parameters. The time it
would take to convert plaintext to cipher text was computed, and then these algorithms were compared to find
which one encrypts a text file the slowest. According to their findings, RSA takes more time than other
algorithms. RSA methods use more memory than AES algorithms for second parameters. Finally, the output
byte of each algorithm was considered. AES has the same output byte level as RSA, while RSA has a lower
output byte level.

In [8], Sagar Acharya. One-time passwords (OTPs) are passwords that are only valid for a single login session or
transaction. OTP is commonly used as a one-time use password that is instantly forfeited rather than being stored
in a database. The advantage of the OTP is that it is situated on a distinct application and has a static password
that is stored in the database. The usage of encrypted static passwords is not safe against a key logger or similar
attack, because if an attacker obtains the main password and OTP password, they can still log in and complete
transactions, even though the password is no longer valid. The AES algorithm, which is extensively used, is used
to generate code as encryption.

In [9], Dr.Virshree Tungare. A Study That was detailed in an advancement of mobile payment system. In
comparison to all other payment systems, UPI might be considered the world’s most advanced payment system.
The UPI payment system allows money to be moved between any two bank accounts using a smartphone or web
application transaction. It enables customers to make payments straight from their bank accounts to various
retailers, both online and offline, without having to type credit card numbers, IFSC codes, or net banking/wallet
passwords. Its goal is to provide a single interface that makes money transfers simple, quick, and painless. These
aspects of UPI drive service sector respondents to utilize the technology, and the survey demonstrated that there
is a considerable variation in UPI adoption.

They build a website and connect with doctors online using a chat box in the existing system. However, before
we could interact with doctors, they need to transmit past reports and upload documents using images as a
security measure. They could choose any image in the patient system. The report can be seen by the doctor using
the same image that was provided by the patient as depicted in “Fig 1”.

Client sends the image via any social media such as email, What’s app, etc. In that case, there is a danger that the
image will be hacked, so we recommend utilizing the OTP as an authentication [10] method.

Patient | —)l Doctor

Image | | Image

Upload
ocuments using |View Documents
security

Figure 1. Architecture of Existing System
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I1l. PROPOSED SYSTEM

We recommend securing the document before uploading it. Test results, diagnosis reports, and medicines will all
be included. This functions as a digital safe de- posit box that can only be accessed by the patient and their
authorized doctors. Viewing patient reports, generating prescriptions, checking payment details, and checking
appointments are all functions available to the doctor as depicted in “Fig 2”. Another feature provided to patients
is the ability to submit documents, read prescriptions, pay bills, schedule appointments, and communicate with
doctor by using chat box. To reduce the chances of reports being tampered with, neither side will be able to
modify or delete them. Smart contracts will be used to secure and OTP services like secret key will be used for
authentication [11] and authorization. We provide a payment module that can be used with any UPI [12].

A. Advantages

e To secure medical report.
e Interact doctor in easy manner.

Book Appointment

<< l >

I Offline I | Online |

A 4

Video Call

| - | Upload Report R
Prescription With Security IBook Apponntmentl

Patient view | Doctor view

pescription by Reports by using
OTP

using oTP
A 4 A 4
I Prescription | Report I
A 4
Patient view
pescription by
using oTP

Figure 2. Architecture of Medical Document

We are using Advanced Encryption Standard algorithm it is a symmetric block cipher. Symmetric cipher, often
known as secret key ciphers, use the same key to encrypt and decrypt data. The secret key must be known and
used by both the sender and the receiver. The 128, 192, and 256-bit cryptographic keys, each cypher encrypts
and decrypts data in 128-bit blocks [13]. We apply the AES algorithm to secure the report. The AES algorithm
will operate in this approach as depicted in “Fig 3”.

Secret Secret
Key Key

Cipher Text Plain Text

Plain Text | .
—_—— ncryption Decryption
Server Server

Sender Receiver

Figure 3. Architecture of AES
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The data is in text format before encryption as depicted in “Fig 4”.

Patient Record

Common Information:

Patient ID:9876

Patient Name: shruthi

Fathers Name: Kaliappan

DOB: ©2/07/1988

Address: Bangalore

Mobile number: 9902752525
Admitted at: Gayathri Hospital Vvijayanagr
Doctor: Dr. Gandhi MBBS MD
Date of Admittion: 28/02/2021
Date of Discharge: ©5/©3/2021

Doctor Information:

Bp: Normal

Sugur: Normal
Infections: normal fever
Medicine prescribed: Dolo65@ for three time in a day for 2 days
Personal Infomation:
Self made

anger

#

Eswar

eswar

fever

Figure 4. Text File

The AES encryption method generates cipher text [14], which is an illegible, effectively unreadable conversion
of plain text data. Plain text data is the form that humans can read and understand. The AES cipher text, which is
the out- come of the encryption process, can only be decrypted using a secret AES key. The data is encrypted
after it has been encrypted as depicted in “Fig 5”.

) mounika - Notepad

File Edit Format View Help
FBQG926w4I1u/VNTrIMQ+K3fpliqwMy2Qledmntodzakb7ZMFS1kgj+ivIbjcyUfgIQWVjvdzZw2eH
dUqt1p5KpIbUAXyvqOxbgmICBEWHXrFYGI8EaUF+SiX6f+CCqcjCKOTisSBUN76hVuzy8rvwmMgx
qH@Ny734mo4ELavzuoYh5s1u8TaNopZI30ihRtFQLg/b+UsF3X60s03gQtx3/vgH8izggguBVWI8
1ha9pPI7ZVo4pwmeSTmxZ@mDMmTVkSn8QUV7Wzf83ZCUeDna/a3MmBEZ56UqZx0X06cnFBQFAk+3
BzNxXPqZbw8/mwMaPKW3+/cp+IrUVRAGUCIIX45LZrpELap4FFI/MFTeuloSehTocPHC071Ne9z0
/nDb3mRGgOAGILDNS7N/TFYV5hI56FWCXUSZjcakYmR6VURLaQdb6KzPtxeA/ 2D2pwXYK4pucLIL
H+dfc3DUVDmgmnXbk34VPYjU2NEZKGNpOPCU6+XZ/UD6/GqzX89FXVEMPuUcK2rnPy2fEiQaQW/21
mDRgs7uiuTISTAWQi6IBpCY1X7SLERECCNX@3VkGmX9z1iI7XBkmxP6V+n1UCL0PY/@PcWMAruMry
a93mFhxyttftUBrEBBZQurHe5+dx6/zx/0KjSGVVrwcFu6/IWR/KEDW8tV1SSMawC8GZZrsMAWio
BJaclqw/Uhv09x07c@Un/6yFi0+1gqHnQTDrZORWzXNT+ZF2BXYHdSiK7UdFO+J1XTKIRbfYuVad
oeSWffih

Figure 5. Encrypted File
In AES-encrypted communications, the sender and recipient share the same AES secret key, which is used to
convert data into cipher text and readable plain text. If a hacker intercepted this data, he or she would be unable
to read it without the AES secret key, which would hopefully only be known by those sending and receiving
encrypted data.

IV. RESULT AND DISCUSSION
The following are the modules that are included in medical records with OTP authentication.

A. Admin

The server logs in with a valid user name and password in this module. As depicted in Fig 6 represents the admin
home page:

% =

.

LET'S MAKE YOUR LIFE HAPPIER

Healthy Living

Let's Consult

Figure 6. Admin Home Page
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B. Patient
After successfully log in with a valid user name and password, the patient’s home page is displayed. As depicted

in “Fig 7“represents the patient’s home.

Appointment

Secure Medical-Records

Healthy Living

Let's Consult

Figure 7. Patient Home Page

Patients can schedule appointments in one of three ways: online, offline, or in the lab. “Fig 8” shows the

screenshot of the appointment booking.

Get easy atcess of all features using One e

. Health Application
> > .

L )

e~ —
Figure 8. Booking Appointment

Patients can also upload reports in .txt format, as well as mention the patient's name and the report's URL. “Fig

9” shows the screenshot of the report uploading.

Upload Report

Choose File | No file chosen

Get easy actcess of all features using One

m -*

e e s

) Health Application
vy

LIl © Type here to search

Figure 9. Upload Report
C. Doctor

A doctor [15] can check the patient’s appointment and also can communicate with the patient, as well as suggest
a prescription and treatment to the patient. As depicted in “Fig 10” represents the doctor home page:
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Secure Medical-Records m

Healthy Living

Let's Consult

Figure 10. Doctor Home Page

The report can be seen in two ways by the doctor. One is to use a secret key that is sent to us in the mail, which
we may input and download, and another is to ask the patient to generate a key “Fig 11” shows the screenshot of
the view the report.

[Patient's Name’ ;  for key

fereen Gawnioad [Aek Key

Get easy atcess of all features using One

, Health Application

> Google Play il @ App Store
&
Figure 11. View Patient Report

If the doctor wants to see the report, doctor must first download it. The doctor can enter the OTP that was
generated by the patient to get the report. OTP can be viewed by a doctor by mail, which is in the form of a
secret key. The “Fig 12”of this module is depicted below.

Test Case
Id

01

02

03

04

05

06

07

Description

Test case for encryption

Test case for decryption enter correct
secret key

Test case for decryption enter incorrect
secret key

Doctor 1D and password are blank

Enter correct patient ID and password

Doctor 1D and password are blank

Enter correct Doctor 1D and password

Expected Output

Upload Reports in txt format it get
successful

Download Report

Download Report

Successfully Login

Successfully Login

Successfully Login

Successfully Login

Actual Output

Display Successful.

Download Successful.

Incorrect secret key.

Incorrect user name and
password.

Display Patient home page.

Incorrect user name and
password.

Display Doctor home page.

Pass/Fail

Pass

Pass

Fail

Fail

Pass

Fail

Pass

The completion of our proposed model prototype, we launched the website that allows users to securely upload
reports. User can find online medical [16-17] records to be more secure, as depicted in “Fig 3”.
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et easy d€cess of all features using One
A HealtthppIication

> Goc Play @ App Store

>

= O D e ™ & -

Figure 12. Secret Key

™ secure

unsecure

Figure 13. Users Finding Online Medical Records More Secured

Another major module is being used. Users of UPI/BHIM apps are categorized as depicted in “Fig 14” based on
how they use apps to process transactions. “Fig 10” illustrates that the majority of users make UPI payments [18]
through third- party apps such as Phone pay, Paytm, Amazon Pay, Google Pay, and others. The cashback and
other cashback-related incentives provided by third-party app providers, as well as their promotion, stimulate the
use of a third-party app for UP1[19] and below is the test strategy as show in “Table 1”.

80
70
70
60
50
40

30
20

20
10
" -
o
Bank UPI App Other UPI App BHIM App

Figure 14. Bar Chart

V. CONCLUSION

This paper focuses on the full stack web architecture for the implementation of uploading medical reports that
will be used in the healthcare system. We are not only securing patient medical records, but we are also making
them easily accessible, allowing doctors to gain a better understanding of the patient by analysing previous
records, allowing patients to skip going through files of paper work before seeking treatment, and hospitals will
no longer be required to keep individual patient records. Our main goal is to make the process of making a
person’s medical records widely available so that their life might be saved as soon as possible. At the same time,
we can send reports to a secure site where medical records can be preserved without exposing any personal
information about the patient. The reports can be downloaded if a doctor views them and provides a secret key.
This strategy benefits both the doctor and the patient since it makes their work easier and safer.
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We can add a payment module to our app so that users may pay for their consultations directly on the platform,
after scheduling an appointment and discussing their health problems with the doctor. We can communicate with
doctors in live time via the internet using Zoom, Google Meet/Teams, or any other social media platform [20].
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