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Abstract—Applications in the field of blockchain and cryptocurrencies have gradually 
expanded as a result of a significant rise in the acceptability of blockchain over the past 10 
years. Blockchain-related smart contracts have opened up new avenues for creativity and 
technical advancement. IoT, management, financial services, the digital economy, and the 
intelligence sectors all can bring use of smart contracts in various ways. Well-known 
blockchain-based development platforms like Ethereum and Hyper ledger have also adopted 
smart contracts. Since smart contracts are still in their early stages of development, serious 
technical issues including privacy and security concerns need to be looked into further. In this 
article, we concentrate on giving readers a glimpse inside the blockchain industry while also 
attempting to further the potential of smart contracts through our study. Additionally, we 
explore the obstacles to this field's advancement and present some architectural breakthroughs 
for smart contracts. Overall, we give a survey on the potential uses and difficulties of 
blockchain technology and smart contracts.  
 
Index Terms— Blockchain, Smart Contracts, Ethereum, Bitcoin, Solidity. 

I. INTRODUCTION 

It was in the year 2008 that, Satoshi Nakamoto explained the concept of peer-to-peer transfer of money or say 
cash transactions to the world without the help of interference of central authority [1]. Even though the 
blockchain was introduced back then, it gained its popularity in the recent years with great upscale in the 
acceptability of the Blockchain. Blockchain can be stated as the distributed ledger, which is itself being managed 
by the network nodes, recording the transactions that have been executed among the nodes of a chain. The access 
of this information is provided to the public, hence it cannot be changed or tempered [5]. 
Figure 1 shows how the blocks in a block chain are joined together using the hash of previous block that is stored 
in the next block.  
Szabo, a computer scientist, and cryptographer first used the term "smart contract" in the middle of the 1990s. 
He defined it as "a set of promises, specified in digital form, including procedures within which the parties 
perform on these promises [3]. Smart contracts are said to be self-enforcing and self-executing programs, written 
in order to actuate the terms and conditions of a specific document or contract [2]. As the smart contracts are 
concerned, they operate on decentralized programs on the block chain. This program is immutable so that there 
can be no issues with the security and to ensure the trust on the programs. 
With the introduction of smart contracts, it has become really helpful to make the chain abide by a certain set of 
rules  that every block of a blockchain has to follow [4]. Although blockchains and smart contracts have a tons of  
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Figure 1. Blocks in a block Chain [1] 

benefits, we will also learn that they have a number of drawbacks [6]. The goal of this work is to bring to 
highlight a descriptive way of how blockchains and smart contacts function in this real world, discuss their pros 
and cons and further we will have a look at how the introduction of this systems could bring applicative 
advancements to various fields. Figure 2 explains the functionality of a smart contract on how it responds to the 
actions on a block chain. 

II. LITERATURE SURVEY 

With a recent boom in the area of blockchain, there has been a lot of research out coming in this field. New 
aspects of this field are arising every day with newer approaches and acceptance is various fields. Here, we 
would try to bring along some of the new applications of blockchain in various fields, the challenges this 
industry is facing in the current scenario and discuss some of the architectural advancements in the development 
of smart contracts and blockchain. 
Blockchain technology has undergone recent technical advancements that have made it possible to switch from 
automatic contracts to genuinely autonomous smart contracts that can execute and enforce themselves [8]. The 
link between blockchain-based smart contracts and contract law presents an intriguing study setting where the 
traditional notion of contracts is put under scrutiny as programmed programs start to manage transactions [10]. 
Smart contracts and blockchain, also known as distributed ledger technology, have a wide range of possible 
applications. They may be used to improve international payments, syndicated loans, collateral management, 
proxy voting, securities issuance, and regulatory and compliance processes, according to the World Economic 
Forum[10]. 
Whenever a new technology comes into existence with it comes the challenges it faces to encounter the market, 
its needs and the facilities it can provide to the market. Blockchain and specially smart contracts are no different. 
Some of the challenges faced by smart contracts are further discussed in the paper. 

 
Figure 2. Functionality of a smart contract.[9] 

A. Challenges 
A smart contract is a promising technology, but there are still many obstacles to overcome. We divide these 
major problems into four categories in accordance with the four phases of the life cycle of intelligent contracts. 
Meanwhile, we also provide a summary of recent developments in resolving those challenging situations [7]. 
Figure 3 shows the challenges faced by smart contracts. 
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Creation challenges 
To enact intelligent contracts, contract generation is a necessary step. After implementing their contracts in 
various blockchain platforms, customers must code their contracts. Blockchain-based completely smart contracts 
cannot be changed after they have been deployed since blockchains are essentially immutable [12]. 
Clarity problems: 
Since a smart contract is written in a programming language it makes it nearly impossible for a normal user to 
read and understand the code. Therefore, to create programs readable in each forms stays a huge aspect to 
conquer. 
Advances to counter readability challenge: 
We suggest a reverse engineering tool (called Erays) to investigate built intelligent contracts to address this 
problem. This contrarian engineering tool can translate hex-encoded contracts into pseudocodes that are 
understandable to humans [7]. 
Functional problems: 
Existing smart settlement platforms have a number of practical issues. We show a variety of tough circumstances 
that are representative:  
Re-entrance: Re-entrance denotes the ability to precisely recall the interrupted characteristic once more. 
Additionally, malicious individuals may utilize this flaw to steal digital currency, as described [12]. 
Overcharging: It has been demonstrated in recent paintings that smart contracts might be overcharged because of 
their under-optimization. These overpriced designs have features like lifeless code, expensive loop operations, 
and repeated computations [12]. 
Advances for functional issues: 
Re-entrance: Several current approaches make an effort to address some of the issues mentioned above. Attacks 
by re-entrants and issues with money leakage were proposed by Obsidian. Obsidian specifically uses named 
states to enable consistency checking on nation transitions and verification to allow for the repair of the 
reentrancy issue [12]. 
Overcharging: Smart contract developers should be concerned about their execution fees in addition to the 
effectiveness of their packages. According to reports, gas expensive Ethereum design patterns affect more than 
90% of real smart contracts. Additionally, we put forth Gas Reducer, a tool for finding gas-expensive fashions. 
Green bytecode can take the place of under-optimized bytecode in Gas Reducer [12]. 

 
Figure 3. Challenges to Smart contract 

Deployment challenges 
Smart contracts may be implemented on blockchain systems after their introduction. However, smart contracts 
need to be carefully examined to avoid any potential vulnerabilities. Furthermore, astute contract developers 
seek to minimize ability losses brought on by harmful activities by being mindful of the agreement's interaction 
patterns. The challenging scenarios and developments in smart contract deployment are then described [13]. 
Contract correctness: It is extremely difficult to make any changes to smart contracts once they have been put on 
blockchains. Therefore, it is very important to assess the accuracy of smart contracts before their official 
deployment. The intricacy of modelling smart contracts, however, makes it much more difficult to confirm that 
they are valid. 

Execution challenges 
The execution section of smart contracts is essential since it establishes the final nation for smart contracts. 
Several issues with the execution of smart contracts must be resolved at some point. 
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Reliable oracle: Real-world data is a requirement for smart contracts to function. An external network is kept 
separate from a smart contract's sandbox where it can operate. An oracle acts as an agent for a smart contract by 
uncovering and verifying real-world events and sending this knowledge to the smart contract. Consequently, 
finding a reliable oracle becomes a challenge [16]. 
Dependency on transaction ordering: Users send transactions to call functions in a smart contract at the same 
time that miners present the transactions into blocks. Due to the unpredictability of the split blockchain branches, 
the order of transactions is not deterministic. Order-based transactions may become inconsistent as a result of 
this ambiguity. This contradiction has been well resolved in conventional database management systems 
(DBMS), but it is far more challenging to resolve in smart contracts, as we are aware [19]. 
Efficiency of Execution: Miners are used to serially execute smart contracts. A miner will not sign any additional 
agreements until the cutting-edge settlement is complete, to put it another way. The machine's overall 
performance is fundamentally constrained by the execution serialization. Due to the shared data across several 
smart contracts, it is much more difficult to execute smart contracts at the same time. In the meantime, learning 
how to view the contract details without using a predetermined interface is crucial to enhancing the effectiveness 
of smart contract execution since it eliminates the need to deploy a new contract [16]. 

Completion Challenges  
The modification of the device's states following the execution of the smart contract may be packaged as a 
transaction and broadcast to all nodes. But the rise of smart contracts raises new concerns. 
Security and privacy: The majority of cutting-edge smart contracts and platforms do not have privacy-preserving 
features, especially for transactional privacy. In particular, the transaction data are shared across the whole 
blockchain network. Consequently, everyone within the networks may see every transaction. Even though 
certain blockchain topologies use pseudonymous public keys to increase transaction privacy, the majority of 
transaction records (along with balances) are still made available to the public.                                                                                                                 
Blockchain and smart contracts are vulnerable to harmful attacks brought on by scammers since they are a 
relatively new technology. For settlement customers in particular, the detection of scams is of utmost importance 
because it enables them to exit their investments at an early stage to avoid needless loss. Table 1 shows cases 
more issues that smart contract faces post completion. 

III. APPLICATIONS AND FUTURE ADVANCEMENTS 

A. Blockchain Applications in the field of Insurance 
Several enthusiasts have already suggested applying this technology in a variety of fields and situations, such as:  
- Government, to transparently record electorate votes, political programs (to check whether promises made have 
been followed or not), or to enable autonomous governance system [5]. 
- In the area of intellectual property and rights to approve a certain document and give the end user proof of 
existence. 

TABLES I. ISSUES FACED BY SMART CONTRACTS 
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- The financial sector can make use of technology to stop depending on banks for user-to-user transactions [11]. 
- record the qualities and ownership of products, particularly for luxury goods, to cut down on the market for 
fake and stolen goods. 
-Smart contracts can be used by the Internet of Things to interpret sensor data automatically, enabling intelligent 
machines to communicate with one another and act on their own when certain circumstances arise [6]. 

Financial Applications 
Smart contracts' self-executory, irreversible, and distributed properties revolutionize the financial sector in 
several ways by resolving numerous problems. Smart contracts ensure that the given operation will be carried 
out on a specific system state and will be carried out without any errors.  Highlights the competitive advantages 
blockchain-based smart contracts provide for financial organizations [2]. 

IV. ARCHITECTURE 

In the current situation, smart contracts' fundamental mechanism often has a value and a state characteristic. 
If-then, "if-else," and other conditional statements are used to build up the trigger conditions and the required 
answers for the contract terms' correct implementation. 
The contract is transferred to the blockchain network after it has been signed by all parties involved. 
Transactions are broadcast using a P2P network, and several miners then verify the assigned transaction to 
produce a finalized result that is then recorded in the designated block of the blockchain [7]. 
While consumers send a transaction to invoke a contract, contract makers receive the returned data throughout 
the process, such as the contract address [6]. By using their own resources, such as compute, to execute contract 
code in their own Sandboxed Execution Environment or Ether Virtual Machine , miners participating in the 
network are attracted to the system's incentive mechanisms, such as crypto coins, prizes, and so on. 
If the contract satisfies the triggering conditions for the current situation, it is then evaluated based on the 
system's current status and input data from reliable sources [14]. If the prerequisites are satisfied, the necessary 
replies or actions are carried out. After being successfully validated by the entire network's consensus, the 
information is then put in a new block connected to the entire blockchain. 
Ethereum and Hyper ledger Fabric are two examples of this process in action, with the main distinction being 
that one operates as a public blockchain while the other is built on consortium blockchain. The figure 5 here 
shows us the better modelling for the current methods used in the smart contracts that could benefit it. 

 
Figure 5: Proposed Framework for Better Modelling of Current Methods involved in Smart contracts 

This method can be modelled in a more effective framework that can be divided into a foundation layer, contract 
layer, functional layer, display layer, and implementation layer—five layers in all. 
The foundation layer, shown in the figure starting from the left, contains the working and consists of 
development environments with a variety of tools like wallets, programming languages, IDEs, etc. with which 
the smart contracts are developed, deployed, and execution environments that contain the consensus algorithms 
like proof of work, proof of stake, etc. along with other blockchain key components like the P2P network, 
cryptography, and incentive mechanism [3]. 
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The contract layer contains information about the contract's terms, regulations, and scenario-based reactions with 
communication between all parties. The parties involved, the terms of the contract, the legal requirements and 
guidelines to be followed during execution, the business logic, and other agreements must all be taken into 
consideration while constructing the smart contracts [9]. These parameters are then given to the programmers 
who use a variety of methods and tools to translate these components from Basic English into executable code, 
creating an automated application that can execute all of the given arguments when the necessary conditions are 
satisfied. 
All actions taken to improve and efficiently execute the smart contract are included in the functional layer. These 
include security analysis and verification, which make sure that the program is running with the correct 
semantics as intended by the author and that there are no vulnerabilities that could cause harm and eventually 
have an impact on users or clients. Following the deployment of the smart contracts on the blockchain, regular 
updates are carried out to guarantee reparability in the extremely unlikely event of record tampering [13]. 
Display layer encompasses various manifestations of smart contracts, including decentralized applications, 
autonomous organizations, and societies that will advance traditional business and management by developing 
into a programmable society that can be easily administered and managed regardless of the processes involved 
because all the rules will be recorded on the blockchain, lowering transaction costs and aligning the interests of 
various stakeholders. 
The Implementation layer, which can be built on top of the Display layer, completes the stack. For instance [11]. 
The Decentralized Autonomous Organization (DAO), created in the Ethereum Blockchain, serves as the 
foundation for the distributed autonomous art application. It creates an organized capital market by bringing 
together all the artists' audiences and creators in a cooperative connection. Healthcare, digital identity 
management and verification, finance, and other application domains are also included. 
Due to certain limits of technology, tools, and other dependencies that occur while investigating more and more 
of these decentralized concepts over Blockchain Smart contracts, this is only an ideal framework that has not yet 
been finalized and deployed in the modern world. 

V. CONCLUSIONS 

Blockchain and smart contracts still being very new technologies, store a lot of potential. Emerging smart 
contracts have become a prominent research issue in both academic and industry groups as a result of the 
increased popularity and expanded applications of blockchain technology. Smart contracts' decentralization, 
enforceability, and verifiability properties allow for the execution of contract conditions amongst unreliable 
parties without the need for a central server or a trusted authority. Thus, it is anticipated that smart contracts 
would revolutionize a number of established industries, including finance, management, IoT, etc. We provide a 
thorough review of smart contracts in this paper, covering its advantages and disadvantages as well as possible 
application situations. We also brought several solutions to the setbacks smart contract faces and ways to 
encounter them with technologies available. 
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