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Abstract— One of the key advantages of cloud computing is its ability to swiftly roll out services 
and applications. Cyberattacks within cloud storage have dramatically increased since smart 
devices are becoming more and more popular and the many security flaws in networks. Modern 
society is becoming increasingly dependent on information and communication technology, 
which is increased its susceptibility to many types of cyberattacks. Distributed denial-of-service 
(DDoS) assaults are difficult to halt by blocking a single source since they overwhelm victims 
with traffic from several sources. Web servers, network equipment, and application servers are 
the targets of these attacks.  
In this research, a Hybrid Activation-based Bidirectional Long Short-Term Memory (HA-
BiLSTM) model improved by Virus Colony Optimization (VCO) is employed to create a 
framework for distributed attack detection in cloud environments. This system improves the 
efficacy and precision of cyber threat detection, hence mitigating the security threats associated 
with cloud computing. It uses K-Nearest Neighbors (KNN) to handle missing values and 
Generative Adversarial Networks (GANs) to balance data, increasing the accuracy of threat 
identification and reducing cloud security issues. The results indicate that the HA-BiLSTM-
VCO model performs better than current approaches across a range of criteria. The HA-
BiLSTM-VCO model effectively uses the BoT-IoT and UNSW datasets to show enhanced 
performance metrics. Regarding the BoT-IoT data, it attains 97.35% accuracy, 97.52% 
specificity, and 97.19% sensitivity. On the UNSW dataset, it also demonstrates 97.08% 
sensitivity, 97.80% specificity, and 97.44% accuracy. Overall, by offering a strong defense 
against dispersed attacks and advancing the continuous development of cloud security 
frameworks, this proposed technique greatly improves security measures in cloud 
environments. 
 
Index Terms— Cloud Computing; Distributed Attack Detection; Bidirectional Long Short-
Term Memory; Activation functions; Virus Colony Optimization. 
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I. INTRODUCTION 

Cloud Computing (CC) enables on-demand delivery of hardware and software resources through data centers, 
offering scalability, flexibility, and cost-efficiency via virtualization and shared environments. However, device 
heterogeneity, multi-vendor infrastructures, and growing ICT-IoT ecosystems introduce severe security 
challenges. Enterprises and research institutions are prime targets of distributed network attacks, particularly 
reconnaissance and DDoS, which cause financial, reputational, and operational damage. Traditional machine 
learning-based intrusion detection systems (IDS) have attempted to counter these threats but suffer from low 
detection rates, poor performance on unseen attack variations, and limited feature engineering. 
To overcome these challenges, we propose the Hybrid Activation-based BiLSTM with Virus Colony 
Optimization (HA-BiLSTM-VCO) model. This approach integrates KNN imputation for preprocessing with a 
BiLSTM framework enhanced by hybrid activation and VCO optimization. The proposed model effectively 
addresses data imbalance while improving accuracy, sensitivity, and specificity in detecting distributed attacks 
within cloud environments. Experimental validation shows its superiority over conventional IDS, establishing a 
new benchmark for cloud cybersecurity. 

II. LITERATURE SURVEY 

A review of the literature on the instruments available for identifying distributed attacks in the cloud is given in 
this section. It clarifies low rates as well. Jullian, O., et al. [9] created a Distributed Deep Learning (DL) 
Framework to identify several cybersecurity threats within a single defense system. They tested two models: 
LSTM and a feedforward neural network. With an accuracy of up to 99.95%, the results demonstrated 
remarkable effectiveness. Scalability issues in various IoT scenarios are revealed by the framework's difficulties 
with the NSL-KDD dataset. Pasha, M.J., et al. [5] presented the Hybrid Approach for Low-Rate DDoS Detection 
(HA-LRDD), an AI-powered system that combines a deep autoencoder with a Deep Convolutional Neural 
Network (CNN). The Dynamic Low-Rate DDoS Mitigation (DLDM) technique was also created by them to 
lessen the impact of attacks after they are detected. The suggested method is efficient, but it leaves low-rate 
DDoS attacks unabated, underscoring the need for additional optimization. Talpur, F., et al. [10] offer a novel 
method that combines machine learning methods with evolutionary optimization algorithms. It introduces the 
optimization methods XGB-GA, RF-GA, and SVM-GA and employs EAs with TPOT-Genetic Programming to 
identify DDoS attacks. High accuracy was attained by further optimizing the models with EAs. Still, the 
approach mainly concentrates on predicting certain resources, necessitating additional verification on disk 
consumption, cost-effectiveness, network performance, and energy efficiency through a variety of multivariate 
datasets. Ouhssini, M., et al. [1] present the DeepDefend framework as a novel approach to cloud-based DDoS 
attack detection and mitigation. The architecture can significantly improve cloud security, which is essential in 
the connected digital world of today. But to increase threat mitigation effectiveness and guarantee more reliable 
defense against changing cyber threats, it needs faster DDoS detection and more robust preventive systems. 

A. Challenges 

The difficulties encountered by current attack detection research are described below: 
 The Distributed DL framework [9] performance could deteriorate if fog nodes function in different settings 

with different data types, which could result in inconsistent attack detection. 
 The DL methods, which can be computationally costly and may need a significant quantity of training data, 

are a major component of the HA-LRDD [5] model. 
 Because of its emphasis on predicting certain resources, the ML-Based Evolutionary Algorithms [10] 

approach necessitates additional assessment of disk usage, cost-effectiveness, network performance, and 
energy efficiency utilizing a variety of multivariate datasets for validation. 

 The DeepDefend [1] system is limited to its dependence on faster DDoS detection and more robust 
prevention techniques, which necessitates appropriate cloud-based time series datasets. 

B. Problem statement 

Although there are many benefits to the move to cloud computing, there are also serious security risks. 
Organizations are more susceptible to sophisticated cyber threats such as data breaches, illegal access, and 
different types of cyberattacks as they depend more and more on cloud services. The security environment is 
made more difficult by the dispersed nature of cloud infrastructures, the growth of IoT devices, and remote 
workers. Sensitive data is being insufficiently protected by traditional perimeter-based security methods, which 
depend on a well-defined border. Therefore, there is an urgent need for innovative solutions to effectively 
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identify and handle threats in real-time. One such approach is the proposed HA-BiLSTM model, which attempts 
to address these problems in cloud systems and assess how well they detect and react to cyber threats. 

III. HYBRID ACTIVATION-BASED BIDIRECTIONAL LONG SHORT-TERM MEMORY WITH VIRUS COLONY 

OPTIMIZATION 

The proposed investigation objectives to detect threats in cloud contexts uses the BOT-IoT and UNSW datasets 
as their primary data sources. To handle missing values, K-Nearest Neighbors (KNN) imputation is utilized. It 
estimates them from related data points to ensure data quality. A Generative Adversarial Network (GAN) is used 
to produce synthetic samples to balance the dataset and prevent the model from favoring more prevalent attack 
types. Following preprocessing, the information is entered into a BiLSTM model, which is then improved by 
hybrid activation functions, including SoftMax, Tanh, Sigmoid, and ReLU. These features increase the model's 
learning effectiveness and aid in capturing a variety of attack patterns. BiLSTM parameters are adjusted using 
the metaheuristic algorithm Virus Colony Optimization (VCO) to further refine the model and increase its 
accuracy in identifying security risks. Additional information is used to assess the trained model's capacity to 
distinguish between harmless and malicious activity during the prediction phase. To improve cybersecurity 
threat identification and response in IoT and cloud contexts, the model learns from input and predicts whether it 
reflects an attack or normal activity. The system model is displayed in Fig. 1.  

 
Fig. 1. Distributed Attack Detection System Model 

A. Input Data for Attack Detection 

The BOT-IoT [11] and UNSW [12] datasets are used for attack detection with the dimension of [N×42]. These 
datasets are mathematically represented as follows: 

𝐷 = ൛𝑍௝,௞; 1 ≤ 𝑗 ≤ 𝑥, 1 ≤ 𝑘 ≤ 𝑦   (1) 

Here 𝐷 refers the datasets, 𝑗 represents the 𝑗௧ℎ individual observation data points, 𝑘refers the 𝑘௧ℎattributes of the 
data, 𝑍௝,௞ denotes the 𝑘௧ℎ attribute in the 𝑗௧ℎ individual data point of the database 𝑥 × 𝑦. After that, the dataset is 
sent to the preprocessing module, where any missing values are filled using KNN imputation. 

B. K-Nearest Neighbors for data pre-processing 

KNN [13] is a popular instance-based, slow-learning method in data mining. To estimate missing data, it chooses 
the k closest neighbors according to a distance metric and uses the mean for numerical characteristics or mode 
for categorical features to anticipate missing values. KNN imputation works well with datasets that have a lot of 
missing values. 

𝑘𝑛 = ට𝑤𝑡 × ൫𝑚𝑖௝,௞ −𝐷௝,௞൯
ଶ
, 𝑗, 𝑘 ∈ 𝑓𝑒  (2) 

Here 𝑘𝑛 denotes the K-Nearest Neighbors, 𝐷௝,௞ represents the datasets, 𝑚𝑖 refers to the missing values in the 

datasets, wt  stands as the weight, and fe  indicates the features of the datasets. The KNN is preprocessed by 
imputing missing data, resulting in a data dimension of[𝑁 × 42], which is then fed into the GAN. 
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C. Generative Adversarial Network for Data Balancing 

A deep learning technique for creating synthetic data is a Generative Adversarial Network (GAN) [14], which is 
made up of two network models, namely Generator 𝐺𝑒 and the Discriminator 𝐷𝑖. The Generator creates a 
generated sample using random noise as input, and the Discriminator receives both a generated sample and a 
sample of real training data. The two are trained in a continuous cycle where the Generator improves at creating 
more realistic samples and the Discriminator improves at differentiating between real and fake data. Eventually, 
this competition results in the creation of extremely realistic samples. 

𝛨 = 𝛦[𝑙𝑜𝑔 𝐷 𝐸(𝑘𝑛)] + 𝛦 ቂ𝑙𝑜𝑔 ቀ1 − 𝐷𝐸൫𝐺𝑒(ℤ)൯ቁቃ (3) 

Here 𝛨 evaluates how well the discriminator can differentiate between produced and actual samples, 

𝑙𝑜𝑔 𝐷 𝐸shows the log-likelihood that actual data will be accurately classified by the discriminator, 𝑙𝑜𝑔 ቀ1 −

𝐷𝐸൫𝐺𝑒(ℤ)൯ቁ indicates the log-likelihood that the discriminator will properly categorize generated samples as 

false, whereas kn  indicates the result of the KNK imputation. 
Next, the model receives the balanced data with the size of [𝑁 × 42], which has been trained to identify attacks. 
Every single data sample must have a label during the training phase. The following represents the class sample: 

𝐷ଵ = 𝑔௝ =

⎩
⎪
⎨

⎪
⎧
0,𝑁𝑜𝑟𝑚𝑎𝑙
1, 𝐷𝐷𝑜𝑆
2, 𝐷𝑜𝑆
3, 𝑅𝑒 𝑐 𝑜𝑛𝑛𝑎𝑖𝑠𝑠𝑎𝑛𝑐𝑒
4, 𝑇ℎ𝑒𝑓𝑡

  (4) 

𝐷ଶ = 𝑔௝ =

⎩
⎪
⎪
⎪
⎨

⎪
⎪
⎪
⎧
0,𝑁𝑜𝑟𝑚𝑎𝑙
1, 𝐴𝑛𝑎𝑙𝑦𝑠𝑖𝑠
2, 𝐵𝑎𝑐𝑘𝑑𝑜𝑜𝑟𝑠
3, 𝐷𝑜𝑆
4, 𝐸𝑥𝑝𝑙𝑜𝑖𝑡𝑠
5, 𝐹𝑢𝑧𝑧𝑒𝑟𝑠
6, 𝐺𝑒𝑛𝑒𝑟𝑖𝑐
7, 𝑅𝑒 𝑐 𝑜𝑛𝑛𝑎𝑖𝑠𝑠𝑎𝑛𝑐𝑒
8, 𝑆ℎ𝑒𝑙𝑙𝑐𝑜𝑑𝑒
9,𝑊𝑜𝑟𝑚𝑠

  (5) 

Here 𝐷ଵ refers to the BOT-IoT dataset, 𝐷ଶ stands for the UNSW dataset, and 𝑔௝determines the label for the 𝑗௧ℎ 
sample in the dataset. 

D. Hybrid Activation-based Bidirectional Long Short-Term Memory with Virus Colony Optimization 

 
Fig. 2. The architecture of the HA-BiLSTM model 
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The model architecture in Fig. 2 is intended for cybersecurity distributed attack detection. It uses several 
BiLSTM layers to capture temporal dependencies from both past and future contexts, and it processes input data 
with a shape of [𝑁 × 42 × 1]. The model starts with a BiLSTM layer and then adds activation and dropout 
layers to improve generalization with the dimension [𝑁 × 42 × 200]. The LSTM units are progressively 
decreased from [𝑁 × 42 × 200] to [𝑁 × 42 × 128] by repeating this pattern. Following the sequential feature 
extraction process, the compressed features are processed by a Dense layer and converted into a [𝑁 × 512] 
representation. The dimensions are further reduced [𝑁 × 64] by further activation layers and another Dense 
layer. Finally, the output of the dense layer, which assigns probabilities across 10 attack classes using a SoftMax 
activation function, is [𝑁 × 10]. The proposed HA-BiLSTM model is ideal for identifying dispersed 
cyberattacks through the examination of sequential patterns in log data or network traffic. It efficiently detects 
irregularities and groups them into various assault types. It is very good at identifying complex and dynamic 
dangers because of its deep hierarchical structure, which captures both short-term and long-term dependencies. 

Activation Function 
An activation function is a type of mathematical function, which controls the output value of each neuron in 
neural layers, is essential for controlling information flow and network gradients. Detailed information on 
popular activation functions like SoftMax, Tanh, Sigmoid, and ReLU is provided below [15]. 
Sigmoid: It is the most widely utilized activation function due to its non-linearity. The sigmoid function 
transforms the numbers from 0 to 1. It could be characterized as: 

𝐴𝑇ଵ = 𝑎(𝑏) =
ଵ

௖ష್
    (6) 

Here 𝑎(𝑏) represents the input to the function and 𝑐 refers the base of the natural logarithm. The sigmoid 
function is a smooth S-shaped function that is continuously differentiable. The function's derivative is: 

𝐴𝑇ଵ = 𝑎′(𝑏) = 1 − 𝑠𝑚𝑑(𝑏)   (7) 

Where 𝑠𝑚𝑑denotes the sigmoid function. Additionally, because the sigmoid function is not symmetric about 
zero, all of the neuronal output values will have the same sign. The sigmoid function can be scaled to improve 
this problem. 
Tanh: The sigmoid function is comparable to the tanh function, also known as the Hyperbolic Tangent function. 
However, it is symmetrical around the origin. As a result, the outputs from previous layers that are sent as input 
to the next layer have different signs. It can be defined as follows: 

𝐴𝑇ଶ = 𝑎(𝑏) = 2𝑠𝑚𝑑(2𝑏) − 1   (8) 

ReLU: Rectified Liner Unit (ReLU) is a popular non-linear activation function in neural networks. The benefit of 
using the ReLU function is that not all neurons are active at the same time, meaning that a neuron will only be 
deactivated if the output of the linear transformation is zero. The ReLU function is defined mathematically as 
follows: 

𝐴𝑇ଷ = 𝑎(𝑏) = 𝑚𝑎𝑥(0, 𝑏)    (9) 

SoftMax: The SoftMax function combines many sigmoid functions. Given that a sigmoid function yields values 
between 0 and 1, these can be regarded as the probabilities of specific class data points. In contrast to sigmoid 
functions, which are employed in binary classification, the SoftMax function can be applied to multiclass 
classification issues. The function returns the probability for each class's data point. It can be stated as: 

𝐴𝑇ସ = 𝑠𝑓(𝑑)௜ =
௘

∑ ௘೏೑ಷ
೑సభ

   (10) 

Here 𝑠𝑓, it stands for the SoftMax function, (𝑑)௜denotes the input vector's 𝑖௧ℎ element, 𝐹represents the overall 
classes there are in the classification problem, and ∑ 𝑒ௗ௙ி

௙ୀଵ shows the sum of the exponentials of all elements in 
the input vector 𝑑 where 𝑖 = 1, . . . , 𝐹. The number of classes in the target will correspond to the number of 
neurons in the network's output layer when we construct a network or model for multiple-class classification. 
The activation function 𝛢𝛵is finalized as, 

𝛢𝛵 = {‖𝐴𝑇ଵ, 𝐴𝑇ଶ, 𝐴𝑇ଷ, 𝐴𝑇ସ, 𝐴𝑇ହ}   (11) 

The above-mentioned equation shows the hybrid activation function which is integrated with the BiLSTM model 
are discussed in the below sections. 
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Bidirectional Long Short-Term Memory 
BiLSTM considers the past and future network traffic characteristics [16]. The forward LSTM cell state and the 
backward LSTM cell state are the two parts of its hidden layer. The network traffic data first travels through the 
input layer before entering the hidden layer, where it participates in both forward and backward calculations. The 
output layer receives the results from the hidden layer and creates the final output by combining the forward and 
backward LSTM outputs based on predetermined weights. Figure 2 shows the structure of the BiLSTM network.  

𝑓𝑟(𝑡𝑖) = 𝜏൫𝑇௙௥ℎ𝑖௧௜ିଵ + 𝛲௙௥𝜂௧௜ + 𝑏𝑎௙௥൯  (12) 

𝑖𝑛(𝑡𝑖) = 𝜏(𝑇௜௡ℎ𝑖௧௜ିଵ + 𝛲௜௡𝜂௧௜ + 𝑏𝑎௜௡)  (13) 

𝑖𝑓(𝑡𝑖) = 𝛢𝛵൫𝑇௜௙ℎ𝑖௧௜ିଵ + 𝛲௜௙𝜂௧௜ + 𝑏𝑎௜௙൯ (14) 

𝑜𝑢(𝑡𝑖) = 𝜏(𝑇௢௨ℎ𝑖௧௜ିଵ + 𝛲௢௨𝜂௧௜ + 𝑏𝑎௢௨)  (15) 

Here 𝑖𝑛(𝑡𝑖), 𝑓𝑟(𝑡𝑖), and 𝑜𝑢(𝑡𝑖) refers to the input gate, forget gate, and output gate at a time 𝑡𝑖, 𝑓(𝑡𝑖)represents 
the initial feature of ℎ𝑖௧௜ିଵa time 𝑡𝑖, and 𝐴𝑇 indicates the hybrid activation which is evaluated in Equation (11).  

ℎ𝑖(𝑡𝑖) = 𝑜𝑢(𝑡𝑖)𝛷𝛢𝛵൫𝑐𝑖(𝑡𝑖)൯   (16) 

Equation (16), which is obtained from the output gate 𝑜𝑢(𝑡𝑖) and the cell state 𝑐𝑖(𝑡𝑖), yields the final hidden 
state ℎ𝑖(𝑡𝑖) at the moment 𝑡𝑖. Where the Hadamard product is denoted by 𝛷. The Categorical Cross-Entropy 
(CCE) loss function is one of the hyperparameters of the proposed HA-BiLSTM-VCO model. By reducing the 
CCE loss, the deep learning model gives the right class a larger probability and the wrong classes a lower 
probability. The loss function can be represented mathematically as follows: 

𝐶𝐶𝐸 = −
ଵ

ℓ
∑ ∑ 𝛩௦௔ 𝑙𝑜𝑔൫𝛩෠௦௔௣௣൯

ℓఖ
௣௣ୀଵ

ℓ
௦௔ୀ   (17) 

Here 𝐶𝐶𝐸 stands for the Categorical Cross Entropy, ℓ𝜊 illustrates the number of classes, 𝛰෠௦௔௣௣shows the 

predicted value of the 
thsa sample and 𝑝𝑝௧ℎclass, 𝛩௦௦௣௣ denotes the expected output of the 𝑠𝑎௧ℎsample and 

𝑝𝑝௧ℎclass, 𝛴represents the summation, and  states the number of samples. To get the best results, the 
optimization procedure is used to train the model and is applied above the HA-BiLSTM model's dense layer. The 
next section explains the process of the VCO algorithm. 

E. Virus Colony Optimization 

A nature-inspired optimization algorithm called Virus Colony Optimization (VCO) [17] imitates the virus's 
infection and dispersion tactics. It uses a dual-population model with colonies of host cells and viruses. The 
technique uses the Covariance Matrix Adaptation Evolution Strategy (CMA-ES) for exploitation and Gaussian 
random walks for exploration. Furthermore, VCO has an immune response mechanism that promotes diversity 
by allowing fewer efficient viruses to emerge. These characteristics make VCO useful for both limited and 
unconstrained optimization problems by enhancing convergence rates and increasing the accuracy of identifying 
optimal solutions.  
Initialization: To provide a diverse optimization starting point, the VCO method initializes a dual-population 
model of host cells and viruses, establishing solution counts and positions using random values. 

𝑍௠,௡ = 𝑜𝑝௡ + 𝑠(𝑞𝑝௡ − 𝑜𝑝௡)   (18) 

where, 𝑚 = 1,2, . . . , 𝑋, and 𝑛 = 1,2, . . . , 𝑟. Here 𝑋 denotes the number of solutions, 𝑟indicates how many 
dimensions there are in the search space, 𝑍௠ stands for the initial position vector of 𝑚௧ℎa solution, 𝑠and indicates 
the random numbers of intervals (0,1). 

𝑍 =

⎣
⎢
⎢
⎢
⎡
𝜌ଵ
⋮
𝜌௠
⋮
𝜌௑ ⎦

⎥
⎥
⎥
⎤

=

⎣
⎢
⎢
⎢
⎡
𝜌ଵ,ଵ … 𝜌ଵ,௡ … 𝜌ଵ,௥
⋮

𝜌௠,ଵ ⋯ 𝜌௠,௡ ⋯ 𝜌௠,௥

⋮
𝜌௑,ଵ ⋯ 𝜌௑,௡ ⋯ 𝜌௑,௥ ⎦

⎥
⎥
⎥
⎤

  (19) 

Fitness Function: In a VCO, the fitness weight value is typically used to manage the maximum accuracy. The 
algorithm determines the fitness weight based on the accuracy as evaluated in equation (20). 
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𝛪 = ൬
௧௨೛ೞା௧௨೙೒

௧௨೛ೞା௧௨೙೒ା௙௔೙೒ା௙௔೛ೞ
൰   (20) 

Here 𝛪 denotes the fitness measures, 𝑡𝑢௡௚ , shows true negative value, and 𝑓𝑎௣௦ indicates false positive value. 
Phase (i) Inquisition phase: Using local and global search probability, the inquisition phase iteratively modifies 
solution placements based on the most well-known solutions for the best possible exploration and exploitation. 
Case (i) antecedent based updated phase: [𝐽 ≥ 0.5], Probabilities selected by both local and global search 

provide the basis for the iteration 𝐽 = ቀ1 −
௨

௨೘ೣ
()ቁ, here 𝑢indicates the current iteration and 𝑢௠௫is the maximum 

iteration. The position updated equation as, 

𝑍௠
(௨ାଵ)

= 𝐺𝑎𝑢(𝑍௕௦௧
௨ , 𝜅) + ൫𝑠ଵ ⋅ 𝑍௕௦௧

௨ − 𝑠ଶ ⋅ 𝑍௠
(௨)
൯ (21) 

Here 𝑍௠
(௨ାଵ) stands for the current position vector of the 𝑚௧ℎ solution, 𝑍௕௦௧

௨ indicates the best solution, 𝑠ଵ, 𝑠ଶ are 
the random values between (0,1), 𝐺𝑎𝑢represents the Gaussian distribution, 𝜅denotes the Gaussian parameter, 
and u refers to the current iteration. 

𝜅 =
௟௢௚(௨)

௨
൫𝑍௠

(௨)
− 𝑍௕௦௧

(௨)
൯    (22) 

The 𝐺𝑎𝑢𝑠𝑠𝑖𝑎𝑛(𝑍௕௦௧
௨ , 𝜅) returns a new position, computed by sampling from a Gaussian distribution centered 

around 𝑍௕௦௧ with a standard deviation of 𝜅. The optimal solution and the current position are the only factors that 
affect the position equation above. The best answer might not be close to the global optimal solution at first. The 
algorithm can so fail to arrive at the best answer. Because of this restriction, the algorithm is less able to 
investigate various areas of the search space, which makes it more difficult to discover the best answer and may 
even trap it in local optima. To address this, the equation is hybridized with fractional theory.  

𝑍௠
(௨ାଵ)

= 𝐺𝑎𝑢൫𝑍௕௦௧
(௨)
, 𝜅൯ + 𝑠ଵ ⋅ 𝑍௕௦௧

(௨)
− 𝑠ଶ ⋅ 𝑍௠

(௨) (23) 

𝑍௠
(௨ାଵ) − 𝑍௠

(௨) = 𝐺𝑎𝑢൫𝑍௕௦௧
(௨), 𝜅൯ + 𝑠ଵ ⋅ 𝑍௕௦௧

(௨) − 𝑠ଶ ⋅ 𝑍௠
(௨) − 𝑍௠

(௨)(24) 

The effectiveness of numerous algorithms is greatly enhanced in domains includes pattern matching, edge 
detection, filtering, curve fitting, and modeling by utilizing Fractional Calculus (FC) theory, a subfield of applied 
mathematics. When FC is applied to the equation's Left-Hand Side (L.H.S.), it can be assessed in the manner 
described below: 

ϒఈ
൫𝑍௠

(௨ାଵ)
൯ = 𝐺𝑎𝑢൫𝑍௕௦௧

(௨)
, 𝜅൯ + 𝑠ଵ ⋅ 𝑍௕௦௧

(௨)
− 𝑠ଶ ⋅ 𝑍௠

(௨)
− 𝑍௠

(௨)(25) 

𝑍௠
(௨ାଵ) − 𝛼𝑍௠

(௨) −
ଵ

ଶ
𝛼𝑍௠

(௨ାଵ) −
ଵ

଺
𝛼(1 − 𝛼)𝑍௠

(௨ିଶ) = 𝐺𝑎𝑢൫𝑍௕௦௧
(௨), 𝜅൯ + 𝑠ଵ ⋅ 𝑍௕௦௧

(௨) − (1 + 𝑠)𝑍௠
(௨) (26) 

𝑍௠
(௨ାଵ)

= 𝐺𝑎𝑢(𝑍௕௦௧
௨ , 𝜅) + 𝑠ଵ ⋅ 𝑍௕௦௧

௨ − (1 + 𝑠)𝑍௠
(௨)

+ 𝛼𝑍௠
(௨)

+
ଵ

ଶ
𝛼𝑍௠

(௨ାଵ)
+

ଵ

଺
𝛼(1 − 𝛼)𝑍(௨ିଶ) (27) 

𝑍௠
(௨ାଵ) = 𝐺𝑎𝑢(𝑍௕௦௧

௨ , 𝜅) + 𝑠ଵ ⋅ 𝑍௕௦௧
௨ − (1 + 𝑠 − 𝛼)𝑍௠ +

ଵ

ଶ
𝛼𝑍௠

(௨ାଵ) +
ଵ

଺
𝛼(1 − 𝛼)𝑍(௨ିଶ) (28) 

Where 𝑍௠
(௨ିଶ) denotes the position vector for the 𝑚௧ℎsolution in the (𝑢 − 1)௧ℎ. Using FC theory, which updates 

depending on historical, current, and best solution locations, the above equation is hybridized by integrating the 
position values of the solution from earlier iterations. By using this method, the algorithm can avoid local optima 
and more effectively explore other areas of the search space. It also speeds up the optimization algorithm's 
convergence and directs the search toward the best answers. 
Case (ii) delving phase: [𝐽 < 0.5], the update solution of this phase begins by satisfying the above condition.  

𝑍௠
(௨ାଵ) = 𝑍௠௡

(௨ାଵ) + 𝜎௠
(௨) × 𝑋௠൫0, 𝑣

(௨)൯  (29) 

Here 𝑋௠൫𝑡, 𝑣
(௨)൯ represents the normal distribution with mean z, 𝑣(௨) denotes the covariance matrix, 𝜎௠

(௨)
> 0 

shows the step size parameter with 𝑢௧ℎiteration, and mn  refers to the mean value. Initially 𝑍௠௡ is initiated by, 

𝑍௠௡
௢ =

∑ ௓೘
೉
೘సభ

௑
     (30) 

Here 𝑍௠௡
௢  refers to the mean value of the position vector for all solutions. 
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𝑍௠௡
௢ =

ଵ

ఒ
∑ 𝑡௠
ఒ
௠ୀଵ ⋅ 𝑍௠

ఒ௕௦௧     (31) 

𝑡௠ =
௢௪(ఒାଵ)

∑ ൫௢௪(ఒାଵ)ି௢௪(௡)൯ഊ
೙సభ

    (32) 

Here 𝜆 = [
௑

ଶ
], where 𝜆 indicates the number of best solutions, 𝑡௠represents the combination weights, and 

𝑚denotes the index of the best individual. 
Phase (ii) Rank-based updation phase: 
Calculate performance ranks based on the fitness values of the solutions to determine their effectiveness. 

𝐾௥௡௞(௠) = 𝛪(𝑍௠)     (33) 

𝐾௥௡௞(௠) =
[௶(௓భ)ା௶(௓మ)ା...ା௶(௓೉)]

௑
   (34) 

Here 𝐾௥௡௞  stands for the performance rank, and 𝛪(𝑍௠) denotes the fitness value of 𝑚௧ℎ the solution. The updated 
position is  

𝑍௠
(௨ାଵ) = ቊ

𝑍ƛ
(௨)

− 𝑟𝑛𝑑 ⋅ ൫𝑍ℏ
(௨)

− 𝑍௠
(௨)
൯, 𝑖𝑓𝐾௥௡௞(௔௚) > 𝐾௥௡௞(௠)

𝑍௠
(௨)
, 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

(35) 

Here ƛ, ℏ represents the random selected index from [1,2, . . . , 𝑋], ƛ ≠ ℏ, and rnd  indicates the random value 
within the range of (0,1), and 𝑎𝑔refers to the average value. The average fitness solution and the worst fitness 
solution are contrasted in the equation above. A random answer updates the worst solution's position if it is 
below average, increasing the current solution's fitness score. By strengthening weaker solutions, this method 
helps the algorithm avoid achieving premature convergence. Consequently, it raises the likelihood of locating the 
global optimum, even for intricate issues.  
Termination: After evaluating the best solution, the iteration gets terminated.  

IV. RESULTS AND DISCUSSION 

This section discusses the performance and comparative analysis of the data obtained from the HA-BiLSTM-
VCO model, which is used to detect distributed attacks. 

A. Experimental Setup 

The proposed configuration is tested using the Python software on Windows 10 with an Intel Core CPU and 16 
GB of RAM memory. 

B. Dataset Description 

The BoT-IoT dataset [11] was created at UNSW Canberra's Cyber Range Lab, which replicates a realistic 
network environment with both typical and botnet traffic. Numerous attack types are covered, including OS and 
Service Scans, Data Exfiltration, DDoS, DoS, and Keylogging. By protocol, DDoS and DoS assaults are further 
classified.  
The dataset can be found in CSV, pcap, and argus files, among other forms. With almost 72 million records, the 
original pcap files are 69.3 GB in size. However, 16.7 GB of flow traffic was recovered and saved in CSV 
format.  Organizing the files by assault category facilitates tagging.  Raw network packets for the UNSW-NB15 
dataset were generated using the UNSW Canberra Cyber Range Lab's IXIA PerfectStorm program [12]. The 
dataset was designed to incorporate both simulated modern attack behaviors and actual modern network 
operations.  
The dataset includes nine attack categories, including fuzzers, analysis, backdoors, DoS, exploits, generic, 
reconnaissance, shellcode, and worms. The UNSW-NB15_features.csv file contains a detailed list of the twelve 
algorithms and 49 features that were generated using tools such as Argus and Bro-IDS. In total, 100 GB of raw 
traffic was captured using the tcpdump program. 

C. Dataset Visualization 

Different class numbers are displayed graphically in Fig. 4 for the BOT-IoT and UNSW datasets. The horizontal 
axis displays the class conditions, while the vertical axis displays the counts. By measuring the count rate across 
dataset classes, information about their frequency and distribution may be obtained. This representation 
facilitates efficient analysis of the features and variances of the dataset.   
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BOT-IoT dataset                                          UNSW dataset 

Fig. 4. Data visualization of BOT-IoT and UNSW dataset 

D. Comparative Analysis 

This section presents a comparison of the HA-BiLSTM-VCO model with the current models: FNN-LSTM [9], 
HA-LRDD [5], ML-EA [10], CNN-LSTM [1], and with the HA-BiLSTM model. The analysis is based on the 
UNSW Dataset [12] and the BOT-IoT Dataset [11]. 

Comparative Analysis with BOT-IoT Dataset 
Using the BoT-IoT dataset, the suggested HA-BiLSTM-VCO model is contrasted with other approaches, such as 
FNN-LSTM, HA-LRDD, ML-EA, and CNN-LSTM, as depicted in Fig. 5. With an accuracy of 97.35%, the HA-
BiLSTM-VCO model outperformed the FNN-LSTM is 96.96%, HA-LRDD is 94.21%, ML-EA is 96.64%, 
CNN-LSTM is 96.16%, and HA-BiLSTM is 97.26% models for a 90% training percentage. With 90% training 
data, the HA-BiLSTM-VCO model outperforms the ML-EA by 0.9% with a sensitivity of 97.19%, 3.4% better 
than the HA-LRDD, 1.8% better than the CNN-LSTM, 0.8% better than the FNN-LSTM, and 0.2% better than 
the HA-BiLSTM models. Additionally, using 90% training data, the HA-BiLSTM-VCO model achieves a 
specificity of 97.52%, outperforming the current models by 0.58% over ML-EA, 3.11% over HA-LRDD, 0.67% 
over CNN-LSTM, 0.03% over FNN-LSTM, and 0.02% over HA-BiLSTM. 

  
Accuracy                                                                   Specificity 

 
Sensitivity 

Fig.5. Comparative Analysis with BOT-IoT Dataset 
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Comparative Analysis with UNSW Dataset 
Fig. 6 compares the proposed HA-BiLSTM-VCO model with other approaches, such as FNN-LSTM, HA-
LRDD, ML-EA, and CNN-LSTM, using the UNSW dataset. With 90% training data, the HA-BiLSTM-VCO 
model's sensitivity is 97.08%, which includes improvements of 0.1% over the ML-EA, 2.5% over the HA-
LRDD, 1.9% over the CNN-LSTM, 0.9% over the FNN-LSTM, and 0.7% over the HA-BiLSTM models. 
Moreover, using 90% training data, the HA-BiLSTM-VCO model achieves a specificity of 97.80%, 
outperforming the current models by 94.27% at ML-EA, 94.76% at HA-LRDD, 96.37% at CNN-LSTM, 96.95% 
at FNN-LSTM, and 97.07% at HA-BiLSTM. At a 90% training percentage, the accuracy of the HA-BiLSTM-
VCO model was 97.44%, greater than that of the FNN-LSTM (96.58%), HA-LRDD (94.70%), ML-EA 
(95.62%), CNN-LSTM (95.78%), and HA-BiLSTM (96.71%) models. 

  
Accuracy                                        Specificity 

Fig.  6. Comparative Analysis with UNSW Dataset 

E. Comparative Discussion 

For distributed attack detection, the proposed HA-BiLSTM-VCO model is compared to alternative techniques, 
including CNN-LSTM [1], ML-EA [10], HA-LRDD [5], and FNN-LSTM [9]. Scalability problems, poor 
performance in completely preventing low-rate DDoS attacks, excessive disk utilization, cost inefficiency, 
network performance challenges, and energy inefficiency are only a few of the drawbacks of these current 
techniques. Furthermore, they mostly rely on quicker DDoS detection, which reduces their efficacy when tested 
on various multivariate datasets. These restrictions are addressed by the HA-BiLSTM-VCO model, which 
correctly detects network intrusions while resolving problems with complexity and data imbalance. 
Computational difficulties are resolved and convergence is improved by integrating the VCO method. Table 1 
illustrates how well the HA-BiLSTM-VCO model performs overall when compared to current methods. 

TABLE I. COMPARATIVE DISCUSSION FOR THE PROPOSED HA-BILSTM-VCO 

Analysis/Methods ML-EA HA-LRDD CNN-LSTM FNN-LSTM HA-BiLSTM HA-BiLSTM-VCO 

B
O

T
-I

oT
 d

at
as

et
 

Accuracy (%) 
96.64% 94.21% 96.16% 96.96% 97.26% 97.35% 

Specificity (%) 

96.96% 94.49% 96.87% 97.50% 97.50% 97.52% 

Sensitivity (%) 

96.33% 93.93% 95.47% 96.43% 97.01% 97.19% 

U
N

S
W

 d
at

as
et

 

Accuracy (%) 

95.62% 94.70% 95.78% 96.58% 96.71% 97.44% 

Specificity (%) 

94.27% 94.76% 96.37% 96.95% 97.07% 97.80% 
Sensitivity (%) 

97.01% 94.64% 95.20% 96.20% 96.36% 97.08% 

V. CONCLUSION 

The emerging field of cloud cybersecurity is greatly advanced by the proposed Distributed Attack Detection 
Framework that uses HA-BiLSTM linked with VCO. This approach tackles important issues including class 
imbalance, high dimensionality, and the complexity of the IoT as the cyber threat landscape changes. This novel 
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technique offers a strong basis in cloud security methodologies in addition to improving the accuracy of 
distributed threat detection. All things considered, the present investigation significantly advances the subject of 
cloud computing security by providing a potential path for future improvements in detecting frameworks and, 
eventually, protecting sensitive data from malevolent attacks. The HA-BiLSTM-VCO model demonstrates 
improved performance metrics by efficiently utilizing the BOT-IoT and UNSW datasets. The BOT-IoT dataset 
yields 97.35% accuracy, 97.52% specificity, and 97.19% sensitivity. Additionally, it displayed an accuracy of 
97.44%, specificity of 97.80%, and sensitivity of 97.08% on the UNSW dataset. For better detection efficacy, 
future studies can evaluate additional datasets, enhance model performance, and investigate hybrid optimization 
techniques. 
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