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Abstract— The Goods and Services Tax (GST) was implemented as a significant tax reform to
in-crease revenue collection, simplify taxation, and promote transparency. Nonetheless, GST
fraud is still a major problem that has an impact on both economic stability and govern-ment
revenue. False invoicing, taking advantage of the Input Tax Credit (ITC), and circu-lar trade
are examples of fraudulent acts that cause significant financial losses and inter-fere with ethical
company procedures. In addition to lowering tax collections, these fraud-ulent techniques make
it more difficult for regulatory bodies to conduct thorough audits and investigations. This study
suggests a machine learning-based fraud detection solution that employs the Support Vector
Machine (SVM) classifier, which achieves an accuracy of 97.51%. Through the examination of
important financial indicators, including invoice amounts, taxable values, ITC claims, and
buyer-seller transaction patterns, the system can accurately spot suspicious activity. To enhance
model performance, data preparation methods such as Recursive Feature Elimination (RFE)
for feature selection and SMOTE for class imbalance handling are used. The re-search's
conclusions help to strengthen tax governance and guarantee a stronger, more open GST
system.

Index Terms— GST Fraud, Tax Compliance, Input Tax Credit, Regulatory enforcement,
Revenue Integrity, Financial loses, Fraud Detection, Support Vector Machine, Feature Se-
lection and Risk Assessment.

|. INTRODUCTION

Taxation plays a crucial role in a country's economic structure; they are categorized into two types: Direct and
Indirect Taxes. Direct taxes, such as income tax and corporate tax, are levied directly on individuals and
businesses. By contrast, indirect taxes are levied on goods and services and are col-lected from customers
through middlemen. In order to improve their tax collecting methods, many de-veloping countries have
implemented the Goods and Services Tax (GST), one of the most important types of indirect tax.

Since a significant amount of their economies function informally, developing nations frequently use indirect
taxes to broaden their tax bases. The development of parallel markets, where a sizable portion of the value chain
is left unmonitored by regulatory bodies, is a key concern in these economies. In order to tackle this issue, multi-
point taxation schemes like the Goods and Services revenue (GST) have been implemented, guaranteeing
revenue collection across the supply chain.
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On July 1, 2017, In-dia's Value Added Tax (VAT), Excise Duty, and Service Tax were replaced by the Goods
and Services Tax (GST) [1].

GST has increased revenue collection, but it has also made fraud more likely, which has resulted in a large
amount of tax evasion. Approximately %3.08 lakh crore in GST evasion was recorded between July 2017 and
February 2023, with X1.03 lakh crore recovered, according to public disclosures made in Parliament.
Additionally, 21.51 lakh crore in GST evasion was found in the fiscal year 2023-2024 alone [2]. The GST
system is susceptible to manipulation since it relies on self-assessment.

The government imposes taxes as obligatory financial duties in order to pay for public services. Laws control the
administration and organization of the collection and compliance procedures. Since indirect taxes, like GST, are
imposed at several points throughout a product's value chain, they make a substan-tial contribution to the
national coffers. Every transaction creates comprehensive records that are rec-orded on official tax invoices,
including tax classifications and associated rates. Due to frequent changes in tax legislation, exemptions, and
variable tax rates for different sectors, tax compliance is still difficult even with the structured framework.

The exchequer suffers significant losses as a result of fraudulent activities like falsifying invoices, un-
derreporting sales, and misreporting transactions, which eventually undermine public services.

The Authorities carry out audits and compliance inspections to combat tax evasion. However, manual auditing is
ineffective due to the number and complexity of financial transactions. Systematic methods that examine
transaction data for are necessary to spot fraud trends and inconsistencies. A variety of techniques are used to
identify tax fraud, with an emphasis on irregularities, discrepancies, and taxpay-er behavior patterns. This paper
explores GST fraud, common fraudulent practices, and measures to improve tax compliance. It aims to provide a
structured understanding of the challenges associated with tax evasion and potential strategies to enhance
monitoring and enforcement mechanisms.

Il. RELATED WORKS

A study on the economic effects, regulatory reactions, and patterns of GST tax evasion in India was carried out
in 2024 by Helly Mukesh Maniya and Shobha V. [3]. In order to investigate several evasion strategies, including
underreporting sales, creating false invoices, and abusing the Input Tax Credit (ITC), their research employed
case study analysis. The impact of GST evasion on public trust, gov-ernment revenue, and economic stability
was also assessed in the study. In order to evaluate the effica-cy of regulatory measures in lowering tax fraud, it
also looked at enforcement actions and policy revi-sions. To reduce fraudulent activity, the authors underlined
the necessity of better compliance monitor-ing, regulatory changes, and taxpayer education. Policymakers and
tax authorities looking to improve GST enforcement and guarantee equitable taxation methods will find the
study to be a useful resource.

A big data analytics strategy was proposed in 2019 by Priya Mehta, Jithin Mathews, Sandeep Kumar, K.
Suryamukhi, Ch. Sobhan Babu, and S. V. Kasi Visweswara Rao to identify fraudulent transactions in the tax
system, with a particular focus on Goods and Services Tax (GST) fraud in India [4]. A two-step process for
identifying fraudulent groups involved in circular trading was proposed by their research. Initially, the problem
was formulated as a social network analysis task, in which merchants and their transactions were arranged in a
graph structure. To identify illegal activity, particular fraudulent trans-action cycles were eliminated in the
second stage. The report emphasized the dangers of circular trade, in which organizations set up shell
corporations and fake transactions in order to avoid paying taxes. Their method's practical usefulness was
demonstrated when it was used for the Commercial Taxes De-partment of the Government of Telangana, India.
The study underlined the need for sophisticated moni-toring systems to stop revenue losses brought on by tax
evasion.

To determine how well different Support Vector Machine (SVM) variations detect GST fraud, Vivek Vyas,
Himanshu Thakkar, Siddharth Dabhade, Ramdas Gore, and Hetal Thaker carried out a compari-son study in
2025 [5]. By examining various SVM models, such as linear SVM, polynomial SVM, and radial basis function
SVM, their study aimed to detect fraudulent tax transactions. To identify the best model for GST fraud detection,
the study looked at scalability, classification accuracy, and computing efficiency. The results demonstrated how
machine learning approaches may be used to detect fraudu-lent behaviors such the creation of shell companies,
phony invoices, and misreported transactions. In order to help tax authorities reduce revenue losses and improve
compliance, the authors underlined the significance of improving fraud detection techniques. Their research
offers important new information on how to choose the best classification models for tax system fraud detection.
Anju Sharma and Dr. Kapil Kumar investigated the identification of GST fraud in 2021 using a survey-based
study and suggested incorporating sophisticated detection techniques [6]. Their study brought to light the rising
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issues of tax evasion, false invoicing, and abuse of the GST system's Input Tax Credit (ITC). The study
evaluated the shortcomings of conventional detection techniques and identified im-portant fraud strategies by
obtaining information from tax professionals and financial specialists. The authors suggested improved
regulatory enforcement and systematic compliance monitoring, emphasiz-ing the necessity of ongoing
advancements in fraud detection techniques. In order to guarantee im-proved tax governance and revenue
integrity, their findings emphasized the significance of creating proactive fraud detection procedures.

A study on GST Input Tax Credit (ITC) fraud was carried out in 2023 by Dr. Himanshu Thakkar, Ms. Vedanshi
Joshi, and Ms. Rishita Bhatt. The study looked at the fraudulent schemes and how they oper-ate [7]. The study
demonstrated how scammers take advantage of the GST system by using shell corpo-rations and false billing to
avoid paying taxes, which causes the government to lose a significant amount of money. The Delhi shell
company scam and the Bhavnagar false billing scandal were two significant GST fraud incidents in India that

A 2019 study on GST fraud in Malaysia by Zaleha Othman, F. F. Nordin, Zainol Bidin, and Muzainah Mansor
examined different fraudulent tactics and how they affected tax compliance [8]. Falsifying claims, sales
manipulation, non-submission of GST forms, failure to register, GST avoidance, and car-ousel fraud are the six
main types of GST fraud that were found in their investigation. According to the survey, fraudsters use tax law
loopholes to avoid paying taxes, which causes the government to lose a lot of money. The authors stressed the
need for more robust regulatory frameworks and improved de-tection methods due to the growing sophistication
of fraud in the GST system. Additionally, they sug-gested steps to reduce fraud, such as more stringent
enforcement, improved compliance monitoring, and raised taxpayer awareness. Their findings provide insights
into improving tax governance and aid in the study of GST fraud typologies.

A thorough mapping study on tax compliance and fraud detection in trading operations for goods and services
was carried out in 2021 by Douglas Silva and Sergio Carvalho [9]. The difficulties in tax col-lection, such as
inaccurate tax returns, false claims, and non-compliance, were examined in their study. The authors identified
important issues in tax fraud, including underreported transactions and evasion strategies, by evaluating the body
of existing literature. In order to improve tax governance and reduce revenue losses, their findings highlighted
the need for organized compliance structures and effective fraud detection techniques. The study lays the
groundwork for future investigations into enhancing fraud prevention techniques and fortifying tax systems.

In order to identify financial fraud, Hao Sun et al. [10] investigated the use of textual risk disclosures in financial
reports. In order to assess the textual risk disclosures of 8999 firm-year observations from U.S. energy
businesses (2006-2019), the study included linguistic features, specifically part-of-speech (POS) tags.
Quantified POS characteristics, including nouns, verbs, and adjectives, were fed into ma-chine learning models
such as Random Forest, Support Vector Machine, Logistic Regression, and XGBoost. With the maximum AUC
of 73.89% obtained using XGBoost when integrating POS features with conventional financial variables,
empirical data showed that the POS features considerably im-proved fraud detection capabilities. The usefulness
of forward-looking textual data in enhancing struc-tured financial indicators for fraud detection was
demonstrated by this method.

Numerous research has examined the use of machine learning and data mining techniques for risk management
and fraud detection, each of which has offered valuable information about how to en-hance financial and tax
system monitoring. Self-Organizing Maps (SOMs) were suggested by Wilson T. Mongwe et al. [11] (2020) as a
way to identify fraud in municipal financial accounts. Since SOMs are an unsupervised learning method, they
don't need labels, which makes them perfect for datasets with a lack of fraud labels. Fraud detection is based on
these clear patterns in financial behavior, and their research showed that financial ratios such as debt-to-revenue
and current ratios may be used effective-ly to cluster towns into fraudulent and non-fraudulent categories.

Desy Jayanti et al. [12] (2021) carried out a systematic assessment of machine learning applications in the
taxation domain, highlighting the increasing usage of supervised learning algorithms for fraud de-tection. Their
research examined 29 studies that successfully used support vector machines (SVMs), decision trees, and neural
networks to identify tax fraud and ensure compliance. They found that when it came to identifying taxpayers
who were in compliance and those who weren't, these models—in par-ticular, neural networks and SVMs—
achieved accuracy rates between 80% and 95%. These models are crucial weapons in the battle against tax
evasion because of their remarkable success in identifying trends that traditional methods could miss.

A systematic review of the literature on machine learning (ML) methods for financial fraud detection was carried
out by Ludivia Hernandez Aros et al. [13]. With a focus on supervised and unsupervised methods used on actual
datasets, they examined 104 papers released between 2012 and 2023. The re-view emphasized how common
supervised learning techniques like Random Forest, Logistic Regres-sion, and Support Vector Machines are for
identifying business, insurance, and credit card fraud. Fur-thermore, they found that actual datasets were
prioritized over synthetic ones, with the latter being adopted at a low rate (less than 7%). Significant geographic
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contributions from Saudi Arabia, China, and India were also identified by the study. The findings, which include
performance parameters in-cluding accuracy, precision, recall, and F1 score, illustrate the function of machine
learning in identify-ing irregularities in financial systems.

Asifuddin Nasiruddin Ahmed and Ravinder Saini's paper "A Survey on Detection of Fraudulent Credit Card
Transactions Using Machine Learning Algorithms”[14] offers a thorough analysis of the different machine
learning techniques applied to credit card fraud detection, highlighting the difficulty of highly imbalanced
datasets, where fraudulent transactions make up only 0.173% of the total data. The study demonstrates the
effectiveness of ensemble methods such as Random Forest and XGBoost, the latter of which in some
circumstances can achieve accuracy of up to 99.96%. In order to balance datasets and enhance the identification
of fraudulent cases, the authors additionally stress the significance of sam-pling techniques like NearMiss
(undersampling) and SMOTE (oversampling). For example, the accura-cy of 99.97% with 85.71% recall and
91.30% precision was achieved by combining SMOTE with Ran-dom Forest. In order to improve fraud
detection, the study highlights the importance of preprocessing steps like data cleaning and feature engineering
and makes recommendations for future research topics including neural networks and hybrid models.

I1l. METHODOLOGY

The proposed system utilizes machine learning classification models for GST fraud detection. To com-prehend
patterns and correlations in the data, these models must be trained on a well-chosen dataset. Datasets used for
fraud detection frequently show class imbalance, with a disproportionately low num-ber of fraudulent
transactions compared to valid ones. Class imbalance can be addressed by over-sampling or undersampling
approaches such as SMOTE (Synthetic Minority Over-sampling Tech-nique), although oversampling increases
dataset size and computational complexity while under-sampling can decrease accuracy. Consequently, it is
crucial to choose an appropriate dataset that re-duces these issues[15]. GSTR-1, GSTR-3B, Sellers Invoice
Amount, Buyers Invoice Amount, Sellers Taxable Amount, Buyers Taxable Amount, ITC Claimed as per
GSTR-3B, SEZ Supply, Buyer's Place of Registration, and Buyer's Place of Receipt are among the key financial
and transactional features that are reflected in the labeled GST data used for this project. These characteristics
assist in identifying irregularities and fraudulent activity through incorporating crucial information into the
transactions.

The selection of the dataset followed by the selection of the best classification model. Support Vector Machine
(SVM), Gradient Boosting (GB), Random Forest (RF), XGBoost (XGB), Multi-Layer Percep-tron (MLP),
Decision Tree (DT), and K-Nearest Neighbors (KNN) were among the models that were assessed. Accuracy,
precision, recall, F1-score, and total train-test performance were used to evaluate each model. The SVM model
was the best option for spotting fraudulent trends among them since it performed well across a variety of metrics.
The model's outstanding performance was a result of its capacity to manage complicated distributions and
successfully distinguish between cases that were fraudulent and those that appeared authentic. Additionally,
XGBoost and Gradient Boosting showed dependable outcomes with strong accuracy and precision. They were
more likely to overlook some false examples, though, as seen by their slightly poorer recall ratings when
compared to SVM. Overall, Random Forest did well, although its relatively greater train score suggested that it
tended to overfit. However, Multi-Layer Perceptron, Decision Tree, and KNN were less appropriate for the
fraud detec-tion task due to their lower accuracy and recall.

SVM was selected as the optimal classification model for this system because of its balanced perfor-mance in
terms of accuracy and recall. A grid search technique was used to optimize the model's hy-perparameters in
order to increase its predicted accuracy. To get the best findings, parameters includ-ing the gamma value,
regularization parameter, and kernel type were improved. The data preprocessing phase consisted of the use of
LabelEncoder to translate categorical variables, such as GSTINs and HSN codes, into numerical representations
and the application of SMOTE to control class imbalance. Re-cursive Feature Elimination (RFE) was also used
for feature selection in order to decrease the quantity of features that are insignificant and improve the
interpretability of the model.

The system followed a systematic strategy after the model was trained and optimized. A user-friendly Streamlit
interface allows users to enter GST data, which eventually gets sent to the backend API[16]. The SVM model
receives the input data from the API and uses it to make prediction. The prediction is sent back to the API and
shown to the user based on the model's output. When fraudulent behavior is found, the information is entered
into the database for additional examination and research. In order to spot irregularities, features like Sellers
Invoice Amount, Buyers Invoice Amount, Sellers Taxable Amount, and Buyers Taxable Amount are essential.
Fraud detection includes cross-checking GSTR-1 and GSTR-3B filings and looking for irregularities in ITC
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Claimed according to GSTR-3B and SEZ Supply transactions. Finding discrepancies is further aided by the
geographic data from the Place of Receipt of Buyer and Place of Registration of Buyer. The system's smooth
operation ensures precise and effective fraud detection in real time, giving users insightful data. The suggested
solution supports regulatory compliance and reduces financial loss by improving identification of GST fraud
through the use of the SVM model.
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IV. RESULTS

In the process of selecting the most suitable model for GST fraud detection, multiple machine learning
algorithms were evaluated based on their performance metrics. The training and testing dataset includ-ed
essential financial variables for efficient fraud detection. Important evaluation parameters like accu-racy,
precision, recall, and F1-score were taken into account to provide a fair comparison. A thorough performance
comparison of the several models investigated for GST fraud detection is given in Table 1. The Gradient
Boosting (GB) and Support Vector Machine (SVM) classifiers were the most accurate of these, with GB
reaching 97.44% and SVM obtaining 97.51%. These models demonstrated high recall and precision, which
made them trustworthy for detecting fraud.

Despite having a 99.68% training score, the Random Forest (RF) classifier demonstrated its efficacy in
identifying fraud patterns by achieving 97.30% accuracy on the test set. Likewise, Multi-Layer Percep-tron
(MLP) and XGBoost (XGB) produced competitive results while retaining good recall and precision. With a
96.86% accuracy rate, the Decision Tree (DT) classifier performed admirably, but its precision and recall were
marginally worse than those of RF and SVM. Last but not least, of the models examined, K-Nearest Neighbors
(KNN) had the lowest accuracy (95.69%), which made it less appropriate for fraud detection in this situation.
These findings showed that SVM, Random Forest, and Gradient Boost-ing were the best models for detecting
GST fraud because of their balanced precision, recall, and accu-racy scores.
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TABLE |. PERFORMANCE OF VARIOUS CLASSIFICATION MODELS

Algorithm Train Score | Test Score Accuracy Score Precision Score | Recall Score | F1 Score
SVM 98.12 97.51 97.51 99.66 95.00 99.62
GB 98.54 97.44 97.44 99.85 95.28 97.51
RF 99.68 97.30 97.30 99.00 95.83 97.39
XGB 98.12 97.22 97.22 99.71 95.00 97.30
MLP 97.86 96.93 96.93 98.85 95.28 97.03
DT 99.98 96.86 96.86 97.48 96.53 97.00
KNN 99.98 95.69 95.69 95.84 95.97 95.91
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After the rigorous model selection process, the selected model was evaluated to understand the level of
performance of the model (as well as the whole system) across various aspects crucial to the project’s objectives.
The following metrics were used to analyze the performance of our system. The system yielded favorable results
in the experiments. The performance evaluation metrics considered are as follows:

A. Accuracy

This metric calculates the ratio of correctly identified samples to the total number of samples in the dataset.

Samples correctly classifies in the test data

Accuracy = Number of samples in test data
B. Precision
It is the measure of how many predicted positive instances are actually correct. It is calculated as,
L TP
Precision = TP+ FP
C. Recall
Recall represents the model’s ability to correctly identify all actual positive instances. It is given by,
TP
Recall = m
D. F1 score

It is the harmonic mean of Precision and Recall, providing a balanced measure between the two. It is computed
as,

2 X Precision % Recall
Fl=

Precision + Recall

TP — True positive, FP — False positive, FN — False negative
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V. CONCLUSION

This study presents the design and development of a machine learning-based GST fraud detection sys-tem. After
a thorough examination of several classification models, the Support Vector Machine (SVM) classifier was
selected due to its high accuracy of 97.51%, as well as its great precision and recall. To efficiently identify
fraudulent activity, the system uses real GST datasets and analyses important finan-cial components, such as
GSTR-1, GSTR-3B, invoice amounts, taxable values, ITC claims, and buyer-seller transaction patterns. Model
performance is improved by data preparation methods like Recursive Feature Elimination (RFE) for feature
selection and SMOTE for handling class imbalance. For simple interaction and viewing of fraud detection data,
the system incorporates the user-friendly Streamlit interface.

Future developments might concentrate on identifying particular fraud types, implementing automatic alerts for
questionable GSTINs, enhancing tax compliance, reducing financial risks, and strengthening regulatory
enforcement.
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