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Abstract—This research presents an advanced approach to deepfake detection that combines 
frequency domain masking with adversarial training techniques to enhance the precision and 
resilience of the current models against adversarial attacks. The approach consists of advanced 
preprocessing of the images with Fourier and Wavelet transforms for feature extraction along 
with the creative adversarial training techniques. The approach's usefulness is demonstrated by 
experimental findings, especially in identifying difficult and realistic looking deepfakes. The 
study presents a comparative analysis between multiple models when trained using this 
technique and trained without using this technique. This research can be used to counteract 
deepfake threats and what future research should focus on in order to improve deepfake 
detection capabilities.  
 
Index Terms— Fake content, deepfake detection, frequency masking, adversarial training, deep 
learning. 

I. INTRODUCTION 

Deepfake technology has become a major problem in recent years. They negatively affect a number of industries 
including misinformation, cybersecurity, and privacy [1]. These alarming lifelike artificial media which are 
produced by deep learning algorithms have the ability to mislead people and influence public opinion. Thus, an 
increasing demand for trustworthy and dependable deepfake detection techniques is foreseeable. Recent 
developments in deep learning, computer vision etc. have contributed to AI revolution. Current deep learning 
techniques have shown great potential in improving precision and efficacy of deepfake detection systems [2]. 
The prominent methods like convolutional neural networks (CNNs) and Generative Adversarial Networks 
(GANs) have produced great results but further research is needed to determine how vulnerable they are to 
attacks. The main concern of current deepfake detection techniques is their limited capacity to identify more 
complex and lifelike [3]. 
We combine advanced frequency domain masking with adversarial training techniques to provide a 
comprehensive solution to the problem of identifying deepfakes. Through detailed frequency analysis and 
efficient adversarial training techniques, our method enhances robustness and accuracy in detecting sophisticated 
deepfakes. Conventional techniques might miss little but significant frequency-based patterns in deepfakes, on 
the other hand our method successfully detects and utilizes these patterns to discriminate between real and fake 
media.  This new integration increases the model's capacity to generalize across many deepfake variations. Apart  
 
 
Grenze ID: 01.GIJET.10.2.566_2 
© Grenze Scientific Society, 2024 

 

Grenze International Journal of Engineering and Technology, June Issue 



 
1274 

from the current deepfakes, our approach makes the model resilient against deepfakes that are made to outwit 
detection techniques while simultaneously maintaining a competitive detection accuracy. 

II. RELATED WORKS 

Deepfake technology has raised multiple concerns due to its potential to deceive and manipulate individuals by 
creating realistic but fabricated content [4][5][6]. Researchers are actively introducing methods to detect 
deepfakes to reduce the risks involved. Multiple strategies have been put forth to deal with the problem of 
deepfake detection. 
Early approaches like [7] focused on detecting AI-generated fake videos by analyzing eye blinking patterns. This 
method highlights the importance of minute details like eye movements in identifying deepfake content. [8] 
presented MesoNet, a compact facial video forgery detection network that focuses on mesoscopic properties of 
images. This method signifies the importance of considering distinct characteristics of deepfake content for 
accurate detection. Similarly, [9] utilized body language analysis to enhance detection accuracy by 
demonstrating superior results compared to standard approaches when evaluated with GAN-based deepfake 
datasets. [10] suggested a deepfake attack prevention strategy using steganography GANs. They combined 
blockchain and watermarking techniques for improved detection.  
Recently, [11] highlighted the significance of manual identification of flaws in existing deepfake methods as a 
foundation for detection. They emphasized the role of neural networks in spotting anomalies in deepfake content. 
Similar approach was developed earlier in which an audiovisual method was used to detect inconsistencies 
between visual lip movements and speech in audio for deepfake identification. [12]. The importance of audio-
visual synchronization was clearly evident in recognizing manipulated media content. Furthermore, [13] 
introduced an ensemble-based approach to increase defense robustness against GAN-based deepfake variations. 
This showcases the enhanced resilience against adversarial attacks.   
Frequency domain masking has been utilized to improve deepfake detection by focusing on high-frequency 
components in images. [14] proposed a method that combines color features with frequency-domain-related 
features to enhance deepfake detection. [15] introduced a new method called frequency-based masking. It 
involves hiding parts of the image in the frequency domain before training a deep learning model to detect fake 
images. This approach helped in increasing the resilience of the existing SOTA models [16]. Additionally, 
frequency domain learning and optimal transport theory was applied in knowledge distillation to enhance the 
detection of low-quality compressed deepfake images [17]. These researches show that focusing mainly on high-
frequency components helps to improve the resistance of detection models against manipulation.  
With rapid growth in the generative models, the need for robust detectors have also increased significantly. 
Hence, performing the classification of image as real or fake without learning the existing patterns was proposed 
[18]. They use a feature space which is not explicitly trained to differentiate the real images from the fake ones. 
This adversarial training of the models is a strategy to enhance the robustness of deepfake detection [19]. Later it 
was discovered that training the model on corrupted data helps in increasing model’s resistance to adversarial 
attacks. In [20], adversarial perturbations were used along with the model to enhance deepfake images and 
deceive common detection systems. Afterwords, a unified approach was proposed to leverage orthogonal 
gradients in order to prevent first-order adversaries and improve the robustness of deepfake detection models 
[21].  
In summary, the research on deepfake detection has seen advancements in utilizing frequency domain masking 
and adversarial training techniques to enhance detection accuracy and robustness. Adversarial training 
techniques as claimed by researchers aim to make detection systems more resilient to adversarial attacks and 
improve overall detection performance. 

III. METHODOLOGY  

A. Pre-processing 
Preprocessing steps as mentioned in Fig. 1 include resizing images to a fixed resolution (e.g., 224x224 for 
ResNet-50), normalization to ensure pixel values fall within a certain range (e.g., [0, 1]) along with augmentation 
techniques such as random crops, flips, and rotations. It increases the variability of the training data and prevent 
overfitting. Pre-processed images are then passed to AFM to generated masked images.  

B. Adversarial Frequency Masking 
Adversarial Frequency Masking (AFM) is a technique to train the models on unseen data by masking certain 
frequency  components in input images. Earlier, adversarial training methods operated in the spatial domain. But,  
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Figure 1: Deepfake Detection using Adversarial Frequency Masking 

AFM utilizes the Fourier domain to introduce perturbations in input image I(x,y) and convert it to F(u,v). This 
disrupts adversarial attacks while preserving image content and interpretable quality simultaneously. 

(ݒ,ݑ)ܨ  =  නනݔ)ܫ,  (1) ݕ݀ݔ݀௜ଶగ(௨௫ା௩௬)ି݁(ݕ

The Adversarial Frequency Masking framework consists of two main components: the Frequency Mask 
Generator and the Adversarial Perturbation Generator. The Frequency Mask Generator is utilized for generating 
frequency masks. Certain frequency components are removed from the Fourier transformed input images while 
generating their frequency masks. As a result, a dynamic mask M(u,v,α) is generated which adapts based on the 
frequency content of the image. This function will adjust the frequency mask based on the magnitude at each 
pixel in the Fourier-transformed image. 

,ݑ)ܯ  (ߙ,ݒ =  
1

1 +  ݁ିఈ.|ி(௨,௩)| (2) 

In simpler words, it applies a stronger masking effect to pixels with higher frequency magnitudes and a relatively 
weaker effect to those with lower magnitudes. An adaptive approach like this enhances the model's capability to 
distinguish between fine variations in frequency content across the set of images. It potentially boosts its efficacy 
in detecting deepfakes with greater accuracy and robustness. The mask is then combined with the modified 
image F(u, v). This new image is to Adversarial Perturbation Generator. 

,ݑ)݀݁݇ݏܽ݉ܨ  (ݒ = ,ݑ)ܨ (ݒ × ,ݑ)ܯ  (3) (ߙ,ݒ

The Adversarial Perturbation Generator adds fine changes to the frequency domain. These changes disrupt 
attacks from adversaries more effectively. However, the changes have minimal effect on image content. The 
Generator introduces these perturbations carefully to resist adversaries while preserving image quality. 

(ݒ,ݑ)ܲ  = ߳ (4) 

C. Model Architecture 
Our training module utilizes the ResNet [22] architecture. Particularly when it comes to tasks like image 
recognition, ResNet is renowned for its effectiveness at processing large amounts of data and organizing it 
neatly. We are experimenting with three different ResNet versions: an 18-layer version, a 50-layer version, and 
an even 101-layer version. This allows us to see how the number of layers we add impacts the system's ability to 
discriminate between objects in our tests. 
ResNet-50 is constructed with 50 layers. These­ layers have convolutions, pooling, and fully connected sections. 
ResNet-50 employs residual blocks to overcome vanishing gradie­nts during the training process. This 
innovation enable­s training very deep neural networks. 
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The architecture has shortcut connections bypassing one or more layers. These shortcuts allow direct gradient 
flow during backpropagation. They reduce the degradation issue caused by increasing network depth. Thanks to 
these features, ResNet-50 achieves top performance on image classification benchmarks. 
We customized our base ResNet architecture by adding below mentioned modifications that suits our 
experimental setup: 

 Prediction Layer Addition: A linear layer is added at the end to the output of ResNet for binary 
classification tasks. This additional layer enables the model to make binary predictions based on the 
extracted features from the ResNet backbone. 

 Integration with Frequency Masking: The frequency masking mechanism is integrated into the 
preprocessing pipeline of the model. Images undergo Fourier transformation and are masked using the 
generated frequency masks before feeding them into ResNet for training or inference. This process 
perturbs the input images in the frequency domain and introduces adversarial robustness into the 
training process. 

When we add Adversarial Frequency Masking to ResNet, we're essentially making it more aware of tricky 
situations. This is like giving it special glasses to see through potential tricks in the images it's looking at, which 
is important for training it to be smarter. 
We chose ResNet because it's good at handling lots of information and can learn from examples really well. Its 
ability to stay focused and not get confused easily makes it a good fit for our project, especially when we're 
training it to be extra careful about spotting deceptive things in pictures. 

IV. EXPERIMENTAL SETUP  

A. Dataset 
The standard image classification datasets are used in the experimental setup, such as CIFAR-10 and CIFAR-
100 [23]. These datasets contain a large number of natural images across multiple classes. Hence these datasets 
are suitable for training and evaluating deep learning models. Before training, the images undergo standard 
preprocessing steps such as resizing to a uniform size, normalization, and augmentation to increase the diversity 
of the training data. 

B. Model Setup 
We utilized the chosen Resnet model variations and trained the model on CIFAR dataset. Training the model 
involves two distinct processes: training it once without Adversarial Frequency Masking (AFM) and then 
training it again with AFM. In the first scenario, the model is set up without incorporating AFM. For each 
variation of Resnet i.e. Resnet 18, 50 and 101, we follow the same procedure of training them in two different 
scenarios. This is done to showcase the significance of our approach in increasing the precision and robustness 
of the models. 

C. Hyperparameters 
Following hyperparameters were chosen while training the models: 

 Learning Rate: Chosen empirically through hyperparameter tuning or based on previous studies, 
typically ranging from 0.001 to 0.01. 

 Batch Size: Determined based on available memory resources and computational efficiency, commonly 
ranging from 32 to 128. 

 Number of Epochs: Typically set to a fixed value or determined using early stopping criteria.  

D. Early stopping and Model Checkpointing 
In order to prevent overfitting, early stopping is used to track the validation loss during training and stop the 
training process when the validation loss stops decreasing. In the event of disruptions or failures, the model can 
be recovered to its optimal performance state thanks to model checkpointing, which saves the model parameters 
on a regular basis during training. 

V.  TRAINING PROCEDURE  

A. Forward and Backward Passes 
During each training iteration, input images are fed through the model, and predictions are generated. The loss 
between the predicted labels and ground truth labels is then computed using a chosen loss function. This loss is 
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used to perform backpropagation, where gradients are computed with respect to the model parameters, and 
optimization algorithms update the parameters to minimize the loss. 

B. Optimization Strategy 
The AdamW optimizer [24], an extension of the Adam optimizer, is commonly used for training deep learning 
models. AdamW has a built-in weight decay mechanism, which helps prevent overfitting by penalizing large 
parameter values. 

C. Loss Function 
For binary classification tasks (e.g., presence or absence of a certain attribute in images), the Binary Cross-
Entropy with Logits Loss (BCEWithLogitsLoss) [25] is commonly used. BCE function uses a pair of sigmoid 
activation function and binary cross-entropy loss which is suitable for binary classification tasks.  

D. Evaluation Metrics 
Our deepfake detection model undergoes careful evaluation. Following model training, we validate its 
effectiveness using a separate validation dataset. This is while carefully monitoring performance to prevent 
overfitting. The testing phase involves assessing the model on an entirely new testing dataset. The evaluation of 
model on unseen data will help in assessing the model’s robustness and its unbiased evaluation. We evaluate 
mean Average Precision (mAP) to provide a metric to estimate our model's ability to detect deepfakes accurately 
and reliably. 

VI. RESULTS AND DISCUSSION 

Table I shows the evaluated mAP of various Resnet Models which were trained with and without using 
Adversarial Frequency Masking on the input images. The experimental findings clearly indicate the degree to 
which our method is effective in improving the precision and robustness of the models that are trained without it. 

TABLE I. EXPERIMENTAL RESULTS 

Model Mean Average Precision (mAP) 

ResNet 18 
without AFM 0.52 

with AFM 0.57 (+9.6%) 

Resnet 34 
without AFM 0.67 

with AFM 0.72 (+7.5%) 

Resnet 50 
without AFM 0.79 

with AFM 0.83 (+5.1%) 

Starting with ResNet 18 model, which has least depth, we observe that, in comparison to the scenario where 
AFM wasn’t used its mean average precision took a serious growth of 9.6% when trained using AFM. Similar 
growth can be observed in the next model, i.e., ResNet 34 which outperformed its precision by 7.5% whereas 
ResNet 50 improved its precision by 5.1% while also achieving the best performance in comparison to other two 
models. The incorporation of enhanced frequency domain analysis and adversarial techniques significantly 
enhances the model's ability to detect subtle alterations characteristic of deepfake imagery. 
Furthermore, the adversarial training component contributes to the model's resilience against adversarial attacks. 
Thus, it ensures robustness in real-world scenarios where sophisticated deepfake techniques are employed to 
evade detection.  However, it is crucial to acknowledge the constraints of our research, such as the requirement 
for ongoing modifications and adjustments as deepfake methodologies advance. With proper resources and 
equipment for research we should get even better performance which would be comparable to state of the art 
methods. 

VII. CONCLUSION 

Our research findings demonstrate the considerable advantages of employing adversarial frequency masking in 
deepfake detection models. Our models showcase improved resilience against adversarial attacks after 
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integration of this approach. The results display a significant improvement in their ability to detect and combat 
fake content. This is a critical step forward in the ongoing battle against the spread of misinformation and digital 
deception. This advancement will surely improve the systems to more effectively identify and label potentially 
harmful deepfakes. 

Figure 2: Variation of Average Precision over multiple 
validation epochs for Resnet 18 when trained with AFM  
and without AFM 

Figure 3: Variation of Average Precision over multiple validation 
epochs for Resnet 34 when trained with AFM  
and without AFM 

 
 Apart from increasing resilience, our approach maintains competitive precision levels when dealing with clean, 
unaltered data. Models trained with adversarial frequency masking display higher precision in identifying 
authentic media content. This balance between precision and robustness is essential for building trust in deepfake 
detection technologies and strengthen their credibility for widespread adoption. 

 
Figure 3 : Variation of Average Precision over multiple validation epochs for Resnet 50 when trained with AFM and without AFM 

Our research showcased major progress in detecting deepfakes through adversarial frequency masking. 
However, we must consider certain constraints. Applying frequency masking on large datasets or real time 
detection would increase the computational resources load. This might affect scalability and implementation 
feasibility in resource limited settings. Furthermore, how well this approach works depends on distinctive and 
specific deepfakes traits. Highly sophisticated deepfakes that mimic real media may still puzzle detectors. 
Despite these challenges, our approach represents a major milestone in combating the spread of misinformation 
while also maintaining digital integrity. Future work will focus on addressing these limitations of our approach, 
how can we improve their scalability factor, and developing enhancements to increase the adaptability of our 
model to emerging deepfake threats. Through continued refinement and innovation, we aim to strengthen the 
reliability and practicality of deepfake detection technologies in real-world applications. 
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