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Offline Signature Validation using Image Processing
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Abstract—
Thesignatureiswidelyusedasameansofpersonalverificationemphasizestheneedforanautomaticver
ificationsystembecauseoftheunfortunatesideeffectofbeingeasilyabusedbythosewhowouldfeignthe
identification or intent of an individuals. Verification of signature can be performed either by
Online or Offline based onthe type of application. Online system uses dynamic information of a
signature captured when the time of signature hasbeen made. Offline systems work on the
scanned images of a signature. In this paper, we are presenting an Offlinesignature verification
where we are using both ANN and CNN algorithm. The geometric features like Area,
Eccentricity,Kurtosis, Center of gravity, and Skewness are extracted from image in ANN and
an augmentation technique in CNN. Before we extract the features, preprocessing of ascanned
image are necessary to isolate the signature part and to remove any type of noises present in it.
Thesystemisinitiallytrainedusingadatabaseofsignaturesobtainedfromindividualswhosesignature
shavetobeauthenticatedbythesystem. Weareusinglessdatasetscomparedtoexistingmodel wewill
dealingwithitinlatersections.

Index Terms— ANN,CNN,Pre-processing, DataAcquisition, Featureextraction.

|. INTRODUCTION

Nowadays,personidentificationandverificationisveryimportantinsecurityandresourceaccesscontrol.Biometrics  is
the science of automatic recognition of individual identity depending on their physiological
andbehavioralattributes.Forcenturies,signatureshavebeenanintegral partofvalidatingbusinesstransactionscontracts

and agreements. Among the different forms of biometric recognition system such as fingerprint, iris, face,voice
etc., signature is widely used. Mainthing is that signature is very important part inbank because withdrawalof
money depends onit. But nowadays, cases about fraud signature inbanks are increasing. So to overcome thistype
of situation this project will help to identify whethersignature is real orfake. While off-Line signatureverification
systems taken has input the 2D image of a signature. Offline systems are useful in automatic
verificationofsignaturesfoundonbankchecksanddocuments[3][4]. Offlinesystemsareusefulinareasofautomaticverifi
cation of signatures found in bank checks and documents etc. In our project we used ANN and CNN
algorithm. InexistingsystemSignaturesfromdatabasearepre-processedandpriortofeatureextraction.

Input signature image Preprocessed image
Figurel.HandwrittenSignatureandPreprocessedSignature
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These extracted features are used to train our neural network. In verificationstage, test signature pre-
processingand feature extraction are performed. Artificial Neural Network (ANN) [1], is a group of multiple
perceptron orneurons at each layer. ANN is also known as a Feed-Forward Neural network because inputs are
processed only inthe forward direction and not back ward. This type of neural networks technology are one of
the simplest variantsof neural network. They passes the information in one direction, throughvarious input nodes,
until it makes it tothe output node. But some of the disadvantage of ANN is that as we mentioned before, with
ANN arms hangingalong with the execution of parallel processing, and so they need processors that support
parallelprocessing,soxctheANNaredependentonthehardwareandrequireexternal functionneedtobedefined. Sinceitis
similartothe functionality of the human brain, we may not be able to determine what is the proper network
structure of an ANN.Not only do ANN, but also the statistical models can be trained with only numeric data, so
its make it very difficultfor ANN to understand the problems statements. To overcome such type of problem we
useCNN, itisoneofhemostpopularmodelsusedtoday. Thisneuralnetworkcomputationalmodelusesavariationofmultil
ayerperceptron’s and contains one or more convolutional layers that can be either entirely connected or pooled.
Theseconvolutional layers create feature maps that record a region of image which is ultimately broken into
rectanglesand sent out for nonlinear processing some of advantages of CNN over ANN is that very high
accuracy in imagerecognition problems. Automatically detects the important features without any human
supervision and externalfunctions. By combining these two algorithm we print the result based on threshold
value whether the signature isgenuineorforged.

Il. LITERATURESTUDIES

A.ConvolutionalNeuralNetworkBasedOfflineSignatureVerificationApplication(MuhammedMutluYapici, AdemTek
erek, NurettinTopaloglu2018)

In this study, DL application based on CNN architecture, which achieved successful results in many field,
wasapplied for signature verification. In the study, CNN architecture was trained separately as WD and W1 as
twodifferent models. One of the biggest problems of the CNN is the problem of inadequate training data for
signatureverification application. To addressing this problem, they used two different CNN models. They aimed
to solve theproblem of inadequate signature example with WI while increasing the classification success with
WD. But in thismodeltheywereusinglargenumberofdataset.

B. SignatureVerificationSystemusingNeuralNetworks(TusharaD, ShrideviRaddy,ShreyaKM,SpoorthyY2021)

Inthispaperanonlinesignatureverificationsystemisproposedwhichisbasedonneuralnetworkbasedclassification. This
systemuses 10 signatures takenfrom the wuserdatabase and from that a database of X,
ycoordinateandvelocityvaluesatdifferentpointsareextracted, fromwhichdifferentspecificfeaturesetiscalculated, whi
chisusedtotrainaneuralnetworkusingMATLABsoftware.

I11. MOTIVATION

Signature verification is a type of software that compares signatures and checks for authenticity and uniqueness
ofsignatures. This will save time and energy and helps to prevent human error during the signature process and
lowerschances of fraud inthe processof authentication. CNN usually takes large dataset fortraining butby
combiningbothANNandCNNitcanuselessdatasetfortraining.

V. PROBLEMDOMAIN

Our project lies on technology domain where we are combining both ANN and CNN technologies to get
accurateresultbasedonthresholdvalue.Wearemodifyingexistingmodelsothatwecangetgoodresult.

V. PROBLEMDEFINATION
Thesignaturesofthesamepersoncanvarywithtimeandthestateofmindeventhoughtheyareexperts.Ourmaingoalistover
ifywhethertheacquiredsignatureisgenuineorforgedone.

V1. DESIGN

In below block diagram we can see that there are two operation in our project. First operation is based on the
CNNand the second operation is on ANN. In first operation first step is data acquisition, Data acquisition is the
process ofdigitizing data from the world around us so it can be analyzed, displayed, and stored in a computer. In
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next steppreprocessingofimagehastobe done.The aimofpre-processingofsignatureistoimprovethe qualityofthe
image so that we can analyze it in a better way. By preprocessing we can suppress some undesired distortions
and enhancesome features which are necessary for the particular applications. In next step we will train our
modelwith set ofuser signature image then we will classify the image whether it is genuine or forged and place
that result in Resultlvariable. In second operation also we will train our model with set of signature images here
also pre-processing ofimage as to be done. The signature is first captured and transformed into a format i.e.
binary format that can beprocessed by a computer. Now it’s ready for preprocessing. In preprocessing stage,
RGB images of the signature isconvertedintothegrayscaleandthentobinaryimage.

Operationl Operation2
y Sample database l
| Data acquisition | | Input signature I | Input signature |
I Preprocessing | I Pre processing I | Pre processing |
| Model training | | Feature extraction | | Feature extraction |
erity the testing I Neuralnetivork I pply extracted feature
signature to neural network
Result 1
Result 2
b: T
Comparisonbasedon | I oriicaon
value
L] ¥

Forged Genuine

Figure2. Blockdiagram

The aim of this phase is to make signature ready for feature extraction. This preprocessing stage includes two
steps:Color inversion i.e. RGB to grayscale, Filtering and Binarization. [1]. Then geometric features like Area,
Center ofgravity, Eccentricity, Kurtosis and Skewnesshas been extracted [9][10][1].Area is the actual number of
pixels inthe region of signature. Centroid vertical and horizontal and centers of gravity of the signature.
Eccentricity is theratio of the distance between the foci of the ellipse and its major axis of length. Kurtosis is a
measure of flatness ofdistribution. It gives an idea of whether the data are peaked or flat relative to a normal
distribution. Skewness is ameasureofasymmetryofdistribution.
Kurtosis=n*z”(Y—\'{)“/gz”(Y—\?)z)2 o ()

Here,Yiis the i" Variable of the Distribution, Yis the Meanof the Distribution , n isNo. of Variables in

theDistribution.
—\3
n X;—X
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Here,nrepresentsnumberofvariables inthedistribution, xjis random variable , s represents mean of distribution ,and
X represents mean of distribution. operation 2 and stored inResult 2.We will print the result based on threshold

value or accuracy value of operation 1We will set thresholdvaluebasedontrailand
errormethod. Ifwegetsameresultonoperationl andoperation2wewillprintthatresult ,if operation 1 and operation 2
have  different result ~we will print the result based on accuracy value of

operationl.Example,ifthresholdvalueissetto70ifaccuracyofoperationlislessthen70thenoperation2resultwillbe

printedoroperationlresultwillbeprinted. In second operation we are using ANN. Artificial Neural Network or
ANN resembles the human brain in learningthrough training and data storage. Then the result from operation is
stored in variable called Result 2.Later we willclassifytheresultbasedonthresholdvaluewhatwegetfromoperationl.

VII. WORKING METHODOLOGY

Initially we will take some signatures of users and placed into separate folder, each users are given with the
uniquelD. We will take more images for training it will obvious increase the accuracy. The image that we want
to checkwhether it genuine or forged we will be giving that image path, after submit background processing will
start i.e.operationlandoperation2.

Inoperation1CNN isuseddataacquisitionwhereitwilldigitalizethedatainnextstep. Innextsteppreprocessingof image
has to be done. Since we are using less dataset in CNN we are using data augmentation. The aim of pre-
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processing isto improve the quality of the image so that we can analyze it ina betterway. Thentraining of image is
done thatwhat we saved in folder after training image that we want to test is classified and saved in Result 1
variable. Nextoperation 2 starts executing, it is based on ANN where We approach the problem in two steps
Initially, the scanned signature images are preprocessed to makes uitable fo rextracting features. Then, the
preprocessed images are used to extract relevant geometric parameters that can distinguish forged signatures
from exact ones using the Artificialneural network technology. The signature is first captured and transformed
into a format that can be processed by acomputer i.e. RGB to grayscale [1]. Now it’s ready for preprocessing. In
preprocessing stage, the RGB imagesignatures are converted into grayscale one and then to binary image. The
purpose of this phase is to make signatureto be ready for feature extraction. The preprocessing stage includes
two steps: Color inversion [6] i.e. RGB image tograyscale image, Filtering and Binarization[5][7][8]. The
colored image RGB is converted to the grayscale intensityimage by eliminating the hue and saturation
information and retaining the luminance. Any image when resampled isfiltered by a low passing FIR filters. This
is done to avoid aliasing. This aliasing occurs because sampling the data ata rate lower than twice the largest
frequency component of the data is occurred. And for this purpose the filter used.Now the grayscale image is
segmented to get a binary image.In a binary image, eachpixel assumes to be one ofonly two discrete values: 1 or
0. A binary images are stored as a logical array. Extracting a feature is the key todevelop an offline signature
recognition system. We use five global features that cannot be affected by temporalshift. These features are
geometrical features whichare based onthe shape and dimensions of a signature image.The various shape
features that we use are: Area, Centroid Coordinates, Eccentricity, Kurtosis and Skewness as wediscussed
above[9][10]. After extracting the features of training set and test image we will get result ofoperation 2and
stored in Result2.We will print there sultbased on threshold value or accuracy value of operationl. We will set
threshold value based ontrail and error method. If we get same result on operation 1 and operation 2 we willprint
that result , if operation 1 and operation 2 have different result we will print the result based on accuracy valueof
operation 1.Example, if threshold value is setto 70 if accuracy of operation 1 is less then70
thenoperation2resultwillbeprintedoroperationlresultwillbeprinted.

VIII. RESULTS

The dataset was split into training set and a validation set accuracy of the model has been reported on the
validation. The performance of the modelise valuate dusing the following metrics.

Precision (P): This gives a measure of the proportion of positive identifications that were actually correct for
each of the given classes[1].
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Figure3: Validation accuracy and lossgraph
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Above figure shows the validation accuracy and validation loss for our model. When we compare our model
with previous model we are getting good accuracy i.e. 91% even we are using less dataset we can see that
accuracy is increasing inea chepoch sand losses are decreasing. We are getting same accuracy as existing model
withless dataset.

IX. CONCLUTION

CNN is the best neural network approach, it is used for modeling of image but it is not limited to just modelling
of the image but also out of many of its applications, and an artificial neuralnet work is an algorithm that
simulates the fast learning performance of large number of biological neuron cells. Thenodeist he most basic
function using, in the ANN, simulating the behavior of an euroncell by using these two algorithm we can get
more efficient results. Throughout the most recent decade, there are many strategies for Offline Signature
Verification. While recognizing genuine signatures and forged signatures remains a difficult task, false
acceptance rates have dropped fundamentally in the most recent couple of years because of progressions in Deep
Learning. For existing model we were using large number of dataset but we are verifying signature with new
method by combining both ANN and CNN which is efficient then existing model.
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