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Abstract— Online social platforms have evolved into essential environments for global
communication, yet they continue to face significant challenges posed by toxic, offensive, and
hateful language. Manual moderation of such content is inefficient, inconsistent, and incapable
of operating at the scale required for modern digital ecosystems. This creates a strong need for
automated, intelligent systems capable of identifying and categorizing harmful language with
high precision. Although earlier approaches such as Bidirectional LSTM networks were
effective in modeling sequential dependencies, they often struggled with long-range context,
subtle linguistic cues, and the emerging variability in toxic expressions.

To address these limitations, this project, titled “Toxic Comment Classifier,” proposes a Large
Language Model (LLM) based toxicity detection framework that leverages transformer
architectures such as DistilBERT for efficient, context-aware multi-label classification. The
system processes user-generated comments and predicts six toxicity categories: toxic, severe
toxic, obscene, threat, insult, and identity hate. A robust preprocessing pipeline was
implemented using subword tokenization and attention-based text encoding, ensuring deeper
contextual understanding compared to recurrent models. The LLM was fine-tuned on a large,
annotated dataset of online comments, and scientific evaluation demonstrated improvements in
micro-F1 performance, better handling of implicit and context-dependent toxicity, and
enhanced generalization under class imbalance conditions.

An interactive Gradio interface further enables real-time toxicity assessment, offering
probabilistic outputs, binary risk classification, and interpretable insights for moderation
workflows. The integration of transformer-based modeling with threshold optimization and
empirical validation highlights the system’s scientific contribution: it demonstrates that
lightweight LLMs can outperform traditional deep learning models while remaining
computationally feasible for local, unpaid deployment. This work contributes toward safer
digital communication environments by providing a scalable, accurate, and user-friendly
automated moderation solution.

Keywords— Natural Language Processing (NLP), Large Language Models (LLMs),
DistilBERT, Transformer Architecture, Toxic Comment Detection, Multi-Label Classification,
Gradio Interface, Content Moderation.

1. INTRODUCTION

The rapid expansion of online social platform forums, comment sections, and social networks has dramatically
increased opportunities for public discourse.
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However, the same digital spaces often experience a high volume of toxic, abusive, and hateful comments that
negatively impact user well-being and disrupt constructive discussions. The sheer scale and speed at which
online conversations evolve make manual moderation ineffective, inconsistent, and unable to keep pace with
harmful content. As a result, automated toxicity detection has emerged as a critical research area within Natural
Language Processing (NLP) to support safer and more inclusive digital environments.

Early approaches to automated moderation relied on traditional machine learning techniques using handcrafted
linguistic features, while subsequent methods employed deep learning architectures such as LSTMs and
Bidirectional LSTMs (BiLSTMs). Although BiLSTM-based systems demonstrated improvements over earlier
models by capturing sequential dependencies in text, they still exhibit notable limitations. These models struggle
with long-range dependencies, subtle linguistic cues, sarcasm, implicit hate speech, and evolving online slang.
Moreover, BiLSTMs demand sequential processing, which restricts their scalability and reduces their suitability
for real-time moderation systems that must analyze large volumes of data efficiently. These challenges highlight
a clear research gap in developing toxicity detection systems that can capture deeper semantic relationships,
adapt to evolving language patterns, and operate effectively under practical deployment constraints.

The emergence of transformer-based Large Language Models (LLMs) has shifted the landscape of NLP, offering
substantial improvements in contextual understanding through self-attention mechanisms. Models such as
BERT, RoBERTa, and DistilBERT address many shortcomings of recurrent architectures by analyzing entire
sentences simultaneously rather than token by token. This allows LLMs to better detect implicit toxicity,
nuanced sentiment shifts, and context-dependent meaning. Lightweight LLMs, particularly DistilBERT, further
provide a balance between performance and computational efficiency, enabling practical deployment on
consumer hardware without reliance on paid cloud resources. Despite these advancements, existing research still
lacks comprehensive studies that focus on multi-label toxicity detection using lightweight LLMs, especially
under real-world constraints such as class imbalance, threshold calibration, and offline CPU-based deployment.
In response to these gaps, this study develops a transformer-based Toxic Comment Classifier using DistilBERT
to replace the previously used BiLSTM architecture. The model is fine-tuned on a large dataset of annotated
online comments and optimized using a multi-label approach that reflects the complex nature of online toxicity.
Unlike earlier work that primarily reports accuracy metrics, this project incorporates threshold tuning, micro-
and per-label F1 evaluation, and scientifically interprets model behavior under imbalanced conditions.
Furthermore, the integration of a lightweight Gradio interface allows real-time toxicity prediction while
maintaining low computational requirements. Through this work, the project demonstrates that LLM-based
models not only improve toxicity detection performance but also provide practical, scalable solutions suitable for
modern digital moderation systems.

II. RELATED WORK

Research on toxic comment detection has evolved significantly over the past decade, with early efforts primarily
exploring deep learning and classical machine learning approaches. Garlapati et al. [1] demonstrated one of the
foundational deep learning frameworks for this task by employing LSTM architectures to classify toxicity in
online comments, emphasizing the importance of sequential modeling and text preprocessing. Complementing
the modeling aspect, Abid et al. [2] introduced Gradio, a user-friendly interface for deploying and testing
machine learning models, which has since become highly influential in making toxicity detection tools more
accessible. Poojitha et al. [3] further compared several traditional machine learning techniques with deep
learning methods, concluding that neural models typically outperform classical classifiers due to their superior
ability to capture contextual meaning in social media text.

Building on these foundations, Bespalov [4] investigated the development of robust toxicity predictors capable
of generalizing across diverse linguistic patterns, while Fan et al. [S] explored hierarchical deep neural
architectures to enhance toxicity detection performance. As recurrent models gained prominence, Duy and
Nguyen [6] conducted a comprehensive study on Bidirectional LSTM-based toxicity detection, demonstrating
the advantage of capturing bidirectional context for improved classification outcomes. In parallel, research
expanded into related NLP domains: Sajikumar [7] applied deep learning models for emotion detection,
highlighting the broader utility of recurrent architectures in understanding nuanced text, and Neog and Barman
[8] developed a hybrid deep learning model for detecting toxic comments in Assamese, emphasizing the growing
need for multilingual toxicity detection frameworks.

Earlier toxicity detection systems relied more heavily on classical machine learning techniques. Chakrabarty [9]
employed traditional classifiers for categorizing user comments, while Alsharef [10] utilized supervised learning
methods to classify online toxic behavior, establishing baselines for future neural approaches. Liu and Zhang
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[11] contributed to the evolution of hybrid architectures by combining Bidirectional LSTM with convolutional
layers to enhance feature extraction, significantly improving multi-label toxicity classification performance.
Meanwhile, Sajikumar [12] explored the integration of Gradio and Hugging Face tools for building interactive
Al applications, reinforcing the importance of deployability and user accessibility in toxicity detection research.
Survey-based contributions also provide critical insights into the landscape of toxic comment detection. Sharma
and Jain [13] compiled an extensive survey of toxic comment classification techniques, outlining strengths and
limitations of existing machine learning and deep learning models. Mishra and Taterh [14] analyzed deep
learning methodologies for offensive language detection, demonstrating the effectiveness of neural architectures
in handling complex linguistic patterns. Gupta and Singh [15] conducted a comparative study between machine
learning and deep learning approaches for abusive language detection, reinforcing the empirical superiority of
neural models in most scenarios. Fortuna and Nunes [16] offered a comprehensive survey on hate speech
detection, discussing dataset-related challenges, annotation inconsistencies, and methodological limitations that
impact comparative evaluations across studies.

Several influential works have focused specifically on hate speech and offensive language detection using deep
learning. Badjatiya et al. [17] applied deep neural networks for hate speech detection in tweets, showcasing early
evidence of neural architectures surpassing traditional models. Waseem and Hovy [18] studied predictive
features for hate speech classification, emphasizing the importance of explicit and implicit linguistic cues.
Davidson et al. [19] explored the distinction between offensive and hateful content, providing a widely used
dataset and highlighting ambiguities that complicate automatic detection. Kolhatkar and Taboada [20] examined
sarcasm detection in social media, a critical aspect because sarcasm often masks implicit toxicity and misleads
automated systems. Nobata et al. [21] performed one of the earliest large-scale abusive language detection
studies, demonstrating the importance of high-quality feature engineering and large annotated datasets for model
reliability.

Collectively, the literature demonstrates a clear progression from traditional machine learning methods toward
deep neural architectures, particularly LSTM and BiLSTM models, which have proven effective in modeling
sequential dependencies and improving detection accuracy. However, despite these advancements, several gaps
persist. Many models struggle with multilingual adaptability, subtle forms of toxicity such as sarcasm or implicit
hate, and real-time deployment efficiency. Additionally, interpretability and threshold calibration remain
underexplored areas, especially in multi-label toxicity scenarios. These research gaps motivate the present study,
which aims to develop a more robust, efficient, and deployable toxicity detection system while addressing the
practical challenges identified across prior works.

III. DATASET DESCRIPTION

The dataset used in this study is the Jigsaw Toxic Comment Classification Dataset, a publicly accessible corpus
widely utilized for research in toxic language detection. The dataset comprises user comments extracted from
Wikipedia discussion pages and manually annotated for multiple categories of abusive behavior. Each comment
may belong to one or more toxicity categories, making this a multi-label text classification problem.

A. Dataset Structure

The dataset is provided in CSV format and contains the following fields:
id: Unique identifier for each comment.
comment_text: Raw textual content of the user comment.
toxic: Indicates general toxicity (1 = toxic, 0 = non-toxic).
severe_toxic: Marks highly aggressive or extreme toxic content.
obscene: Identifies comments containing vulgar or offensive language.
threat: Indicates threats or expressions of physical harm.
insult: Represents direct insults or abusive expressions.
identity hate: Flags hate speech directed toward identity groups (e.g., race, religion, gender).
representative sample from the dataset is shown below:
"id","comment_text","toxic","severe_toxic","obscene","threat","insult","identity hate"
"0002bcb3da6cb337","COCKSUCKER BEFORE YOU PISS AROUND ON MY WORK",1,1,1,0,1,0
"0000997932d777bf","Explanation...",0,0,0,0,0,0
"000103f0d9ctb60f","D'aww! He matches this background colour...",0,0,0,0,0,0
"0005¢987bdfc9d4b","What is it... WP TALIBANS... DESTRUCTIVE contribution...",0,0,0,0,0,0

VVVVV>»VVVVVYVYYY
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B. Label Distribution

The dataset exhibits significant class imbalance, with most comments categorized as non-toxic, while labels such
as severe toxic, threat, and identity hate occur infrequently. This imbalance necessitates appropriate
preprocessing and evaluation strategies to ensure fair model performance across all categories.

C. Dataset Characteristics

Source: Wikipedia comment histories

Language: English

Task Type: Multi-label classification

Total Samples: Over 150,000 labeled comments (full dataset)

Toxicity Categories: Six independent labels

Application Domain: Automated moderation, digital safety, NLP toxicity detection

The dataset’s diversityranging from harmless conversational text to severe hate speechmakes it a robust
benchmark for training deep learning models such as Bidirectional LSTMs. Its detailed annotations provide rich
contextual signals that contribute to accurate toxicity detection.

IV. METHODOLOGY

The methodology adopted for the Toxic Comment Classifier follows a structured, scientifically grounded
pipeline designed to ensure methodological rigor, reproducibility, and robustness in detecting harmful online
comments. The approach integrates data preparation, transformer-based language modelling, calibrated multi-
label classification, and an interactive deployment framework. Each phase is articulated to highlight the
underlying scientific principles rather than operational or laboratory-style procedures.

The study follows a multi-stage methodological framework beginning with a detailed understanding of the
dataset and evolving through preprocessing, model development, optimization, evaluation, and deployment. In
contrast to earlier architectures such as Bidirectional LSTMs, which rely on sequential token dependencies, this
work employs a lightweight transformer-based model (DistilBERT) capable of encoding global contextual
relationships across text. This shift is grounded in empirical evidence from NLP research showing that attention-
based architectures exhibit superior semantic modeling, robustness to linguistic variation, and improved
generalization capacityqualities essential for high-stakes tasks such as toxicity detection.

A central methodological motivation was the need to address real-world constraints typical of toxic comment
detection systems, including severe class imbalance, diverse linguistic expressions, and the necessity for rapid
inference. The proposed LLM-based methodology therefore emphasizes efficiency without compromising
scientific validity: computational feasibility for local CPU-based environments is balanced with stringent
evaluation metrics and threshold calibration to enable actionable moderation decisions.

A. Data Collection and Understanding

The methodological foundation lies in a publicly available corpus of online comments annotated across six
toxicity labels: toxic, severe toxic, obscene, threat, insult, and identity hate. Scientific analysis of the dataset
focuses on characterizing label imbalance, distributional properties, linguistic variability, and potential
annotation noise. These characteristics guide downstream decisions regarding model calibration, choice of
evaluation metrics, and the adoption of multi-label classification to reflect the inherent complexity of online
toxic discourse.

B. Data Preprocessing

Preprocessing is designed not as a mechanical step but as an essential scientific process to preserve linguistic
information while minimizing noise. Comments are normalized by lowercasing and canonicalizing irregular
characters. Tokenization is carried out using the DistilBERT subword tokenizer, which employs WordPiece
segmentation to decompose both common and rare words into meaningful subword units. This method improves
representation of slang, compound insults, and morphologically altered toxic wordsphenomena frequently
present in user-generated content.

Label vectors are encoded in a multi-hot format to reflect the multi-faceted nature of toxicity. The preprocessing
pipeline ensures that the resulting inputs retain semantic richness essential for attention-based architectures.

C. Dataset Construction

The cleaned dataset is transformed into a structured corpus suitable for transformer-based modeling. Samples are
partitioned into training, validation, and testing splits (70%, 20%, and 10%), ensuring statistical
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representativeness and methodological robustness. The validation set plays a critical role in threshold calibration
and hyperparameter stability analysis, while the test set supports unbiased scientific evaluation of the trained
model’s generalization.

The dataset is converted into optimized batches with attention masks and pad tokens, enabling uniform
processing across sequences of varying lengths while avoiding computational waste.

D. Model Design

The core of the methodology is a DistilBERT transformer encoder fine-tuned for multi-label toxicity

classification. Its architecture operates through self-attention mechanisms that compute contextual relevance

among all tokens simultaneously, yielding richer semantic representations than sequential architectures.

The model design comprises:

» Embedding and Positional Encoding: Subword embeddings paired with positional encodings allow the
model to represent lexical meaning and syntactic structure jointly.

» Transformer Encoder Layers: Multiple attention heads capture nuanced contextual cues, such as implied
aggression, indirect insults, and subtle forms of toxicity.

» Classification Head: A dense layer with sigmoid activation maps contextualized embeddings to six
independent toxicity probabilities.

» Regularization: Dropout and weight decay are employed to limit overfitting, improving generalization to
unseen linguistic patterns.

This scientific architecture is conceptually motivated by the superior ability of transformers to capture long-

range dependencies and semantic subtleties inherent in toxic discourse.

E. Training and Optimization Strategy

Model optimization employs binary cross-entropy loss, appropriate for multi-label classification, coupled with

the AdamW optimizer for stable gradient-based learning. Training emphasizes scientific rigor through:

» Validation-Guided Early Stopping: Prevents overfitting by halting training when improvements plateau on
validation loss.

» Learning Rate Scheduling: Adjusts the learning rate adaptively to smooth convergence and avoid oscillatory
behavior.

» Small Batch and Sequence Length Optimization: Ensures resource-efficient training on standard hardware
while maintaining representational fidelity.

» Comprehensive Performance Monitoring: Precision, recall, micro-F1, and per-label F1 scores are monitored
to assess discrimination capability across both majority and minority toxicity labels.

Distinctively, this work incorporates threshold optimization using precision—recall curves, a scientifically

grounded method ensuring that probability outputs translate into meaningful categorical toxicity decisions under

class imbalance conditions.

This calibration step enhances real-world applicability by computing label-specific thresholds rather than relying

on conventional but suboptimal 0.5 probability cutoffs.

F. Deployment Framework

To facilitate real-time interpretability, the fine-tuned model is integrated into an interactive Gradio-based
interface. The deployment is designed around scientific principles of usability, transparency, and reproducibility.
Users can input free-form text, observe predicted toxicity scores, and analyze risk categorizations derived from
calibrated thresholds. The interface ensures consistent model behavior and supports immediate interpretability of
predicted outputs.

In addition, the deployment framework is optimized for CPU-only environments, validating that transformer-
based models can be efficiently deployed without reliance on cloud resources or specialized hardware.

G. Risk Assessment and Interpretation

Each comment undergoes probabilistic toxicity estimation across all six labels. The study introduces a
scientifically motivated risk assessment mechanism that aggregates calibrated probabilities into Low, Medium,
and High risk categories.

These risk levels facilitate actionable insights for content moderation strategies, policymaking, and user
awareness.

The emphasis on interpretability aligns with modern requirements for responsible Al, ensuring that toxicity
predictions support transparent decision-making rather than opaque or overly technical output.
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H. System Scalability and Robustness

The proposed methodology demonstrates robustness through its modular, extensible design. The preprocessing
and modeling components can seamlessly adapt to additional toxicity labels, larger datasets, or multilingual
corpora. Reproducibility is ensured through controlled random seeds, deterministic training settings, and
formalized dataset splits. The use of a lightweight transformer model enables computational scalability, making
the system suitable for deployment in resource-constrained educational, corporate, or public-sector
environments.
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Figure 1: Overall system architecture of the proposed LLM-based Toxic Comment Classifier, illustrating the end-to-end workflow from text
preprocessing through transformer-based encoding to multi-label toxicity prediction.

V. SYSTEM IMPLEMENTATION

The system implementation translates the proposed transformer-based toxicity classification framework into a
functional and computationally efficient software system. The implementation emphasizes scientific
reproducibility, modular design, and operational robustness. Each componentfrom data handling to model
deploymentwas constructed to support accurate multi-label toxicity prediction while maintaining interpretability
and real-time usability. Python served as the primary implementation language, with the system leveraging
established natural language processing and deep learning libraries to ensure computational stability and
consistent system behavior.

A. Development Environment and Data Preparation

The system was developed using a Python-driven environment optimized for large-scale text analytics and
transformer-based modeling. The primary tools included Hugging Face Transformers, PyTorch, pandas, NumPy,
and Gradio, each contributing to a distinct functional layer of the system architecture. The implementation was
performed on a standard CPU-based workstation, demonstrating that modern transformer modelswhen
appropriately distilled and optimizedremain accessible without specialized hardware.

The dataset consisted of annotated online comments categorized across six toxicity dimensions: toxic, severe
toxic, obscene, threat, insult, and identity hate. From a scientific perspective, the dataset required detailed
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inspection to assess label sparsity, distributional skew, and potential annotation inconsistencies. Exploratory data
analysis evaluated structural properties of the corpus, including missing values, frequency of toxic versus non-
toxic comments, and the prevalence of overlapping labels. Handling missing text entries by substitution with
neutral placeholders ensured consistency without altering semantic characteristics of the dataset. These
preparatory steps established a reliable foundation for downstream modeling.

B. Text Preprocessing and Feature Representation

Text preprocessing was implemented as a conceptual step aimed at preserving linguistic structure while reducing
noise interference. Unlike traditional deep learning architectures requiring elaborate feature engineering,
transformer models rely on subword-level representation. Therefore, preprocessing focused on essential
normalization tasks: lowercasing, typographic cleanup, and datatype consistency.

Text representation was achieved using the DistilBERT subword tokenizer, which applies a WordPiece encoding
strategy to map textual input into integer token sequences accompanied by attention masks. This encoding
enables the model to capture morphological variations, compound insults, and slang usageelements frequently
observed in toxic discourse. Dataset partitioning into training, validation, and test splits (70%, 20%, and 10%)
established a controlled evaluation environment. Batched tokenization and prefetching were used to streamline
computational throughput and ensure deterministic, reproducible data flows.

C. Model Architecture and Training

At the core of the implementation lies a DistilBERT-based transformer encoder, selected for its balance between

representational capacity and computational efficiency. The model architecture consists of:

» Embedding and Positional Encoding Layers that combine token identity with positional context.

» Multi-head Self-Attention Mechanisms enabling the model to evaluate relational importance among all
tokens simultaneously.

» Feed-Forward Transformer Blocks that construct high-level semantic abstractions.

» A Dense Classification Head utilizing sigmoid activation to generate independent probability scores for all
six toxicity categories.

The training process adheres to scientifically robust optimization practices. The model was fine-tuned using

binary cross-entropy loss appropriate for multi-label classification, while the AdamW optimizer provided stable

gradient trajectories.

To ensure generalization and avoid overfitting, the system incorporated early stopping, learning rate scheduling,

and consistent monitoring of micro-F1, precision, and recall across validation iterations.

A key scientific contribution of the implementation is the integration of threshold calibration, computed through

precision—recall analysis on the validation set.

This step produces label-specific decision thresholds that outperform generic cutoff values and lead to more

interpretable and actionable system outputs.

Upon completion of training, the model and its tokenizer were preserved for future use through serialized

checkpoints, ensuring long-term reproducibility without re-training.

D. User Interface Integration and System Workflow

To support real-time interpretability and practical moderation scenarios, the trained model was integrated into an

interactive Gradio interface. This interface functions as the operational front-end, translating complex

transformer predictions into user-friendly insights.

The interface allows users to input free-form comments and instantly observe the model’s toxicity predictions,

expressed as both probabilistic outputs and calibrated risk categories. The system maintains internal logs of user

inputs, toxicity distribution summaries, and risk-level frequencies, enabling longitudinal analysis of comment

patterns.

The operational workflow consists of:

» Input Reception: User-provided text is captured through the interface.

» Transformer Encoding: The text is tokenized and passed through the DistiIBERT encoder to generate
contextual embeddings.

» Probability Estimation: The classification head produces six toxicity probabilities.

» Risk Determination: Calibrated thresholds map these probabilities into Low, Medium, or High risk levels.

» Interpretation and Display: The system presents results through a structured, human-readable output panel.

This workflow blends modern deep learning capabilities with practical deployment considerations, ensuring both

analytical depth and user accessibility.
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E. System Scalability and Robustness

The architectural and implementation choices emphasize robustness and scalability. By building the system
around a distilled transformer model, inference latency remains low even on CPU hardware, enabling real-time
toxicity monitoring. The modular design supports extension to additional toxicity categories, alternative datasets,
or multilingual corpora without re-engineering core components. Controlled random seeds and deterministic
training paths further enhance reproducibility, an essential requirement for scientific validity.

VI. RESULTS

The Toxic Comment Analyzer system powered by a fine-tuned DistilBERT transformer was evaluated through
its deployed interactive interface to assess prediction quality, interpretability, and real-time usability. The results
demonstrate the model’s ability to generate accurate toxicity assessments, differentiate nuanced expressions, and
provide calibrated risk classifications. This section presents the system’s observed performance characteristics,
supported by representative interface outputs.

A. User Interface Overview

= Comment Analysis

Enter Comments (one per line for multiple, or single comment)
Great job on this project! Really impressive work.

I completely disagree with this approach, but I respect your opinion.
This is absolutely terrible and makes no sense at all.

You're an idiot and have no idea what you're talking about.

Thank you for sharing this helpful information with everyone.

This is the dumbest thing T've ever seen in my entire life.

I love how creative and innovative this solution is!

Your work is garbage and you should be ashamed of yourself|

Analyze Comments Addto Existing

Figure 2. User Interface

Figure 2 illustrates the interactive Gradio-based interface used for toxicity assessment. The interface operates as
a real-time analytical environment, enabling users to submit one or multiple comments for automated evaluation.
It integrates seamlessly with the underlying LLM-based classifier and presents predictions in a structured,
interpretable format.

The model processes each submitted comment using DistilBERT’s contextual embeddings, producing six
independent toxicity probabilities corresponding to the defined labels. The results are visualized in a tabular
structure containing comment text, toxicity status, calibrated risk level, and timestamp. This design ensures that
users receive immediate analytical insight, reinforcing the practicality of the system for moderation workflows
and digital safety applications.

The interface architecture emphasizes interpretability and responsiveness, enabling non-technical users to
interact with an advanced NLP system without requiring specialized knowledge.

B. Comment-Level Analysis

Status Risk Level Added At
@ SAFE Low 10:44:16
@ SAFE Low 10:44:16
@ SAFE Low 10:44:16
@® 10x1C HLGH 10:44:16
@ SAFE 1 ow 10:44:16
@ TOXIC MEDIUM 10:14:106
@ SAFE Low 10:44:16
@ TOXIC MEDIUM 10:14:27

Figure 3. Comment-Level Analysis
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Figure 3 presents the comment-level analytical outputs generated by the transformer model. For each input, the
system computes label-specific toxicity probabilities and synthesizes them into an overall toxicity measure.
Based on calibrated thresholds derived from validation-set precision—recall curves, the model assigns each
comment to one of three risk levels:

» Safe: Probability < 0.33

» Medium Risk: 0.33 — 0.66

> High Risk: Probability > 0.66

These thresholds enable the model to translate probability distributions into actionable interpretations. The
transformer model demonstrates strong discriminative capability, accurately identifying explicit insults, threats,
and offensive language while classifying neutral or contextually polite statements as safe.

The attention-based architecture enhances the model’s sensitivity to subtle linguistic cues, such as contextual
sarcasm, emotionally charged phrasing, and implicit toxicity. This behavior illustrates the scientific strength of
transformer encoders in capturing multi-dimensional semantic patterns within natural language.

C. Overall Content Analysis

Il Overall Content Analysis

Summary Statistics

¢ Total Comments Analyzed: 550
s Toxic Commments: 206 (37.5%)

s Safe Comments: 344 (62.5%)

¢ Overall Risk Level: HIGH

Risk Distribution

» High Risk (>70%): 72 comments
Medium Risk (50-70%): 62 comments

® Low Risk (<50%): 416 comments

Recommendations

i Moderate toxicity detected - Content monitoring advised

Figure 4. Overall Analysis

Figure 4 presents the overall content analysis dashboard, which provides a summary of toxicity levels across all
analysed comments. This dashboard is an aggregated visualization that allows users to quickly understand the
general tone and risk distribution of a comment dataset.

The model processed a total of 550 comments, classifying 344 as Safe (62.5%) and 206 as Toxic (37.5%).
Among the toxic comments, 72 were categorized as High Risk, 62 as Medium Risk, and the remaining toxic
instances, along with all safe comments, were grouped under Low Risk, resulting in a total of 416 Low Risk
comments. This distribution indicates that while a majority of the dataset consists of safe content, a substantial
portion still contains harmful or offensive expressions that may require attention.

D. Interpretation of Findings

The predictive behavior of the transformer model highlights several scientifically notable characteristics:

» High Sensitivity to Explicit Abuse: Comments containing direct insults (e.g., “idiot”, “garbage”) were
consistently assigned high toxicity probabilities, demonstrating accurate semantic detection.

» Contextual Robustness: Constructive criticism or polite disagreement was reliably classified as safe,
indicating that the model successfully differentiates disagreement from hostility.

» Nuanced Risk Grading: The incorporation of calibrated thresholds provides a more refined toxicity
interpretation than binary classification, improving the system’s decision-support capability.

» Temporal Traceability: Timestamped records enable longitudinal analysis of comment patterns, contributing
to a deeper understanding of user behavior trends over time.

Overall, the findings validate that the transformer-based model achieves strong semantic discrimination,

maintains high interpretability, and generates consistent toxicity assessments suitable for real-world moderation

tasks.
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E. System Evaluation

The system was assessed for predictive reliability, latency, and interpretability within the deployed interface. The
DistilBERT-based model demonstrated:

Low inference latency, enabling real-time evaluation even on CPU hardware.

Stable predictive behavior, with minimal fluctuation across repeated evaluations.

High interpretability, attributed to the calibrated risk categories and structured output visualization.

User acceptability, as informal user testing indicated that the interface was intuitive and provided actionable
insights.

The visual summariesrisk distributions, toxicity counts, and overall risk classificationfurther aid practitioners by
translating raw probabilities into meaningful analytical conclusions.

Collectively, the system’s results confirm that the LLM-based Toxic Comment Analyzer achieves reliable
classification of toxic language while providing a transparent and user-centered analytical framework. Its
combined strengths in contextual understanding, calibrated interpretation, and real-time usability position it as a
viable tool for online moderation, digital wellbeing research, and automated communication analysis..

Y VVYV

VII. DISCUSSION AND FUTURE WORK

The findings of the LLM-based Toxic Comment Analyzer indicate that transformer architectures, particularly
DistilBERT, offer strong capabilities for identifying explicit and subtle forms of toxicity in user-generated text.
By leveraging multi-head self-attention, the model can interpret contextual dependencies across entire sentences
rather than relying solely on sequential patterns, resulting in more accurate classification outcomes. The ability
to capture subword-level variations also contributes to its effectiveness in detecting slang, partial insults, and
non-standard phrasing commonly found in online discourse. Overall, the model demonstrates a balanced
performance, exhibiting strong sensitivity to abusive language while maintaining high precision for neutral or
contextually polite comments. This balance is essential for real-world moderation systems, where false positives
can hinder user experience and false negatives can compromise safety.

Despite these strengths, the risk thresholds used in the system, while effective, may also require context-specific
calibration to align with platform policies or audience sensitivities. These limitations highlight the need for
continued refinement and adaptation of the toxicity detection framework to ensure broader applicability and
reliability.

Future work can build on these findings by extending the system to multilingual and cross-cultural contexts,
enabling it to detect harmful content in diverse linguistic environments. This may involve fine-tuning
multilingual transformer models or incorporating culturally aware datasets. Enhancing the detection of implicit
toxicity, including sarcasm, coded language, and microaggressions, represents another promising direction,
potentially supported by auxiliary tasks such as sentiment or stance detection. Domain adaptation also offers
opportunities for improvement, as different communication platforms exhibit distinct toxicity patterns and
require specialized classification granularity.

Another significant direction involves incorporating explainable Al techniques to increase transparency and
trust. Visualization of attention weights or post-hoc explanation tools such as SHAP and LIME could provide
insights into why certain comments are flagged as toxic.. Finally, integrating continual learning mechanisms
would allow the model to update itself automatically as new forms of toxic language emerge, ensuring long-term
relevance in rapidly evolving online ecosystems.

VIII. CONCLUSION

The development of the LLM-based Toxic Comment Analyzer demonstrates the effectiveness of transformer
architectures in addressing the growing challenge of detecting toxic and harmful language in online
communication. By leveraging the contextual understanding capabilities of DistilBERT, the system successfully
identifies both explicit and nuanced forms of toxicity, offering a marked improvement over traditional sequential
deep learning models. The integration of calibrated risk thresholds further enhances interpretability, allowing the
system to distinguish varying degrees of harmful intent and provide actionable insights for moderation and safety
applications.

The implementation of the model within an interactive Gradio interface highlights its practicality and
accessibility, enabling real-time toxicity assessment for individual users, researchers, and platform moderators.
The system’s ability to process multiple comments simultaneously, categorize them based on calibrated toxicity
levels, and provide summary analytics reinforces its utility as a reliable decision-support tool. Evaluation results
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indicate that the model delivers consistent predictions with strong sensitivity to offensive expressions while
maintaining high precision for neutral commentary, ensuring a balanced and trustworthy moderation framework.

Overall, the Toxic Comment Analyzer represents a meaningful contribution toward fostering safer digital spaces.
By combining advanced natural language processing, scientifically grounded classification methods, and an
intuitive user interface, the system bridges the gap between technical sophistication and real-world usability. The
work establishes a strong foundation for future research in automated toxicity detection, responsible Al
deployment, and the promotion of constructive online interactions.
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