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Abstract—The network model (MANET) is just a wireless system that has no established 
infrastructure. These nodes seem to be able to communicate without a central authority. 
MANETs are ideal for emergency circumstances, vehicle networks, including military activities. 
However, the MANET's flexibility makes it vulnerable to attacks like black hole attacks. The 
black hole attack is one of the most common threats to MANET. In this attack, an unauthorized 
node claims to have the best path to a target node, causing data packets to be misdirected and 
then dropped. Several fixes have been made now. An overview of black hole attack prevention 
measures and conclusion are presented in this work.  
 
Index Terms— Cooperative Black Hole Attack, Black Hole Attack, Malicious Node, Packets. 

I. INTRODUCTION 

This short-term network has only one mobile node, which is capable of sending and receiving data by itself, 
without the aid of any connections. Using multi-hop communication, MANET nodes can exchange information. 
There is no direct data link between a destination node and a source node if the two are not within 
communication range (G., P., Parmar, V., & Rishi, R., 2011). MANET has a dynamic topology since the nodes 
can link and disconnect fast. The network's dynamic topography makes it more vulnerable to a wide range of 
attacks. As a result, building this network and ensuring its route stability is extremely difficult. There are other 
forms of malicious attacks being carried out by MANET;however, our primary focus is on black hole attacks 
(Gerhards-Padilla, Aschenbruck and Martini, 2010). The healthcare industry demands round-the-clock 
monitoring, which includes both routine updates and real-time emergency alerts sent across the network. But the 
main problem in these situations is that the attacker nodes occur, causing unnecessary delays and potentially 
disastrous effects. Traffic jams and network delays are both caused by this. When an attacker uses a black hole 
assault, the node attacking it pretends to have the quickest pathway to the target node. Using this strategy, an 
attacker's node will generate a bogus route, and all traffic will be diverted to that node (Percher et al., 2004). As 
a result, the attacker node will be able to intercept all of the packets that are sent to or from the designated 
destination (Santhakumar and Prabha, 2017). To find and separate Black hole nodes inside a MANET, the 
(TBBT) Timer Based Baited Method includes both timers and baiting. Through the use of a Baited message, this 
strategy enhances the ability to detect black holes. False id baiting  
is used to find the network's black-hole nodes in this strategy. This method, on the other hand, increases network 
latency while decreasing throughput (Yasin and Abu Zant, 2018). The Counter & Timer Based Baited Technique 
(CTBM) in Splitting Black Hole Attacks with MANET is presented to address these issues. The baiting message, 
the   non-neighbor  reply,  and  the  retort  are  all  part  of  this  strategy.  The  network's  "Black hole nodes"  are  
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distinguished by their performance in each of these three key areas.  

II. RELATED WORK 

Black hole attack is among the bellying attacks; likewise It has the moniker just a network packet drop attacks 
due to an open intermediate and also astir topology. The facade for black hole nodes occurs all ubiquitously 
route discovery step. Primarily, a sender node doesn't really present any appropriate path to the receiving node 
(Sarma, K. J., Sharma, R., & Das, R., 2014)).  Black hole assaults can be classed into three categories of attacks 
including such multiple attacks, single hole attacks and also collaborative attacks. As their identification entail, a 
single entity alternatively moreover node may participate in attack actions (Nakayama et al., 2009). The nodes in 
the network could be easily assaulted by collaborative operations including such black hole attack, grey hole 
Attack and jellyfish attacks. Are the most significant attacks that drops the packet before transmission. Improved 
Cooperative Bait Detection technique is employed for maintaining against collaborative attacks. It is detecting 
malignant nodes in MANETs under active black hole and jellyfish assaults (Bala, Bansal and Singh, 2009). 
single hole attacks, Blackhole assaults can be classed into three sorts of attacks such as  multiple attacks, and 
also collaborative attacks. As their identification imply, a single entity other additional node can engage in 
attackers actions (Woungang, Dhurandher, Obaidat GE and Peddi, 2013). The network nodes can be readily 
assaulted by collaborative attack vectors like black hole attack, grey hole attack as well as jellyfish attacks. 
These are the most significant attacks that drops a packet without transmission. Modified Collaborative Bait 
Detection technique is employed in maintaining against collaborative attacks. It is differentiating malignant 
nodes in MANETs during interactive black hole called jellyfish attacks (Sherif, A., Elsabrouty, M., & Shoukry, 
A., 2013). Anti black hole method which detects the Blackhole nodes. Here, assesses untrusting value by RREQ 
and RREP. If the node trusted value is extra than the edge then node shows a black hole within the network. 
Variation Network Routing knowledge is employed to determine in addition to lessen co-operative black hole 
and also grey hole attacks. . This table is employed to be aware the attacker node additionally maintain the 
history of its previous adverse exemplifies and include the grey hole conduct. Identification and elimination a 
Cooperative Black and Gray hole attack can notice in addition to eliminate the assault both sender and also in 
node (Patil and Kshirsagar, 2020). In Blackhole & Grayhole attackers purposefully interrupt data connectivity 
through delivering erroneous routing data. Ad hoc On-demand Length Variable (AODV) approach that such an 
in-between node finds the attacker node delivering bogus routing information; routing packets are applied to 
exceed routing data, and to spread data regarding cruel nodes (Kumar and Kumar, 2015). Behavioral and also 
Node functioning with AODV method to notice grey hole assault. Here, behavioral irregularity recognition for 
grey hole attack additionally node monitor the irregularity of data provided through grey hole node also send the 
grey hole node block message to each and every entering nodes for avoiding of this assault (PratapSingh, Pal 
Singh and Singh, 2013). 

A. Black hole attack 
Both a single and a group assault on a black hole (Baadache and Belmehdi, 2017) are two forms of black hole 
attacks. The number of attacking nodes is used to classify black hole attacks. 

B. Single Black Hole Attack 
For example, a single node may use a routing protocol to make a false claim that it is a "adjacent" route to a 
target, and then distribute data packets to other nodes(Baadache and Belmehdi, 2017). MANETs are vulnerable 
to just a single black holes attack.In the  figure 1 shows us a single black hole attack. 

 
Figure 1Representation of Source and Destination node (source:Kaur and Kaur 2017) 
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A source node is shown as node 1 in fig1 while a destination node is shown as node 4. When the RREQ packets 
from of the source node are received, it is assumed that Node 3 is malicious since it answers that path to target 
node is shortest (Baadache and Belmehdi, 2017). 
A malicious node is responsible for the loss of data packets. In the context of MANET, such malicious node 
could be referred to as a "Black hole." 

C. Cooperative Black hole attack 
During a cooperative black hole attack, numeroushateful nodes work composed to break the routing protocols 
specifications. Figure 2 depicts an attack by a Cooperative Black Hole(Baadache and Belmehdi, 2017). 

 
Figure 2 Nodes with Freq(source:Kaur and Kaur (2017) 

In Fig. 2, the source node is designated by the letter A, while the destination address is denoted by the letter D. 
Nodes B1 and B2 were collaborating on a project. The source node transmits the Further Request (FReq) onto 
B2 over a variety of routes other than through B1. Because it is the next-hop to node B1, it certifies that node B2 
does have a line to a target(Baadache and Belmehdi, 2017). However, data packets by rogue node B1, despite the 
fact that both B1 and B2 produce FurtherRep (FRep) packets claiming to have the most secure and fastest route. 

III. DIFFERENT DETECTION SCHEMES FOR SINGLE BLACK HOLE 

A. Watchdog Mechanism 
This approach was proposed. The watchdog mechanism discovers nodes that are misbehaving. It keeps a buffer 
that includes data packets that have been recently sent. By monitoring to all of the neighboring nodes, the 
watchdog guarantees that data packets are forwarded to the next node inside the path as well (Baadache and 
Belmehdi, 2017). Whenever a node fails to provide data packets,The network identifies it as a malicious node or 
black hole node. Watchdog has less overhead and it has a lower End-to-End Delay than other solutions. 

B. Time-based Threshold detection Scheme 
This algorithm, which is based on the original AODV(it means loop free routing protocol) routing protocol, 
exhibits a high degree of reactivity. Following the receipt of the initial request, a timer is started inside the Time 
Expired Tables to collect requests from other nodes in the network. The arrival time as well as the Threshold 
value is cast-off to store information about the packorder and timeouts(Baadache and Belmehdi, 2017). In this 
case, the simulation tool of choice is GloMoSim (Global Mobile Simulator). A larger PDR can be reached with 
both the least amount output delay and overhead, as seen below. 

C. Resource Efficient Accountability 
Effective Accountability (react) is based on a Random Audit Scheme and is designed to be efficient. Whenever 
the performance of a source node the destination is degraded, the React strategy is activated to prevent further 
degradation (Baadache and Belmehdi, 2017). It is divided into three phases, which are as follows: I the 
Inspection phase, (ii) a Hunt phase, and (iii) ID phase Once a Pack Drop Relation is detected by the destination 
node; the source node am notified by sending feedback to the end point node (PDR). The source node is selected 
the Audit nodes that search for evidence against the attacker node and afterwards locates the attacker node's 
location. 
When compared to a traditional routing scheme, the React Scheme minimizes overload, however the delay is 
greater because it relies on the reactive dynamic source proposed protocol (RDSRP). There are some 
disadvantages to using REACT(Baadache and Belmehdi, 2017). 
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It is meant for such a non-cooperative Attacks, but it is unsuccessful inside a black hole since the black hole 
node transmits phony proof towards the audit node, making the attack ineffective. For the second time, the 
attacker node's origin is not recorded since the behavioral proof in React only stores information about 
transmission packets, not nodes. 

D. Neighborhood based Routing Recovery System 
Routing Recovery Scheme is based just on AODV protocol to identify black holes in the neighborhood. Routing 
recovery protocols are used to identify the assault and build the correct path(Baadache and Belmehdi, 2017). A 
Modify-Route-Entry control message might be sent to the destination node if the paths are not same. 
This method achieves a high detection rate while requiring less time to detect. When an attacker creates a forged 
RREP packet, the attack fails. 

IV. DIFFERENT DETECTION SCHEME FOR COOPERATIVE BLACK HOLE 

A. Hybrid Routing Scheme 
Bait DSR combines Watchdog and DSR, while Hybrid Routing Protocol associations both reactive and proactive 
route techniques. The RREP field in DSR contains information about other nodes' RREP(Zant, 2017). In order 
for the basis node to track down the intruder node. Bait-DSR designates a node by way of a Black hole if the 
dropped pack value surpasses the verge value(Zant, 2017). 
A comparison is made between Bait DSR and the simulations of Watchdog and DSR. In comparison to DSR and 
Watchdog, its PDR is ninety-percent higher(Zant, 2017). 

B. Hash-based Scheme 
Hash-based method for generating proofs of node behavior that incorporates information on data traffic flowing 
along a routing path (Zant, 2017). Auditing techniques are used to prevent assaults like black hole & gray hole 
attacks as well as to fight against them in this growing system. React is used to find the answer. In this approach, 
another audit node is required, and this node is set up either by source node(Zant, 2017). All packets are sent to 
an auditing node, and a random number is added to the tail and each and every one. Using received packet and a 
random wide variety generated by using the intermediate node, the value is determined (Zant, 2017). After 
receiving a packet from an intermediate node, the audited node is able to continue the auditing process. 

V. RESULTS 

A. Single Black-Hole Attack 
Because the packet dropping brought on by the black-hole attack, when there is just one, the net was at its 
lowest. When a black-hole attack is not present-day in the network, the native AODV throughput result was the 
greatest. When a black-hole attack is present in the network, the throughput of TBBT is higher than native 
AODV, but it is lower that native AODV when there's not a black-hole assault. The suggested TBBT increases 
performance by discarding any answers from unidentified nodes who right to have a quicker pathway to the 
target node than any other node, which results in a reduction in throughput. Additionally, the location of a black-
hole attack is crucial since it can be situated on the route that travels the shortest distance from source to 
destination. 

 
Figure 3: Results of Amount versus the number of nodes (source:Yasin and Abu Zant, 2018) 



 
173 

 
Figure 4:  Results of regular End-to-End Stay versus the statistics (source:Yasin and Abu Zant, 2018) 

 
Figure 5: Results of PDR versus the amount of nodes (source:Yasin and Abu Zant, 2018) 

B. Cooperative Black hole attack 
The fact that there are more black-hole transmissions will really make it impossible for the source node as well 
as the destination node to link causes cooperative black-hole attacks to have zero throughput. Throughput for 
TBBT AODV is reduced while the network's black-hole node count rises as a result. The black-potential hole's 
location in the pathway connecting the source node as well as the end point node, as well as the detail that TBBT 
discards any response on or afterunidentified nodes, is the causes of the decrease in throughput. 

 
Figure 6:  Results of Quantityagainst the amount of the black hole nodes (source:Yasin and Abu Zant, 2018) 
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Figure7: Results of the average End-to-End Delay against the number (source:Yasin and Abu Zant, 2018) 

 
Figure 8: Results of PDR against the number of the black-hole nodes (source:Yasin and Abu Zant, 2018) 

C. Comparison with Other Proposed Models 
We validated our proposed model against the alternatives discussed previously using two distinct data sets. We 
assigned the PAODV code to the proposed model. Unlike other proposed defenses, using a smart black hole 
node to defend against PAODV, as was discussed previously, is not possible. We simulated TBBT using the 
same number of nodes as PAODV (15–50). TBBT tripled its Throughput while simultaneously decreasing its 
End-to-End Delay by 22.31 percent. TBBT is more effective than PAODV in terms of throughput, but PAODV 
is more effective in terms of end-to-end delay, as demonstrated by these two experiments. The proposed model, 
which we will refer to as DAODV, is utilized for the second comparison. We conducted simulations of TBBT 
using the same metrics as DAODV, in which the mobility of nodes can range from 0 to 10, and generated 
conclusions based on these simulations. TBBT achieved a 3.78 percent increase in End-to-End Delay and a 
15.60 percent reduction in Throughput when compared to the native AODV without a black-hole assault. In 
contrast to the native AODV, TBBT's black-hole assault reduced End-to-End Delay by 9.04% and increased 
Throughput by 542.85%. This model offers the best End-to-End Delay, but its Throughput is certainly not the 
best available. If no blackhole nodes exist in the network, the natural AODV throughput in a static topology is 
151,529. Otherwise, it is 14,346. We believe this is significant enough to bring up. In the presence of a black 
hole, TBBT's throughput of 143.476 approaches that of native AODV. This is due to the fact that there is little 
variation in the topology and TBBT will not discard a packet if it originates from a node, it already knows about. 
This indicates that there are no answers from unidentified nodes. 

VI. CONCLUSION 

Black-hole attacks are one of the most serious dangers to MANET. To keep the network against collapsing, 
black hole nodes must be identified and isolated. This work proposedTechniques for identifying and shutting 
down black holes which should be considered when developing black-hole aggressive protocols or methods. It 
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uses timing and baiting for improve black-hole identification without preserving End-to-End Delay, Throughput, 
and Packet Delivery Ratio. Throughput and Packet Delivery Ratios of the planned technique were determined to 
be almost identical to native AODV in simulation. We hope to improve this model's throughput & packet 
delivery ratios with reducing overall late latency. 
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