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Abstract— The growing amount of emails, combined with the spread of spam and hazardous
content, poses a huge challenge to efficient email management and information security. Current
spam detection and email classification solutions frequently lack comprehensive capabilities and
fail to integrate various functionalities into a single tool. This results in a fragmented approach
to email forensics, making it difficult for investigators to efficiently analyze, classify, and follow
email messages. Enhancing email security is of paramount importance in today's digital
landscape, where cyber threats pose significant risks to organizations. This research paper
explores five crucial functionalities that play a vital role in fortifying email security. These
functionalities empower organizations to enhance their email security infrastructure, safeguard
sensitive information, and protect against various email-based threats. This research paper
provides valuable insights into the effectiveness and importance of these functionalities for email
security enhancement.

Index Terms— Email security, Spam Message Detector, Email Header Analyzer, Attachment
Analysis, IP Tracker, Domain Lookup.

|. INTRODUCTION

In the current digital era, email has developed into a crucial instrument for communication, enabling seamless
information sharing and cooperation across numerous sectors. Email, however, comes with a host of benefits as
well as serious security risks. Cybercriminals take advantage of weaknesses in email systems by using
sophisticated tactics like phishing, spamming, and virus attachments, putting the security of organizations and
sensitive data at risk. By adding cutting-edge functionalities, email security must be strengthened in order to
combat these threats. This research paper seeks to offer a thorough review of crucial features that are crucial in
bolstering email security. Spam Message Detector, Email Header Analyzer, Attachment Analysis, IP Tracker, and
Domain Lookup are the five key elements that the study focuses on. Overall, this research intends to add to the
body of knowledge already available on email security and help organizations make defensible judgments about
the deployment of strong security measures. Organizations may maintain the confidentiality, integrity, and
availability of their communication channels by emphasizing email security.

The goal of this project is to create a sophisticated software tool that tackles the limitations of existing prototypes
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and provides a unified solution for email forensics. This tool will have following functionalities: The Spam
Message Detector employs advanced algorithms to filter out malicious emails, reducing the risk of phishing attacks
and spam. The Email Header Analyzer examines email headers to uncover valuable information about the sender
and route, aiding in the identification of spoofed or suspicious emails. Attachment Analysis evaluates email
attachments for potentially harmful content. The IP Tracker traces the geographical origin of an email's source IP
address. Domain Lookup investigates the legitimacy of email domains. The integration of spam classification and
sector identification improves email analysis, allowing users to manage their mailbox by recognising both
undesired and sector-specific communications.

Il. JOURNEY OF DIGITAL FORENSICS AND INCIDENT RESPONSE

DFIR combines two distinct cybersecurity disciplines: incident response, which is responsible for identifying and
mitigating ongoing cyberattacks, and digital forensics, which investigates cyberthreats primarily to collect digital
evidence for use in legal proceedings against cybercriminals. As a result of the integration of these two fields,
DFIR aids security teams in thwarting threats more quickly while protecting evidence that may otherwise be lost
in the haste of threat mitigation.Digital forensics investigates and reconstructs cybersecurity incidents by
obtaining, analyzing, and preserving digital evidence—traces left behind by threat actors, such as malware files
and malicious scripts. These reconstructions allow investigators to pinpoint the attackers and discover the root
causes of the attacks.

Digital forensic investigations adhere to a rigid chain of custody, which is a set procedure for documenting the
collection and handling of evidence. Investigators can demonstrate that the evidence hasn't been changed by using
the chain of custody. As a result, the information gathered through digital forensics investigations might be utilized
for legal proceedings, insurance claims, and regulatory audits.The goal of incident response is to identify and
address security breaches. The purpose of incident response is to avert attacks from occurring, as well as to lessen
their financial impact and potential for business disruption.The incident response team's response to cyberthreats
is outlined in incident response plans (IRP), which direct incident response activities.

Figure 1: Working of DF and IR Together[2]

I1l. STATE OF THE ART

The increasing digitization of data has obviously resulted in faster processing capabilities, but it has also increased
our vulnerability to cybercrime.The methodical procedure of keeping and examining preserved emails for legal
proceedings is the subject of the work here [3], which is focused on email forensics. In the paper, the difficulties
of email analysis are discussed, including forged fields and the adaptability of email creation using various tools.In
conclusion, authors highlight the differences among the evaluated email forensic tools and the importance of
considering their specific features and capabilities when conducting digital forensic investigations.

The authors here [4] examine email sender spoofing and present a method for detecting fake email addresses. It
describes sender spoofing as a harmful behavior in which the attacker adjusts the source of an email to make it
appear to be from a different sender. They seeks to analyze the behavior of various email client apps when receiving
fake emails and provides an algorithm for detecting spoofed addresses based on analyzing email header
information such as SPF, DKIM, DKIM-Signature, and DMARC.The work here [5] presents a well-structured
study on email-based spam detection, offering valuable insights into the challenges posed by spam emails and the
potential benefits of implementing an effective detection system. However, it would have been beneficial to see
specific experimental results and performance metrics to gauge the model's effectiveness accurately. Nonetheless,
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the research serves as a promising step towards creating a safer and more secure email communication environment
for users worldwide.

The authors here [6] address the increasing frequency of network attacks, particularly focusing on Denial of
Service (DOS) and IP spoofing, which have become more common and difficult to detect. The authors emphasize
the significance of Distributed Denial of Service (DDOS) attacks in combination with IP spoofing, as they pose a
more severe threat. The research primarily centers around the information gathering process to carry out these
attacks, exploiting weaknesses in the target systems. The paper proposes a novel model to enhance protection
against such attacks.

The paper here [7] discusses various methods for detecting spoofed emails by analyzing the email header. Email
forensics focuses on extracting evidence from email messages, which can be targeted by attacks such as spoofing,
DOS, replay attacks, and phishing. Email spoofing specifically involves sending an email with a forged sender's
address.

The authors here [8] focus on the use of the EFFCM clustering algorithm demonstrates a high level of effectiveness
in recognising similar harmful behaviors. The collected findings provide convincing evidence of the suggested
model's accuracy in predicting fake emails.

In this work [9], writers employ a memory forensic method to identify counterfeit emails that the user has received.
We simply record the browser's actively executing processes from memory rather than the entire memory dump,
and we extract the email header for analysis.

This paper [10] addresses the growing prominence of email-related disputes and crimes in the contemporary
commercial environment. It emphasizes the importance of scientifically appraising email evidence to determine
its authenticity. The analysis focuses on the email header, discussing its construction mechanism, and its
application in forensic analysis.Authors highlight the importance of detailed analysis of email headers and the need
for comprehensive analysis of time zone, IP address, DNS, and other information within the fields.

IV. METHODOLOGIES

Dataset Collection: Gathering a diverse set of labeled emails, including both spam and ham emails, from reliable
sources.

Data Cleaning: Removing irrelevant or noisy elements from the collected emails, such as stop words, punctuation,
and HTML tags.

Modules used in the code: Utilizing programming libraries or modules specifically designed for email
classification, such as scikit-learn or NLTK.

Preprocessing of dataset: Preparing the collected email data for analysis by applying techniques like tokenization
and normalization.

Feature Extraction: Converting the preprocessed textual data into numerical feature vectors, often using the Bag-
of-Words model and techniques like TF-IDF.

Model Training: Using the preprocessed and feature-extracted data to train a classification model, specifically the
Multinomial Naive Bayes algorithm, by estimating probabilities for spam and ham classes.

Testing Model: Evaluating the trained model's performance by testing it on a separate dataset and calculating
metrics like accuracy, precision, recall, and F1 score.
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Fig. 2:- Working of ML Model
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V. RESULTS

We were able to achieve the accuracy of 98.2% and precision score of 1 using Multinomial Naive Bayes
Algorithm.The Spam Message Detector successfully filtered out a high percentage of unsolicited and malicious
emails, significantly reducing the risk of phishing attacks and spam. The implemented advanced algorithms
demonstrated robust performance in accurately classifying spam emails.
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Fig. 3:- Graphical User Interface of the Tool
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V1. JUSTIFICATION OF RESULTS

clf = StackingClassifier(estimators=estimator, final_estimator=final_estimator)
clf.fit(x_train,y_train)

y_pred6 redict(x_test)

print( ur. accuracy_score(y_test,y_pred6))

',precision_score(y_test,y_pred6))

Accuracy 0.9825918762088974
Precision 0.9615384615384616

Fig. 8:-Model Performance

With a precision of 96.15% and an accuracy of 98.26% on the provided dataset, the StackingClassifier has shown
remarkable performance. These findings imply that the model successfully applied what it had learnt from the
training set to the test set.The classifier predicted most of the cases in the test set correctly, as evidenced by the
high accuracy score. This is an important measure, particularly in situations where it is critical to identify instances
accurately. In this instance, the model demonstrated its ability to distinguish between several classes by accurately
classifying examples with an accuracy of 98.26%.0ne major improvement in user ease and efficiency is the

2609



combination of IP Tracker, Attachment Analysis, Spam Message Detector, Email Header Analyzer, and Domain
Lookup into a single tool. In the past, people or organizations trying to carry out these duties had to go via a number
of websites and tools, each one specialized in a particular purpose. By offering a single solution that smoothly
combines the features of IP tracking, domain lookup, attachment analysis, email header analysis, and spam
message detection, our consolidated tool eliminates the need for customers to visit several platforms.By providing
a one-stop shop for a variety of responsibilities linked to email and online communication, this integration not only
simplifies the user experience but also saves critical time.This all-encompassing method improves user
productivity and decision-making by bringing pertinent data together in a coherent way.This cutting-edge
technology is a great resource for people and companies navigating the challenges of online communication and
security since it demonstrates a dedication to user ease, time efficiency, and a comprehensive approach to
cybersecurity.

A. Tracing The Attacker Using Email Header

All the basic information can be retrieved under Header Details.For the above case an attack scenario was created
to send a spoofed email to the random users along with the malicious link.Black eye tool in kali linux was used to
create a malicious link which open a dummy web page of amazon. Using free web hosting the spoofed email was
sent using a PHP script.As soon as the user clicks the malicious link, user’s IP address and log in credentials are
retrieved by the black eye tool. The same email header was considered in the above case.As we can see under the
Authentication Status, all the authenticators Sender Policy Framework (SPF), DomainKeys Identified Mail
(DKIM), and Domain-based Message Authentication Reporting and Conformance (DMARC) have failed which
clearly states that it is not a legitimate email.As we can see under header details section in ARC authentication
result we have [smtp.mailfrom= user20905073 @us-imm-node5¢c.000webhost.io], the attacker can be now traced
through legal proceedings only by contacting the organization.Now the [P address[153.92.0.72] retrieved will be
used to retrieve details about the organization through one of our other functionalities i.e. IP Tracker to retrieve all
the relevant information.

or file here.

wwwwwwwwwww

Sender Information

ag and
AMAZON
From Domain: @co.uk
Header Details
77.us-imm-nod o <
"

Messageld <€

IP Addresses

153.92.0.72 1Pv4

Subject

BCC Recipients

nnnnnn

<) ~user200(
Authientication Status No BCC recipients found in the email header.

Attachments

DDDDD
No attachments found in the email

Fig. 9:-Email Header Analyzer Fig. 10:-Email Header Analyzer

WELCOME TO IP TRACKER

e the target IP address:

15392072

TrackIP

1P information retrieved successfully

1P:153.92.0.72

City: Ashburn

1SP: Hostinger International Limited
Country: United States

Region: VA

Time Zone: America/New_York

Pincode: 20147

Fig. 11:-IP Tracker
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B. Attachment Analysis

The biggest attack surface for any business is created by email. Black hats profit from how difficult it is for even
the most knowledgeable user to determine whether an email attachment is secure.So one of the other functionality
attachment analysis can be used to determine whether the attachment is harmless or malicious without even
opening it.Figure 10 shows harmless and malicious count.

WELCOME TO ATTACHMENT ANALYSIS

d drop file here

Google_Adobe_FlashPlayer.exe.zip >

Fig. 12:-Attachment Analysi

C. Domain LookUp

The term "domain lookup" often describes the procedure of researching a certain domain name online.In order to
make websites and other online resources easier for users to remember and use, domain names are used to identify
them. However, IP addresses are the primary means of communication between computers and servers on the
internet. The Domain Lookup tool to find out who owns an IP address. Investigators can locate the business or
person linked to an IP address by using an IP lookup.It retrieves the IP address of the domain servers by simply
entering the domain from email id starting with @.

DOMAIN LOOKUP DOMAIN LOOKUP

Enter the email address Enter the email address

updates-noreply@linkedin.com @google.com

Get IP Address Get IP Address
IP Address: 13.107.42.14 IP Address: 142.250.193.142
Fig. 13:-Domain Lookup for Linkedin.com Fig. 14:-Domain Lookup for Google.com

Now the above IP address retrieved can be passed on to IP tracker to trace the IP address and retrieve server’s
location.

WELCOME TO IP TRACKER WELCOME TO IP TRACKER

142.250.193.142 13.107.42.14

Track IP Track IP

IP information retrieved successfully! 1P information retrieved successfully!

1P: 142.250.193.142 1P:13.107.42.14

City: Montreal
City: Lakeland Y

1SP: Microsoft Corporation
1SP: Google LLC

i Country: Canada

Country: United States

Region: QC
Region: FL

Time Zone: America/Toronto
Time Zone: America/New_York

Pincode: H3B 429
Pincode: 33813

Fig. 15:-Tracing Google Server’s Location Fig. 16:-Tracing Linkedin Server’s Location
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VIl. CONCLUSION

Through the implementation of these functionalities, organizations can significantly enhance their email security
infrastructure and protect against various email-based risks.By incorporating these functionalities, organizations
can safeguard sensitive information, defend against email-based threats, and maintain the confidentiality, integrity,
and availability of their email communications. The research findings underscore the effectiveness and importance
of proactive email security measures and highlight the need for continuous advancements in email security
technology. Further research in this field is encouraged to explore additional techniques, algorithms, and strategies
for enhancing email security. By staying updated with the latest advancements improving email security measures,
organizations can stay one step ahead of cyber threats and protect their valuable assets in the digital landscape.
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