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Abstract—Transmission rate, packet delay, and packet loss can be improved by using machine
learning in a software-defined network. The results obtained in this work show that machine
learning implemented in the control plane improves the performance of a network compared to
OSPF routing algorithms or static routes.
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l. INTRODUCTION

The use of machine learning and artificial intelligence has increased in many areas of science and engineering,
including wireless communications [1-3], fiber optic communications [4-9], and fiber optic sensor applications.
[9-13], Machine learning applied to network interconnectivity can be efficient because its capabilities include
data prediction and classification. If sufficient data is provided to a machine learning network, it can learn from
the state of the network using its characteristics and thus be able to predict its behavior by creating models and
algorithms that modify its own codes according to the new parameters.

Il. MOTIVATION

In this work, we hypothesize that it is possible to improve the performance of a data network by using machine
learning in the control plane of a software-defined network. Routing decisions are not made through traditional
routing algorithms such as shortest path (OSPF) but are made using a neural network that is trained with data
from the behavior of the network, this training data is used by the neural network to later make predictions about
which is the best route between two points in a data network. This work presents comparisons between the
performance of a network that uses traditional routing algorithms such as static routes or OSPF against the
performance using supervised machine learning.

I1l. PROBLEM FORMULATION AND SIMULATION SCENARIO

A software-defined network consists of a data plane, a control plane, and an application plane. The control plane
is responsible for making routing decisions and subsequently communicating them to the data plane. The
proposal of this work adds a neural network module in the SDN controller (control plane), which has the
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following objectives:
Network topology discovery
Monitoring of performance parameters
Collect a training data set
Train the neural network with the training data
Acquire learning skills (once training has concluded).
e Predict the best route (output) that avoids congestion.
Figure 1 shows the network scenario that was used to carry out this work.

Figure 1. General Network Scenario

The figure 1 shows the network architecture of the simulation scenario, which consists of n source nodes
indicated as Ory, Ory, . . . ,0n,, m destination nodes denoted as D,, D,, . . ., D,,, with which there are f data
flows (m x n) and there are R available connections between any source-destination pair; in addition to 6 Open
Flow switches that provide connectivity to the network. The available routes (k) are defined by k = R™, so we

have a topology with the following characteristics: n = 3, m = 1, R = 16, k = 4096.
To evaluate the performance of the proposed network, the parameters shown in Table 1 were used.

TABLE |. SIMULATION PARAMETERS

Parameter Value
Simulator GNS3, Mininet
SDN protocol Open Flow
Traffic generator Iperf
Data traffic UDP
Band with per link 250Mbps

Data rate
Buffer size of each Open Flow

70Mbps =» 150Mbps

200 packets

switch
Routing algorithm Dijkstra (OSPF)
Simulation period 4 hrs
Monitoring period 3,5, 10 segs
Origin nodes 3
Destination nodes 1
Available routes between each 16

origin-destination pair

Between each origin-destination pair, UDP traffic is generated, varying the speed from 70 Mbps to 150 Mbps;
To verify the performance of the network, simulations were carried out with a duration of 4 hours and
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monitoring data were collected at different time periods (3, 5 and 10 seconds). Figure 2 shows the UDP flow
between the origin-destination pair and the performance variables to be evaluated.
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Figure 2. UDP traffic between origin-destination pair

IV. MONITORING AND TRAINING DATA

Once the network described in the previous section was configured, we proceeded to monitor and collect data
that will serve as training data for the machine learning module. The following data was collected:

e Network congestion

e Transmission rates of all data streams, and

e Possible routes between origin-destination.
With the data collected, table 2 is built:

TABLE Il. TRAINING DATA SET

Route k Data rate (Mbps) Route Congestion
Or, - Dy Or, - D; Or; » Dy Or, - D Or, - D; Or; » Dy Cy
70 75 90 0 0 0 0.92
70 75 90 0 0 1 0.73
70 75 90 0 0 2 0.64
4095 70 75 90 9 9 8 0.53
4096 70 75 90 9 9 9 0.84

The selected route is defined by the variablekthen the transmission rate between each origin-destination
pair Or,, = D,,, is shown followed by which route selected, finally, the variableCrepresents the network
congestion, which takes values of {0, 1}, € = 1 if there is one or more Open Flow switches with queuing greater
than 80% in the selected path, C = 0 in any other case.

V. NEURAL NETWORK TRAINING

A total of 100,000 data were collected, which will serve as a training set, this set was divided into two:

e Training data

e Validation data
For the training data, 80% of the total data was selected, while the remaining 20% was used for the validation
data. The first ones are responsible, as their name suggests, for the neural network to be trained (learn), and the
validation data function as a control group, to validate the learning precision, which usually must be equal to or
greater than 0.8. (80% accuracy) [14]

V1. NEURAL NETWORK CONFIGURATION

To select the best route, the SDN network routing module used machine learning based on neural networks.
Figure 3 shows the neural network architecture used in this work, which is composed of 7 input nodes, three
hidden layers and one output node. The number of neurons in the hidden layers varied according to the desired
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precision of the neural network. Of the amount of data collected, 80% was used to train the model and the
remaining 20% was used as validation data.
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Figure 3. Neural network architecture

The technical specifications used by the neural network appear in Table I1I.

TABLE I1l. NEURAL NETWORK CONFIGURATION PARAMETERS

Parameter Value
Hidden layers 3
Neurons per layer 512,128, 64
Total data set 100,000
Training data set (80%) 80,000
Validation data set (20%) 20,000
Output nodes 1
Trained model accuracy 87 %
Optimization algorithm Adam

Open Flow switches constantly monitor queuing on interfaces to determine if link congestion exists, and if so,
activate route reconfiguration procedures. If congestion C is greater than or equal to 80% (0.8), the new route
selection process begins. Considering Table 1, the congestion for route 1 is 0.92, with which the network selects
a new route with less congestion and finds it on route 4095 which has a congestion of 0.53.

VI1I. RESULTS AND DISCUSSION

Once the testing and simulation scenario was configured, the data was collected and the neural network was
trained, the performance tests were carried out, which were contrasted against static routing and dynamic routing
(OSPF). To evaluate the performance of the network, the following parameters were selected.

e  Average transmission rate.

e  Packet delay.

e  Packet loss.
The mentioned parameters were monitored every 3, 5 and 10 seconds.

VI1Il. AVERAGE TRANSMISSION RATE

The amount of data injected into the network was configured to start at 80 Mbps up to 150 Mbps.

Figure 4 shows the average transmission rate for static routing, dynamic routing and the proposed algorithm with
Machine Learning. From Figure 4 it is observed that when the test starts with 80 Mbps the three algorithms
present a similar performance, since the injected data is smaller compared to the capacity of the link, as the load
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increases, different behaviors are observed. For static routing, predetermined routes are configured, which are
maintained regardless of whether congestion occurs or not. This algorithm reaches its maximum performance
around 100 Mbps, and subsequently declines as the amount of data injected into the network increases; This is
due to the fact that after 100 Mbps the links begin to saturate and the static algorithm cannot react to this
situation, which produces a progressive decrease in the transmission rate obtained.

Data rate (Monitoring time=3segs, Routes=4096)
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Figure 4. Average transmission rate of the three algorithms

Dynamic routing makes a selection of routes according to the conditions at that moment and monitors the
performance of the network so that if the routes are congested, the route selection can be changed. Dynamic
routing has better performance than static routing and reacts better to congestion since the algorithm monitors
the link state constantly. Between 80 Mbps and 100 Mbps the algorithm has a performance that closely follows
the injected traffic, however, after at 110 Mbps, even when performance increases, it does so slowly, as
congestion causes performance to decrease. Finally, the performance graph using Machine Learning shows that
it has better performance compared to its predecessors (static and dynamic), when 150 Mbps traffic is injected,
routing with Machine Learning has a performance of 120 Mbps, while Dynamic routing shows approximately
100 Mbps and static routing drops to almost 80 Mbps.

In general terms, the results shown indicate that the network is offered more traffic than it can transmit, which
causes the phenomenon of network congestion. Associated with the transmission rate, the packet delay is a
parameter that is necessary to know to evaluate the performance of the network under analysis. In the following
section, the results for the packet delay are presented.

IX. PACKET DELAY

As the amount of information injected into the network increases and the data is not processed and transmitted
with the same speed with which it arrives, congestion occurs in the network, which causes a delay in the delivery
time of the data to the receiver. .The static routing algorithm, having predetermined routes, does not react to
congestion so the delay will be greater than its dynamic routing and Machine Learning counterparts. Figure 5
shows the behavior of the three routing algorithms.

Packet delay (Monitoring time=3segs, Routes=4096)

Figure 5. Packet delay
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Figure 5 shows that static routing presents the greatest delay in packet delivery, maintaining an almost linear
relationship as the data flow injected into the network increases. Dynamic routing has better performance since it
can change the routes derived from the constant monitoring it performs; Routing based on Machine Learning has
the shortest packet delay time, having approximately 0.44 m sec at 150 Mbps, while dynamic routing has a delay
of almost 1 msec.

X. PACKET Loss

As congestion increases, packet loss may occur in the network, since, since the incoming packets cannot be
processed, the network elements discard them. From Figure 6, it can be seen that static and dynamic routing
present packet loss from 80 Mbps, while packet loss for routing based on Machine Learning starts from 100
Mbps. Considering 150 Mbps, routing with machine learning had 12% packet loss, while static and dynamic
routing had 53% and 36% respectively.

Packet loss (Monitoring time=3segs, Routes=4096)

Figure 6. Packet Loss

XI1. CONCLUSIONS

At the beginning of this work, it was hypothesized that it would be possible to improve network routing
decisions through the use of machine learning in the control plane of a software-defined network. To test this
hypothesis, three performance parameters were evaluated, which are: Transmission rate, packet delay and packet
loss. Considering the case when monitoring every 3 seconds, the transmission rate with routing with Machine
Learning improves by 18% compared to dynamic routing and by 50% compared to static routing. Regarding
packet delay, there is an improvement of 52% and 58% in relation to dynamic and static routing. Finally,
regarding packet loss, routing decisions based on Machine Learning improve by 60% compared to dynamic
routing and by almost 77% considering static routing.

Due to the above, the results obtained in this paper show that routing based on Machine Learning improves
routing decisions in the three performance parameters evaluated, so the working hypothesis posed at the
beginning of the work is correct.
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