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Abstract—Elections are the cornerstone of democracy and government. The electoral system
has essentially undergone a number of changes during the past few decades. The world's largest
majority rule nation, India, still uses secret ballot voting (SBV) or electronic voting machines
(EVM) for its elections. Voter fraud is more likely because the present procedure only reviewed
identifying documents. This project intends to design a computerized voting system to make
voting more convenient and secure. Most people choose not to vote because they dislike having
to wait in line or travel to polling stations. Voters who are all ineligible may also cast false
ballots, which can lead to a great deal of issues. The whole web infrastructure allows people to
cast their ballots from anywhere in the world. This tactic could help reduce the amount of
money the government spends on elections.

Index Terms— EVM, SBB, Computerized voting system, Democracy, Fake votes.

|. INTRODUCTION

Elections are important in a country like India, where the people elect their leaders. Because elections provide
citizens the freedom to select the form of government they prefer, they maintain the functioning of a true state.
Therefore, there should be no bias and transparency in the electoral process. In a democracy, every individual is
entitled to cast any kind of ballot. One of the main issues with the old democratic system is its high labor and
resource costs. Concerns regarding movement that has been unlawfully disclosed throughout this election season
or in the run-up to it may also be present for some persons. There are a number of issues with the conventional
election voting method that is used in our country, such as the potential for violence, malfunctions with voting
machines, the need for time and resources, scheduling conflicts, and more. Many people were unable to cast their
votes because they lived too far away from their original birthplace or because they had to physically visit the
voting stations. An online voting method for use throughout the election process via a web-based program. In the
beginning, paper ballots were used for voting. Subsequently, electronic voting machines surface; these are
straightforward to use and store data on. Compared to paper ballots, they are more secure and require less time.
Now, we proposed a biometric authentication technology to minimize the voting process and improve voting
security. This enables the voter to use their system to solidify their support for the candidate of their choice.
Technology for facial detection and recognition is utilized to confirm whether or not a citizen is the intended
customer. We provide several modules where an administrator can explore the numerous features of the product
by logging in. People can log in and use their voting rights as well. Upon voter use, the system records the voter's
image using a web camera and compares it to an image stored in the database. If the voter's two photographs
match, they can cast a ballot. Most universities in Kenya hold elections on a regular basis to choose a student
leadership. They recommended utilizing an online system that would enable voter registration, ballot casting,
ballot verification, and results announcement. This would offer a good substitute for the structure that Kenyan
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educational institutions currently employ.

Il. AiMS AND ScoPe OBJECTIVES

Using the University of Ibadan as a real-world case study, an application is developed with the goal of
enhancing political party election processes through the use of several secure authentication levels. The ultimate
objective is to offer an online platform that allows any qualified voter to cast a ballot during election season
from any place.
The objectives are:

1. To develop a protected online voting system that uses mechanisms like facial recognition and one-

time passwords to assure the validity of votes and voters.
2. To strengthen voter identification because biometric functions cannot be shared.
3. To reduce the inconvenience of standing in line throughout the election’s voting period.

I11. LITERATURE SURVEY

Smart voting by facial recognition was presented in 2021 by Mahalakshmi Mabla Naik and Dr. Preethi N. Patil
for the International Journal of Creative Research Ideas (IJCRT). For face identification, they have used the Haar
Cascade method, which coordinates the face using Haar-Like characteristics. A method for detecting objects is
called Haar Cascade. Three degrees of confirmation exist in the suggested scheme. The first one confirms the
user id, and the second one asks for the voter card number. The voter moves on to the next level of checks in the
case that they successfully completed the first two levels of confirmation. This approach can only be used to
verify whether a voter is legitimate at the most basic level of security. Smart Voting Machine Based on
Fingerprints and Face Recognition was presented in 2020 by Nadar Rajkani Paulraj, G. Rajagopalan, M. Rajesh,
S. V. Kirutika, and I. Jasmine A/P, an International Journal of Engineering Research & Technology. They have
created a smart voting machine that eliminates the requirement for the user to carry an ID that has the necessary
information. Smart voting method utilizing face recognition was presented in 2021 by Swapnil Singh, Krunal
Patil, Shaik Aftab, Kapil Chuadhary, and Prof. Sushma A Shirke for the International Journal of Advanced
Research in Science. The objective of this project is to create a facial recognition voting system that would allow
any Indian voter to cast their ballot at the nearest polling place from "ANYWHERE IN INDIA." The
implementation of this project maintains high-level biometric security. All of the voter data is stored on a server
in a database. In order to enhance the current voting process, a brand-new, secure voting system is being created
in this paper. The proposed method establishes an automated voting system that does not require human
involvement. In this technique, voters are photographed and the images are recorded in a database for analysis.
Smart Voting System Using Face Detection and Recognition Algorithms was presented in 2021 by M. Kandan,
Koppula Durga Devi, Kasani Durga navya Sri, and Nunna Ram at the IEEE International Conference on
Intelligent Systems, Smart and Green Technologies (ICISSGT). They created a cutting-edge face detection and
recognition method in addition to a web-based smart voting system. The complete online infrastructure gives
people the ability to safeguard their votes from anywhere in the world. By using ID based on appearances, the
likelihood of vote-copying is reduced, and only those who have registered to vote and are recognized by the
system will be able to do so.

IV. EXISTING SYSTEM

The efficiency of the current system is low. These days, there are two types of voting processes:
1. Voting at ballot booths
2. Voting using EVM

A. Ballot Booth Voting

In elections, a ballot is a voting tool. It can also be a piece of paper used for secret voting. In this election, each
voter receives a sheet of paper bearing the names and logos of all the political parties as well as their
representatives. Here, voters visit the polls, complete their ballots, and mark their vote with the corresponding
party symbol. After folding, the ballot is inserted into the voting machine. Ultimately, the votes are totaled by
the members of the electoral commission.

B. EVM (Electronic Voting Machine) Voting
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An Electronic Voting Machine (EVM) is a device. This device displays the representative's name, party
emblems, and buttons at the end of each party name. Voters approach the electronic voting machine (EVM)
after completing their early level voting verification. After verification, the voter approaches the EVM and hits
the button to cast their vote. The voting procedures indicated above could be vulnerable to fraud, which would
reduce their accuracy. Votes may be miscounted, giving the wrong people power, or ballots may be misplaced
during the counting process, which could affect the result in that particular location. Voting is stopped and a lot
of time is lost when EVMs break down. On the other hand, votes meant for many candidates or parties may be
cast exclusively for one party if an electronic voting machine is tampered with. Power could end up in the wrong
hands as a result of this.

V. METHODOLOGY

There are three steps in the process:

A. Phase 1- Individual Recognition

The total number of people in the picture is now being ascertained. One excellent pre-trained convolutional
neural network (CNN) for facial recognition is included in this. The new model performs better in face detection
when compared to earlier models like Haar. The new model is trained in the context of Caffe.
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Fig 1: CNN Model for Facial Recognition

B. Phase 2- Face Mask Detection

You can detect and operate with faces from Python or the command line using Face Mask Detection, the most
basic face recognition package available. The model achieves 99.38% accuracy on the Labeled Faces in the Wild
benchmark. Additionally, a simple command line tool for face recognition is included, which lets you do face
recognition on a folder of photos right from the command line! Find and modify facial traits in pictures.
Determine the locations and outlines of each person's mouth, nose, eyes, and chin.

C. Phase 3: Face Recognition

Everything we learned previously about turning faces into feature vectors and figuring out how to tell one face
from another is included in an incredibly simple Python module. A Python library called face recognition that
has a number of machine learning methods to help with the development of intricate C++-based applications.

V1. PROPOSED SYSTEM

Our suggested solution enables consumers to cast their votes online rather than offline. Before being able to cast
an online vote, users must input their details and upload a photo. Multiple recordings of each user's unique data,
including their facial image, are made and stored in the database that is made available. After entering all of their
details and registering their face in the system, the voter is ready to cast their ballot. The user need a mobile
phone for OTP authentication, a webcam for facial recognition, and a robust internet connection for a smooth
operation. It goes through two-factor authentication when elections are taking place. The first method is to use
OTP authentication. The registered mobile number of the user receives an OTP. The user is prompted to enter
the OTP in the system and is then advanced to the next authentication step if the OTP matches. For the second,
face recognition is employed. When the user authenticates with his face through the camera, the system
compares the face presented with the images kept in the database. If the user's face is recognized, the process
advances to the following stage. In the next step, the user can select a party and cast a vote. As a result, the
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voting process was effective. After the voting process is finished, or even before the user has cast their vote,
everyone can examine the results of the ongoing election by visiting the provided website.

The following diagram shows the flow of the proposed system, which collects data from multiple platforms,
stores it in a database, and uses it for validation. The proposed structure includes three degrees of confirmation,
which can effectively lower the number of bogus votes.

Step |

Included is the user ID that was created during registration. All of the fields on the registration page require the
user to enter accurate information. The user ID and password that were created during the registration step will
be used for the initial verification stage. If a user's password and user ID are both correct, the system will allow
them to move on to the next verification step.

Step 11

In the second level of security, voter identity issued by the Election Commission is used and cross-checked by an
official. The additional verification process the voter must go through will greatly boost security. If the voter's
ID matches the data already in the database, only the voter will be allowed to move on to the next confirmation
stage.

Step 111

Here, the likelihood of fraud will be decreased and the security and accuracy of the framework will be improved
by comparing the voter's current facial features to those in the database. The proposed framework will be used to
apply the algorithm to facial recognition, and the method's precision will be estimated by practical application
and testing on a test set.

Step IV

The last stage of the voting process, during which only voters who have been verified may cast ballots. The voter
entered after passing through every security stage.

Count no. of Check if
voters > voter is
entered wearing

mask

No

Check identity of
voter and verify
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Check is already
voted
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Access Denied

Fig 2: Architecture Diagram of Proposed system

VII. IMPLEMENTATION RESULTS
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