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Abstract - The use of modern technology is inevitable in today’s world. On one side of the coin,
it has many advantages and it is proving to be beneficial in day-to-day life, making life easier.
On the other hand, it is serving as a great platform for evil-minded people to threaten, attack
and steal other people’s data and identity. Hence, it gives rise to the term “Social Engineering”.
It is a form of psychological manipulation that is used to trick or deceive individuals in order to
obtain sensitive information, gain unauthorized access to systems, or commit fraud. Social
Engineering attacks are increasing day by day. The main reason is that people are still unaware
about it and attackers are taking advantage of that fact. This paper focuses on the concept of
social engineering and its importance in our life. In most of cases, reverse engineering works the
best, that's why this paper also covers social engineering from the attacker’s point of view, how
the attackers attack and the methodology that they use. A basic Machine Learning model that
covers most of the attacking techniques that attackers implement while at work.

Index Terms - Social Engineering, Deception, Phishing, Baiting, Machine Learning

|. INTRODUCTION

The twenty-first century has quickly become a boon for businesses, media, social interaction, education, etc.
with the help of numerous platforms over the Internet. As a result, the flow of information has increased
colossally through the digital landscape and is getting more important day by day. People are relying more on
digital devices and are finding ease and comfort along with it. The impact that these devices have on their life is
extraordinarily amazing. With this newest technology, people can achieve almost everything. Although it
appears that this technology has no side-effects, risks, it is not the case. There is a huge risk if people aren’t
educated on how to go about these newer technologies.Due to people's heavy reliance on digital technology,
there has been an increase in cybercrime, including data breaches, malware, ransomware, and phishing-style
attacks. Data is so important in today’s world that many people can go to high extremities in order to acquire it.
Social engineering is such a concept which has changing definitions till today. The methods used to trick people
into disclosing private information or acting against their best interests are described in the aforementioned
definitions. It heavily utilizes human psychology, which leads to winning someone's trust and then utterly
manipulating them. According to this definition, humans are considered as a vulnerability to extract confidential
information. This only happens when people are not aware of the risks that they might encounter while being
engaged on social media platforms, surfing on the Internet, etc. It is of utmost importance that people become
completely aware of this, thereby reducing the success rates of attackers. High levels of technical competence
are not necessarily necessary for social engineering to be effective. Instead, social engineering preys on innate
human psychological characteristics including avarice, politeness, gullibility, empathy, and curiosity. It has been
established that many effective attacks occur as a result of digital users' ignorance. This paper explains the
common social engineering techniques that attackers use to
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implement social attacks. It also makes use of the most common approach of reverse engineering to think from
the point of view of an attacker and analyze the most common and frequent attacking patterns that make social
engineering successful. With this, this paper aims to reduce the frequency and success rate of social engineering
attacks by highlighting its importance in our life.

A. Need, Concerned Background And Motivation

With the rise of digital technology and the increasing reliance on computer systems, there is huge scope for
social engineering. From layman to professionals, almost everyone is falling prey to social engineering. Losing
personal data and getting hacked by an“outsider” highly affects your life/psychology/businesses and what not!
Little research has been done on social engineering in the potentially lucrative sector of social networks, despite
increased awareness of this issue. First and foremost, social engineering is a serious problem in today's world
because hackers use psychological deception techniques to access networks and sensitive data. It is crucial to
comprehend the different kinds of social engineering attacks and how to defend against them. Second, social
engineering is a fascinating and complicated topic that crosses several disciplines, including computer science,
psychology, and sociology. One can learn more about the fundamental concepts and ideas governing human
behavior and computer security by studying social engineering and writing about it.

B. Research Objective

The main objective of this research paper is to spread awareness about social engineering and its importance, and
analyze the main causes of social engineering attacks, thereby finding out the reasons behind the huge success
rate of attackers by applying the concept of reverse engineering.

Il. LITERATURE REVIEW

SR.NO. RESEARCHERS YEAR METHODOLOGY MAJOR CONTRIBUTION TO RESEARCH

1 Joseph M. Hatfield 2018 Descriptive Conceptual array of contemporary connotations of SE

2 Aldawood and Skinner 2018 Descriptive Increases user/employee awareness to reduce cyber
security incidents

3 Shivam Lohani 2018 Descriptive Impact of SE and ways to prevent its attacks

4 Salahdine and Kaabouch 2019 Descriptive In-depth survey about SE attacks, classification,
detection and prevention

5 Li, Wang and Horkoff 2019 Descriptive Details critical research directions and discusses
corresponding challenges of SE

6 Wang, Sun and Zhu 2020 Descriptive Eliminates conceptual deficiencies by proposing
compatible definitions of SEiCS.

7 Kathleen M. Carley 2020 Descriptive Defines social cybersecurity as a new scientific
discipline.

8 Jones et al. 2020 Descriptive How vishing attacks employ persuasive techniques by
social engineers

9 Odeh and Eleyan 2021 Descriptive Methods and procedures for reducing SE attacks.

10 Syafitri et al. 2022 Descriptive A systematic literature review to prevent SE attacks.

11 Biyani and Khan 2020 Conceptual To detect spam content on social websites

12 Kangane et al. 2022 Conceptual Detection of cyber-bullying attacks on social media

13 Xiaoyu Song 2022 Conceptual Identifying abnormal user activity

14 Yan et al. 2022 Descriptive Survey to show how ML is beneficial in cybersecurity

15 Wendy Durica 2017 Conceptual Recognizing patterns in questioning

16 Charu Singh 2020 Conceptual Detection of web links for phishing

17 Shelke and Achary 2021 Conceptual An expert system for SE attack detection and defense

18 Ren et al. 2022 Conceptual Machine Learning model for threat detection of general
SE attacks

19 Lopez and Camargo 2022 Conceptual ML classification algorithms to detect SE attacks

20 Alsufyani et al. 2021 Conceptual Classifying text messages as phishing legitimate
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I1l. RESEARCH METHODOLOGY

Cybersecurity is a concept which means a secure and safe group of networks. It has become increasingly
important as there are an increasing number of digital users in today’s world. Social Engineering attacks have
many aspects and influencing factors. There are several ways in which one can defend efficiently against any SE
(Social Engineering) attack.

Attacking Patterns Analysis Process

Hypothesis
Testing

Exploratory Data i Detecting
Analysis using Anlyzing and Attacks and »| Prevention

Python Finding Patterns Characteristics

Database of Chi - Square
Cybersecurity Test
Events

Fig 2. Attacking Patterns Analysis Process

A database consisting of the cybersecurity events of a company is taken into consideration. Features or attributes
like attack types, attack categories, source and destination ports as well as source and destination IP addresses,
duration of the attack, etc. form the database. EDA (Exploratory Data Analysis) is performed on the dataset. It
gives an overview of the dataset, its features, and tuples, the type of data taken into consideration, etc. Python is
chosen as the programming language to perform the analysis. After EDA, data is visualized using a variety of
visualization approaches. The visualizations are thoroughly examined to discover specific redundant patterns that
frequently recur. In order to be more specific and dive deeper into the details of those patterns, mathematical
models like Hypothesis testing and Chi-square test are used. They help in determining the accurate pattern
recognition task. A combination of the results of the two tests ultimately leads to the detection of attacking
patterns. Using this we are able to prevent them by taking necessary precautions.

IV. PROBLEM DESCRIPTION

The objective of this experimental work is to analyze SE attacks from the attacker’s point of view by applying
the concept of reverse engineering. The ultimate goal is to reduce the success rate of attackers. Hence, this can
be done either by educating the digital users and inculcating into them certain ways of precaution against these
attacks or by analyzing the attacking patterns of attackers and working against them. This gives rise to certain
specific questions which are listed below:

Q1. What types of attacks do attackers frequently carry out?

Q2. What specific patterns do the attackers follow while implementing an attack?

Q3. Why do digital users fall prey often to SE attacks?

Machine learning in cyber security is an efficient way that can help detect and respond to threats more quickly
and accurately than traditional methods. Machine learning involves using algorithms to automatically identify
patterns and anomalies in data, which can be applied to cybersecurity to detect and respond to threats. Machine
Learning is used to detect potential threats and abnormalities, and analyze vast amounts of data from numerous
sources, such as network logs, endpoint data, and threat intelligence feeds. Security personnel may be able to
react to attacks more quickly and correctly as a result. ML (Machine Learning) techniques can be used to spot
odd behavior on a network or system, including odd login habits or aberrant network traffic, which could point
to a security breach. By analyzing user behavior and spotting deviations from the norm, ML can be used to spot
potential insider threats or compromised accounts. Even if malware has never been seen before, it can be found
using file analysis and ML. By analyzing vast volumes of data and finding patterns of suspect behavior, ML can
be used to identify fraudulent conduct, such as credit card fraud or identity theft.
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A. Hypothesis Testing

A statistical hypothesis test is a technique for determining if the available data are sufficient to support a specific
hypothesis.

Ho: 1 = 12
Ha: i # 1o

1. We reject the null hypothesis Hy and confirm that the observed difference is statistically significant if the p-
value is smaller than our significance level (p<a).

2. If the p-value exceeds our threshold for statistical significance (p>a), we must maintain HO and draw the
conclusion that the observed difference is not statistically significant.

B. Chi- Square Test

The following describes the chi-square test's null hypothesis:

Ho: The destination port has no bearing on the attack category.

It makes sense that "independence between two variables" refers to the fact that the distribution of values for one
variable doesn't change when the value of the other one does (and vice versa).

C. Pearson's Correlation

The linear associations between two variables are assessed. A weak or nonexistent linear relationship between
the variables exists if the value is close to 0.

D. Spearman's Correlation

The monotonic relationships between two variables are assessed. A weak or nonexistent monotonic relationship
between the variables exists if the value is near to 0.

V. ANALYSIS DISCUSSION

The analysis conducted in this research paper showed the common trends and attacking patterns that an attacker
follows based on a database of cybersecurity events of a certain company. The results showed the most targeted
destination IP Address, the most logical ports attacked, the most frequently implemented / common type of
attack.

A. Findings

Top five attacks
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Fig 1. Top Five Attacks

Out of a vast variety of attack categories, a specific number of attack categories were chosen according to the
collected data. The majority of attacks are direct exploits. Those include all the SE attacking techniques. Fuzzers,
generic attacks, and reconnaissance come next. A denial of service (DoS) attack aims to block access to a
website, server, or network by its intended users by saturating it with traffic or other types of data.

Despite the fact that there are more than 170,000 records of cybersecurity assaults, 10 servers with IPv4
addresses between [149.171.126.10 and 149.171.126.19] are the target of these attacks. This indicates a non-
accidental and deliberate series of actions, as the company was assaulted on various occasions over the observed
time period on a particular subnet.
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Fig 3. Most Attacked Logical Ports

As seen in the above figure, a range of ports have been attacked with a specific type of attack. Port 0 is likely
attacked by generic attacks. Ports in the 20s and 140s are dominated with exploits. Combinations of
reconnaissance, worm assaults, and denial-of-service attacks target ports between 100 and 120. Ports from 40 to
80 experience a variety of attacks including worms, fuzzers, and backdoors.

Destination Port

SHELLCODE FUZZER: WORMS BACKDOOR
Attack category

Fig 4. Attack Categories w.r.t. Ports

The graph exhibits a particular pattern, where attacks typically take place on ports between 10,000 and 50,000,
with the exception of shellcode-type attacks, as predicted by the hypothesis test.

1605



V1. CONTRIBUTIONS AND IMPLICATIONS OF THE RESEARCH

The research conducted in this research paper will be beneficial for the analysis and in-depth study of hackers,
their techniques and how they pose a threat to the digital users of today. By reverse engineering we put ourselves
into the shoes of an attacker, thereby being a step ahead of the attacker. Hence, we will be able to plan the
precautions and preventive measures beforehand and way ahead before an attacker decides to implement an
attack. The study conducted above will also help in creating awareness about Social Engineering among people,
thus creating a society with educated people and minimizing the potential risks and threats they face everyday.

VII. CONCLUSION

This paper has discussed the importance and gravity of Social engineering in an individual’s life. It has
highlighted the need to know the scientific discipline of Social engineering and be aware of that. It has also
discussed the various types of SE attacks that have been/are implemented by attackers. A general insight was
explained through which an individual can become aware of various SE attacks. There are some common and
easy ways in which one can defend against these attacks, which were discussed in this paper. As previously
mentioned, social cybersecurity is a young field of science and engineering. This work's initial interdisciplinary
focus is giving way to transdisciplinary inquiry. This paper also put light on SE attacks from an attacker’s
perspective. The way an attacker executes an attack and the pattern that the attacker follows is worth analyzing
as it helps individuals pre-plan their defense strategies and hence be in a safe environment away from any threats
by completely mitigating them. An ML model was implemented and performed to analyze the attacking patterns
of several cyber security events. The model was fed with a company’s data of cyber security events which met
the current market standards. It was an apt example to demonstrate the attacking patterns and redundant use of
similar attacks by the attacker. Hence, the process of reverse engineering was also applied. Finally, using
hypothesis test and chi-square test various results related to the attacker’s behavior were inferred. The results
included the most targeted destination IP addresses, most logical ports which were likely to get attacked, the
most frequent type of attack, and at what time of the day was the attacker most active. A comprehensive analysis
of all these factors led to the conclusion of this research paper thereby spreading the importance of social
engineering.

VIII. LIMITATIONS OF THE STUDY AND FUTURE SCOPE

The study conducted in this research paper is limited to the attacking patterns. A more detailed analysis can be
done on the user-centric frameworks which evaluate the user behavior. Social engineering is a constantly
evolving field that adapts to new technological advancements and changes in society. The future scope of social
engineering is wide-ranging and includes a variety of potential developments and trends. Social engineering
attacks could become more sophisticated and automated with the use of Al and machine learning technologies.
Attackers could use these technologies to craft more convincing phishing emails, create more realistic social
media profiles, and develop more effective attack strategies.
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