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Abstract—Tremendous increase in the use of distributed Internet of Things (IoT) based 
applications leads to the evolution of huge amount of data every second. As the volume of data 
and correspondingly the number of users increase, the need for protecting information also 
increases. Among various distributed IoT applications, healthcare industry is in the dominating 
position. The management of Electronic Health Record (EHR) is a serious matter of concern 
since this includes the patient’s personal as well as health related information. This work 
proposes the use of an efficient security framework for EHR management. SCADBIN stands 
for Security using Cellular Automata, Dynamic key and Blockchain for IoT Networks. This 
architecture provides multilevel protection to EHRs starting from the data acquisition phase till 
the data access phase by a requesting node. Thus, SCADBIN assures end to end protection to 
EHRs. The paper explains the methodology and implementation details. The comparison of this 
architecture with existing methods is provided at the end with valid experimental results.  
 
Index Terms— Electronic Health Record Management; IoT security; SCADBIN; Blockchain 
for IoT. 

I. INTRODUCTION 

Before 2000, when a patient visited a hospital, a hospital staff had to collect all the relevant information from 
him, prepare a record and maintain it manually.  Beyond 2004, the use of Electronic Medical Records (EMR) 
came into existence. EMR is a digital version of the patient records which were maintained manually before. 
After a few years, Electronic Health Records (EHR) started replacing EMRs. EHRs contain the clinical data that 
were collected during the patient visit as well as the health data that are being collected regularly after 
monitoring the patient health. The National Alliance for Health Information Technology (NAHIT) stated that 
EHR can be generated, maintained, and accessed by authorized clinicians and staff across distributed healthcare 
organization. The records can be accessed by the doctors and other hospital staffs for clinical purpose. At the 
same time, patients can always keep a log of their health information. In addition to these, distributed 
applications opened the way to access patient data by other organizations such as insurance agencies, researchers 
etc. Like any other domain, shifting to the digital world made healthcare industry also vulnerable to several 
attacks. EHRs may contain data that are collected from the wearable devices which are connected to the patient’s 
body. Internet of Things (IoT) is the collection of heterogeneous uniquely identifiable things [1].  The sensing 
devices which measure data from the patient body represent the low level IoT devices. From these devices, the 
collected data have to be moved to cloud storage in a protected manner. Otherwise, during each and every phase 
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of transmission, security of the data may be compromised. This could be accessed by any unauthorized person. 
Also, the cloud was responsible to perform the analytics on the collected data as per conventional architecture. 
But, this creates a bottleneck since all the major functionalities are to be handled by the cloud.  Also, this may 
lead to security breaches if the cloud administrator is not trustworthy. Thus, focusing to distributed 
implementations become more advantageous compared to the centralized architecture. One of the latest 
paradigms known as blockchain [2] can be used with this motivation. Disseminating the major functionalities to 
blockchain will reduce the overhead of the centralized architecture and improve trustworthiness of data.  
The security algorithms used in such distributed applications must always be lightweight since the low level 
sensing devices are having constrained resources. There are many security frameworks proposed by several 
researchers for EHR management. An encryption scheme was put forward in [3] for providing security during 
EHR exchange process. This is according to the Health Insurance Portability and Accountability Act (HIPAA) to 
secure EHRs. But malicious intruders can still find a way to perform an attack. As per convention, protecting 
data with any encryption algorithm ensures the confidentiality of data. But, this does not assure integrity and 
consistency of data. A Message Authentication Code (MAC) based method was proposed in [4] to ensure 
integrity of the message. But this code computation is slightly complex such that it cannot be used by lightweight 
devices. There are a lot of third party based approaches as given in [5] to ensure security of EHRs. But, as 
mentioned earlier, trusting a third party is not a good option in the security world. There could be a problem of 
single point of failure. Also, the central node may be tampered by an adversary who will compromise the data 
security. Elliptic Curve Cryptography based security scheme which involves some mathematical computations is 
propose in [6]. As authors mention, it is a good method in terms of security, but not suitable for all IoT 
applications. Integrity and Privacy of EHRs can be ensured using Attribute Based Encryption (ABE) as given in 
[7].  Encryption can be done after reaching cloud and before reaching cloud. For more performance, Patient-
Centric Privacy, Health service Provider and de-duplication were also considered by the authors. PHI (Patient 
Health Information) record owner decide how to encrypt files and which users to retrieve access to each file. File 
must only be accessible to the users who are given the decryption key. But, scalability is one problem and 
retrieval of data is not possible if the owner is not online. 
Adapting blockchain technology for Electronic Health Record management is depicted in [8-15]. Secure 
attribute based Signature Scheme with multiple authorities for blockchain in EHR systems is proposed in [8]. 
Based on this work, patient information is treated as a block. Different blocks combined on a timeline basis. This 
gives access to multiple authorities-service providers, treatment providers etc. Secret pseudorandom function is 
shared among authorities. Authors of [9] state that access along with patient privacy can be ensured using 
blockchain. In their work dealing with blockchain powered health record management, they propose means to 
avail recorded data of patients lifelong. MedRec scheme [10] uses blockchain for medical data access and 
permission management. The method gives patients a log of medical history. Patients are aware of their history, 
as well as modifications if any. Permission management on blockchain is also provided. The technique facilitates 
patient initiated data exchange. An advantage of this scheme is that it provides expiry date for viewership rights. 
A blockchain ledger can be kept to provide an auditable history. According to the method in [11], patient is the 
complete owner of his/her health record. They can revoke access to service providers. Providers can issue 
prescriptions in blockchain. Authors suggests a future modification-i.e., providers, fitness centres etc. can 
develop programs to reward patients for healthy behavior. There can be 2 types of implementations- 
permissioned blockchain and permission-less blockchain. In case of permissioned block chain, it restricts access 
to a predetermined group. Usage of a blockchain network based on “hyper ledger fabric”- an open source 
blockchain with access control designations is depicted in [12]. Wearable devices collect data (Physical activity, 
sleeping conditions, heart beat rate etc.). The collected data are transmitted to cloud to which blockchain network 
will be connected. Completely replacing cloud with the blockchain is not advised as it is not practical to use 
blockchain for storing big data. Also incorporating blockchain for additional functionalities like authentication, 
access control etc. will ensure security of the application. The unwanted modifications of are prevented by the 
blockchain members. 
The selection of lightweight algorithms also has to be appropriate. Several Advanced Encryption Standard (AES) 
based encryption algorithms were proposed as shown in [16]. Even though these provide security, these are not 
suitable for lightweight encryption. Also, in addition to this, an authentication method has to be incorporated to 
provide complete security.  A searchable symmetric encryption (SSE) based scheme was proposed in [17]. Proxy 
Re-Encryption scheme (PRES) and Proxy Re-encryption scheme based on RSA (PRER) are also given in [18, 
19]. Because of the complexities involved in case of standard encryption algorithms, new classes of lightweight 
ciphers were introduced to provide data confidentiality in IoT networks. Lightweight stream ciphers are best 
suitable for IoT applications. Based on the project conducted by eSTREAM [20] by European commission, a set 
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of finalist candidates are Sosemanuk, Salsa 20, Lizard etc. In the last section, a comparison of the lightweight 
cipher used in the proposed method with all these existing algorithms is given. A cellular automata based light 
weight cipher was proposed in [21]. Cellular automata (CA), introduced by von Neumann and Ulam, are known 
to be capable of modeling complex systems, though the basic model of it is a simple grid like structure. CA can 
be used in lightweight cryptography because of its inherent simplicity in implementation in hardware or sensor 
devices. Any type of controller board can be used to implement it. The initial seed is the only requirement for its 
dynamic next state evolution. With appropriate selection of rule or rule vector, CA is also capable of generating 
chaotic sequences and pseudo random numbers (PRNs). The most important characteristic of using CA in 
lightweight cryptography is that prediction of the next state by looking at the initial state is next to impossible, 
because very similar initial state configurations also lead to totally divergent and completely different final 
states. Reversion of state values to any given timestamp from current state is computationally hard problem and 
is very costly. Strength of the algorithm lies in rule vector selection and the only disadvantage is the lack of a 
key management scheme.  
Security using cellular Automata, Dynamic Key and Blockchain for IoT Networks (SCADBIN) framework uses 
the principles of cellular automata for random number generation. It is a framework using the best known 
lightweight stream cipher ChaCha 20 and No Share Key Exchange (NSKE) method. The architecture utilizes 
blockchain for authentication checks and access control verifications. Next sections of this paper arranged as 
follows. Following sections give the detailed explanation of proposed model, implementation and results. 
Finally, a comparison study is provided. 

II. METHODOLOGY 

The proposed method provides a patient centric health record management system. Initially, when a patient visits 
a hospital, the EHR is added to the cloud by the hospital employee. During the registration process, the patient 
has the freedom to choose the information that can be shared with others. This is given as consent fields in the 
registration form. Only those features which are selected by the patient will be shared with others. Since the 
details are entered by the hospital staff, there is a possibility for an insider attack. To avoid this, a confirmation 
message is sent to the registered mail ID. After getting approval from the patient only, the status of data will be 
updated to “shared” or “unshared”. See Fig 3.1. The content of an EHR is then protected using SCADBIN 
framework. Different phases of the framework are detailed in [22]. 
Based on this, multilevel encryption is provided using the lightweight ChaCha 20 stream cipher [23] technique. 
The data-owner gateway node will assign priority levels to the data while uploading an EHR. If the data item is 
of higher priority, then it is encrypted with the intended recipient’s public key. Otherwise, the data will be 
protected using ABE Scheme. Attributes will be specified by the owner gateway node. The wearable sensing 
devices connected to a patient’s body can also send data to the owner gateway node in encrypted form. ChaCha 
20 lightweight stream cipher is the best suitable encryption algorithm in this scenario since the encryption is 
done by constrained devices. The gateway devices will form a blockchain network. Even though the owner 
uploads an EHR to the cloud for the first time, any gateway device can add more data if this update request is 
approved by the blockchain members. This modification will be considered as a new transaction by the 
blockchain. Any communication between two entities in SCADBIN framework is preceded by a mutual 
authentication phase. After completing this phase successfully, the nodes will be able to upload data.  
The key used for encryption by the low level device is known as a master key. This is device specific and will be 
shared with the intended recipient using the NSKE method [24]. Also, a second level encryption is done by using 
a dynamic group key which is provided by the owner gateway node. This group key is updated for every session 
and the same is done by applying the random number generator based on cellular automata.  After this multilevel 
encryption, data will be uploaded to the cloud. After successful uploading to the cloud, any time another gateway 
node can send a request to access the same, as shown in Fig 3.2. When a data access request comes, initially, that 
will be processed by the blockchain members. An initial check is done to see whether the requested item is in the 
list of shared items. If not, the request is immediately rejected. If the data which are being requested belong to 
higher priority category, that will be encrypted using the public key of intended recipient. Hence, the requesting 
node will be given access if it is authenticated. If the data belong to lower priority category, the attributes of the 
requesting node are compared with the attributes specified during the uploading phase. Request is granted when 
both match. Here, the additional functionalities like verification of data modification, access control and 
authentication checks are disseminated to blockchain.   The key management phase of SCADBIN is based on 
No-Share Key Exchange (NSKE) algorithm and the random numbers required for the stream cipher 
implementation are generated using the principles of cellular automata. 
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III. IMPLEMENTATION DETAILS 

An EHR management application was developed in Python using Django framework. Since, the application was 
dealing with a distributed scenario, as mentioned in the previous sections; blockchain paradigm was used to 
implement it. Here, it was implemented with the Hyperledger fabric platform. A screenshot of the same is given 
in Fig 3.3.  Hyperledger fabric is a type of consortium blockchain. In this, all participating entities will be having 
known identities. Since we are forming blockchain of gateway nodes that are already part of an IoT application, 
all nodes will be having their own identities. Two gateway nodes were created for participation as blockchain 
members. The Hyperledger Fabric implemented was supported by nodejs, Docker and Go installations.. Two 
gateway nodes were added as organizations with two peers each. When added to the blockchain, each 
organization will be assigned a public key-private key pair. As an example, we consider a gateway node is 
associated with the patient. Another gateway device is associated with the hospital. When the data are collected 
from the sensors connected to patients, gateway device will be uploading the contents to the storage after 
performing encryption. This means, EHR is uploaded to the cloud only after multilayer encryption as per the 
SCADBIN framework. Here, MongoDB was used as the storage platform.As shown in Fig 3.1, an approval page 
will be displayed in the home page of patient. The patient can decide with who the data items are to be shared. 
After encryption phases, the data will be uploaded to the storage. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig 3.1: Approval page in patient’s login 

Now, another stakeholder such as a doctor may request the data item associated with the same patient. Initially, it 
will be checked whether the permission has been granted from the patient. If this first level authentication is 
satisfied, the decryption parameters will be shared with the requesting node. All these kinds of verifications are 
done by the blockchain consortium of gateway nodes. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig3.2: User Interface page of a requesting node 
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Fig 3.3: Blockchain set-up 

IV. RESULTS AND DISCUSSION 

The authentication and key establishment phases of the proposed scheme are compared with two related schemes 
such as a matrix based key management scheme in [25] and a Lightweight Device Authentication and Key 
Management Scheme (LDAKM) in [26], in terms of computational cost.As mentioned in [27] and [28], 
computational cost of a security scheme depends on encryption, decryption and the hash computations for 
authentication. Cost of an AES encryption/decryption with 128 bits key would be 9μJ (milli Joules). Cost of a 
hash operation is 40mJ. Cost of encryption is less compared to the cost of hash operations. The cost of the 
proposed scheme for authentication and key establishment are less compared to the same phases in matrix based 
key management scheme and LDAKM. As it is clear from the Fig 4.1, our proposed scheme is having better 
performance in terms of computational cost compared to these two. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Fig 4.1. Comparison between Key exchange methods 
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The proposed algorithm is fast and efficient in terms of encryption time involved. The encryption algorithm CA-
based ChaCha 20 cipher has been compared with the existing ciphers in terms of execution time. The data size 
used for encryption is 128 KiloBytes. The results are shown in Fig 4.2. Further enhancements on this system can 
be done on the storage optimizations. In addition to this, the feasibility of machine learning based methods for 
malicious node detection can be analyzed. 
 

 
Fig 4.2:  Encryption time comparison 

V. CONCLUSIONS 

The security of EHRs has become really crucial as the world has shifted to digital platform after the pandemic. 
The work proposed an efficient architecture SCADBIN for protecting EHRs using the best known algorithms 
such as ChaCha 20 based on the principles of cellular automata. Updating the session key at regular intervals 
improves security. The comparison study has proved that the algorithms used in SCADBIN architecture is 
having better performance compared to other existing schemes. All the major phases such as encryption, key 
exchange, mutual authentication etc. have lightweight operations. Use of blockchain improves the security by 
ensuring integrity and authentication. 
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