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Abstract— Online toxic narratives may cause disputes and hurt virtual communities. Social
networking sites are used in modern culture to share ideas and feelings. However, it occasionally
can result in hate speech. Hate speech is offensive targeting someone or a group of people because
of one or more of their origins, races, genders, religions, impairments, or other traits. It is a
serious problem since it can have terrible results. In this paper, we have systematically
investigated the various research works based on machine learning and deep learning techniques
for text-based offensive speech classification. This research also offers empirical facts on the
inherent features of hateful speech and assists in identifying future research.

Index Terms— Deep learning, Hate speech, Machine learning, Offensive speech.

. INTRODUCTION

Hate speech may propagate quickly on media platforms, owing to preconceptions or disagreements between
groups inside and beyond nations. Twitter prohibits threatening or harassing individuals based on race, sexuality,
religious practice, or other factors. YouTube also filters violent or hateful material based on age, ethnic
background, and disability. Hate speech is often investigated in relation to internet radicalization or criminal
activity [1], but it's also investigated in other circumstances. Web - based information distribution provides
considerable impetus to explore automated hate speech detection [2]. Hate speech identification helps reduce crime
and defend people's values. This research is essential because continual conflicts alter reality and dehumanise the
assaulted Ukrainians. Studies demonstrate an upsurge in online hatred towards China, including racist and
offensive propaganda blaming individuals for COVID-19. A decreased percentage of hate speech minimises
cyberbullying, which impacts social serenity [3] and information security [4].

Hate speech remains an issue despite numerous research. Due of the diversity and complexity of hate speech
classes, machine learning algorithms and humans have trouble recognising it. Hate involves strong prejudice.
Figure 1 depicts hate speech. Hate speech is an offensive element between aggressive and abusive language.
Gender - based, homosexualism, and religious hatred target groups or genders. The figure indicates that idea
separation is complex [5]. Homophobic and r Racist tweets are more liable to be categorised as hateful speech than
other harmful material [5]. You can't generalise whether an offensive text constitutes hate speech [6]. The growth
of brief texts, like those found on Twitter, poses issues to the standard bag-of-words paradigm, resulting in sparse
data owing to lack context [7]. Due to categorization and specifications, several datasets [8] may vary, causing
machine learning algorithms comparisons difficult.

The literature indicated various literature review studies, although most focused on one subject or were outdated
[5, 9-12]. [5] builds a general metadata framework for hate speech categorization using semantic analysis and
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fuzzy logic. The [9] research focused on hate speech connected to cybercrime and global legal frameworks, but
not Twitter or machine learning datasets. [10] cites mostly legal texts that define hate speech for criminal
punishment. The [11] study focused on hate speech geography, social media platform variety, and qualitative or
quantitative research methodologies. This study reviews hate speech ideas, methodologies, and datasets to inform
academics about state-of-the-art investigations in hate speech identification. The following is an overview of the
paper: The methodology of the study is discussed in Section 2. The discussion of the results and the content
analysis may be found in Section 3. The difficulties encountered in research are discussed in Section 4, along with
possible future possibilities. Section 5 then presents an illustration of the findings reached.

Users of social media express themselves, debate issues, and interact with others. These platforms feature
objectionable or hazardous material, making them unsafe. Offensive language, radicalism, religious prejudice,
sports aggression, and hateful speech on media platforms. These people feel confident in their right to express
themselves openly. Here came the challenge of reconciling free speech with offensive material. So the challenge
becomes, how to limit hate speech while protecting free speech on social media. To use abusive language is to
"express oneself in a way that includes abusive/dirty words or phrases, either orally or in writing" [13]. There is
now a formal global definition of hateful speech. In today's culture, particularly on social media, this phrase is
ubiquitous. It's a term used to describe how some people feel about other people because of their differences.

Il. HATE SPEECH DETECTION USING MACHINE LEARNING MODELS

Machine learning is asub-field of artificial intelligence (Al) and computer science called machine learning focuses
on using data and algorithms to simulate how humans learn, gradually increasing the accuracy of the system. The
rapidly expanding discipline of data science includes machine learning as a key element. Algorithms are trained
using statistical techniques to produce classifications or predictions and to find important insights in data mining
projects. The decisions made as a result of these insights influence key growth indicators in applications and
enterprises, ideally.

In Table I, we have summarized a number of research publications together with their methodologies and findings.

TABLE |. DETAILED REVIEW OF SEVERAL EXISTING METHODS BASED ON MACHINE LEARNING FOR HATE SPEECH CLASSIFICATION

Dataset
Urdu tweets

Paper
Raza et al., 2022 [36]

Approach
Transfer learning

Findings
Via experimental data, we demonstrate that
BERT, distil-BERT and xIm-roberta are all
capable of achieving satisfying F1-scores of
0.68, 0.70, and 0.69, respectively, using
transfer learning.
After extensive testing, it was shown that 79
percent accuracy could be achieved using
just bigram characteristics.

William etal., 2022 [35]  CrowdFlower SVM

Nauros et al., 2021 [37]

Moin Khan et al., 2021
[38]

Aljarah etal., 2020 [19]

Silva & Roman, 2020
[20]

Da Costa Abreau &
Araujo De Souza, 2020
[21]

Facebook and YouTube
comments in  Bengali
language

Urdu tweets

A collection of tweets in
Avrabic that were racist or
linked to media, terrorism
or sports.
Tweets in
language

Portuguese

Used an existing dataset
consisting of tweets and
classified as either hateful
speech, offensive language,
or neutral language.

BengFastText, FastText and
Word2Vec

Evaluated the efficacy of
five supervised learning
methods, including one
based on deep learning, for
identifying hate speech.
T-IDF, TF, RF with BoWw,
DT, NB and SVM

Text representation using N-
Gram, BoW, NB, LR, MLP
and SVM

Naive Bayes and Linear
SVM

371

In spite of the fact that all of the deep learning
models did very well, the experiment
demonstrated that SVM produced the best
result with 87.5% accuracy.

With an F1 score of 0.906, Logistic
Regression surpassed all other methods,
including deep learning methods, at both
levels of categorization.

Using TF-IDF, RF achieved the greatest
results (91% accuracy), making it the most
effective model.

When one of the earlier studies that
accomplished the same objective using
LSTM was assessed to the findings of the
models utilised, SVM was found to be
roughly 22% more effective. The training
process of classic models may be more
efficient.

In the case of text classification, Naive Bayes
performs well.

With  imbalanced data, linear
performance drops significantly.

SVM



Mubarak et al., 2020
[18]

Mulki et al., 2019 [22]
Haddad et al., 2019 [23]

Ibrohim & Budi, 2018
[24]

Fauzi & Yuniarti, 2018
[25]

Ozel et al., 2017 [26]

Abozinadah et al., 2015

Avrabic tweets

L-HSAB dataset having
tweets in Arabic language
T-HSAB (Tunisian dataset)

Indonesian tweets

Indonesian tweets

Tweets and Instagram
comments in  Turkish
language.

Avrabic tweets

SVM, LR, AdaBoost, GNB,
RFand DT

N-Gram and TF with NB and
SVM

SVM and NB

Random forest decision tree,
SVM, NB

SVM, RF, Maximum
entropy, KNN and NB

KNN, NBM, Decision tree
and SVM

DT, SVM and NB

SVM performs the best.

In terms of F1-score, accuracy, precision
and recall, both models performed well.
Both models performed well, prevailing over
the binary categorization. Across all metrics,
Model NB performed best.

When comparing the F1 score among the
three classes, NB outperformed SVM and
RFDT by 70.06 percent, and when
comparing the two classes, it outperformed
them by 86.43 percent.

The categorization efficiency of collected
data may be enhanced by using the ensemble
model.

Naive Bayes Multinomial is the most
effective approach for classification, with an
accuracy of 84%.

According to the findings, the NB model

[27]
A. TF/IDF Models

Identifying hate speech often involves using the word frequency (TF) in conjunction with the Inverse Document
Frequency (IDF). Input text statistics and the precision of terms in the corpus are taken into account by the TFIDF,
which gives more weight to less commonly used words. Examples of hateful speech on Twitter include the
repeated use of offensive hashtags like "#Banlslam,"”,"#whitegenocide," and "#whoriental," among others. As a
result, an association rule system [20] was developed using hashtags, lexicons and POS (part-of-speech) tags to

categorise hateful speech.

performed the best with an accuracy of 90%.

B. Lexicon-Based Methods

When it comes to identifying hate speech, lexicon-based approaches rely on pre-existing keyword sets (lexicons)
that have been established by writers or culled from the literature. Frenda et al. [14] used SVM classifiers to
preprocess two datasets containing sexist and misogynistic tweets. The Automatic Misogyny Identification (AMI)
the AMI Evallta [16], IberEval [15] and the SRW [17] were the datasets utilised by Frenda et al. To help weight
lexical aspects, Information Gain [14] was applied to a list of 690 lexicon terms added to the TFIDF for words
and characters. Hashtags, slang, acronyms, sexual terminology, terms pertaining to women, and words having to
do with the human body are all part of their vocabulary. The accuracy of their model is 0.76. Using the English
dataset from the AMI shared issue at EVALITA2018, they use the TFIDF of tweets, sentence embeddings,
XGhboost and Glove Bow over Logistic Regression. The best accuracy they could get was 0.704% using LR, which
made it the most successful approach.

1. HATE SPEECH DETECTION USING DEEP LEARNING MODELS

As a kind of artificial neural network, deep learning models are becoming more popular. These kinds of models
are the backbone of the data mining and categorization industries. These models are trained to recognise text
patterns. It is clear from Figure2 that the optimal selection of a deep learning model is contingent on the number
of layers hidden and the method used to represent the target attributes. In the following, we will examine a few
recent literature studies in this area.

A. Feedforward Neural Network

The information in a feeding neural network moves in just one way. As data moves from one layer to the next, it
enters at the input layer and leaves at the output layer via hidden layer if there exists. This category of nodes does
not form any closed loops. An important feature of a particular neural network architecture is the use of multilayers,
together with values and functions calculated in the forward direction of the data flow.

B. Recurrent Neural Network (RNN)

Callbacks and sessions in an RNN are controlled by the processing units in this network architecture. In this way,
the output of one layer is fed into the input of the layer below it. In a network, the current layer is typically the sole
layer, therefore each consecutive loop gets fed information from the previous layer. The present output is based
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on the network's past states, which are stored in a memory. Multiple inputs may be used to generate multiple results
in an RNN [13].

C. Long term short Memory (LSTM)

Similar to a Feedforward Neural Network, this one does not keep track of which data points served as the network's
principal inputs. Long-term, short-term memory treatment is employed for this issue. The Long Short-Term
Memory (LSTM) neural network model is widely used. When training a network in reverse feedforward mode,
LSTM is used to suppress states. While training an LSTM, it is necessary to provide memory blocks in which to
keep track of the model's prior states. Memory cells may be found inside each memory block. These cells contain
the network's temporal states. Input, storage, and output gates allow cells to govern the passage of signals by
controlling their timing and strength. Whether information is being read, written, or saved, it is all under the
watchful eye of these gates [13].

D. Convolutional Neural Network (CNN)

The field of deep neural networks known as Convolutional Neural Networks (CNNSs) finds widespread use in areas

such as image processing, video identification, medical picture classification, and natural language processing.

They use a multilayer feedforward neural network. Each stage—convolution, nonlinearity, and pooling—makes

up the whole [15].

e Convolution: at this point, the input undergoes a convolution, a mathematical procedure. The input is
processed via a convolution filter to generate feature maps, which are then passed on to the next layer.

¢ Nonlinearity: As part of this process, we will attempt to include nonlinear features into the network. In cases
when a nonlinear process, such as ReL.u, is applied.

o Clustering: It is a process that uses a function like average clustering or maximum clustering to reduce the
number of features in a feature map [14].

In Table I1, we have summarized a number of research publications together with their methodologies and findings

based on deep learning.

TABLE Il. DETAILED REVIEW OF SEVERAL EXISTING METHODS BASED ON DEEP LEARNING FOR HATE SPEECH CLASSIFICATION

Paper Dataset Approach Findings
Pradeep Kumar Roy et al., Malayam and Tamil  To better identify hateful speech Experimental results from the suggested
2022 [42] mixed dataset and abusive words on social framework achieved 0.933 and 0.802 in
media, it is recommended to use weighted F1-score, which is superior to
an ensemble model that the state-of-the-art.

combines the results of deep
learning and transformer-based

models.
Qasim Mehmood et al., 2022 Islamophobic The suggested method utilisesa ~ Over 90% accuracy is observed when the
[41] tweets one-dimensional Convolutional suggested method is tested on a dataset
Neural Network and Long consisting of 1290 pre-processed internet
Short-Term Memory network tweets.
inspired classifier for feature
extraction.
Tapan Kumar Das et al., 2021 Mixed language RF, SVM and NB For both binary and ternary classes, the
[40] English-Odia from SVM with word2vec-based models
Facebook outperformed the NB and RF
alternatives. The outcome demonstrates
that the tertiary models performed better
than the binary ones in differentiating
among hate speech and other types of
communication.
Areej Al-Hassan et al., 2021 Arabic tweets CNN, LSTM and GRU When compared to the SVM model, all
[39] four deep learning models perform better

at identifying malicious tweets. The
average recall of the deep learning
algorithms is 75%, whereas that of the

SVM is just 74%. The total performance
of detection is enhanced by integrating a

layer of CNN to LTSM, from 72%
precise to 73% F1 score and 75% recall.

Alshalan et al., 2020 [28] Arabic tweets CNN With an F1-score of 79% and an

accuracy of 83%, CNN performed well.
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Abuzayed & Elsayed, 2020 Arabic tweets 15 unique models, ranging from The neural learning model with an F1-

[29] the traditional to the neural. score of 73% was the top performer.
Aref etal., 2020 [30] Sunnis and Shiites-  Emedding techniques( word2vec ~ CNN combined with word2vec produced
related tweets and FastText) the highest accuracy, 79%. CNN with
RNN, CNN, SVM, DT, FastText had the best recall at 69%. RNN
complement NB and RF combined with Fasttext produced the
highest F1-score (52%) possible.
Faris etal., 2020 [19] Avrabic tweets LSTM and CNN The categorization did a good job of

separating hateful and neutral tweets.
Word2vec performed higher than its
competitors, scoring 66.564% on
accuracy and 71.688% on the F1 scale.
Ibrohim et al., 2019 [31] Indonesian tweets LSTM with word embedding When combined with word embedding,
they discover that LSTM can effectively
classify texts in both English and
Indonesian. The model's F1 score was
83.68 percent, which is equivalent to
19.44 percent.
Chaudhari et al., 2019 [32] English tweets LSTM and hybrid CNN The user-ids of these people allowed
them to be singled out. The report
included the users' whereabouts, the
amount of people that follow them, and
their own personal details.

Mathur et al., 2018 [33] English-Hindi Ternary trans CNN Ternary Trans-CNN performed well on
offensive tweets the HEOT dataset. The model attained
an F1 Score of 71% and accuracy of
83.90%.
Gambéck & Sikdar, 2017 [34] Tweets CNN CNN did best in F1 with word2vec,

which got a score of 78.3%.

IV. CHALLENGES IN HATE SPEECH DETECTION

Despite the availability of several techniques, there are obstacles in the detection of abusive language or hate
speech. One of the biggest problems is that different people use different terms, and a word that one person could
consider aggressive or hostile might not be in the same context when another person uses it. Also, it's possible that
emoji-expressed speech might reveal how its listener interprets the text. A issue with identifying the content of
text may arise, for instance, if it seems as though the text does not include any term that may signify abusive or
hate speech, yet it may involve emoji expressing it. The most significant difficulty is the existence of several
varieties of the same dialect, such as the Gulf dialect and Levantine dialect. While certain words might be
considered offensive or nasty terms in a language or in a particular region, they may be categorised as a regular
word for another dialect or region.

V. CONCLUSION

Social media platforms provide an inclusive environment wherein individuals are afforded the opportunity to
actively engage in discussions and share their thoughts, while simultaneously accommodating others who choose
to passively consume the content. Due to the unrestricted nature of opinion-sharing on social media platforms, it
is of utmost importance to exercise careful scrutiny when engaging with the content disseminated therein. It is
imperative to closely monitor the frequency with which these media outlets employ hate speech and other forms
of derogatory language. This study presents a comprehensive evaluation of the advancements made in the
automated identification of hate speech within textual content, focusing on the current developments. The findings
indicate that machine learning techniques, specifically Support Vector Machines (SVM), along with various forms
of Term Frequency-Inverse Document Frequency (TF-IDF) features, were initially favoured by researchers.
However, with the progression of deep learning technology, there have been significant enhancements in the
analysis of hate speech. In the future, we will conduct a comprehensive analysis and comparative evaluation of
hate speech detection methodologies across many nations.
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