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Abstract— With the increase in the usage of cloud computing rapidly, it is the necessity to save 
the data from any target or attack. The emergence of the cloud computing raised Security issues 
for both industry and the consumer. Some of the companies are investing in this domain for 
their personal use and some for providing service in the same domain. Machine learning 
techniques is used in many ways to prevent and detect attacks on cloud server. As the growth of 
machine learning techniques learning based method for the software application is gaining high 
popularity in this era. In this paper, we provide a literature review on the use of machine 
learning in increasing cloud security and the application along with the ways to prevent the 
security of cloud computing. We will also evaluate the related studies and discuss their 
performance. This review and the key findings of this paper have the ability to contribute to 
more improvements in cloud computing and security issues with the machine-learning 
algorithm. It will help other researcher to give new ideas in this field so that new ideas can be 
executed which will help in finding the safe methods to access cloud computing based 
applications and avoid any security issue in the future. 
 
Index Terms— Cloud Computing, DDos Attack, Cyber Security, Machine Learning, Threats, 
Privacy, SVM. 

I. INTRODUCTION 

Earlier, IT Companies used to follow traditional computing methods When comparing with the traditional IT 
security, cloud computing was responsible for multiple security issues. The security Issues starting from the 
cloud computing platform are: Firstly, the openness and distributed nature of the cloud expose it to the broader 
attack surface which significantly increase the risk of unauthorized access and data breaches [1,2]. Secondly the 
virtualization layer introduces more complexities in hiding and preventing individual Workload leading to 
compromise of multiple tenant environments. Finally, the decoupling of data ownership and management rights 
poses challenges in ensuring the traceability and accountability in the security incident leading to the challenges 
faced by cloud computing [3] The coexistence of multiple tenants on the cloud computing platform poses 
another significant challenge: ensuring the secure isolation of information resources across these tenants [4]. 
Cloud computing, as a novel service model, removing the connection of the ownership, management, and 
empowerment of resources. This decoupling means that users cede direct control over physical resources, 
exposing them to security vulnerabilities in their interactions with service providers [5,6]. 
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Even though the ways were safe still there was issue of the backups, capacity and cost [7]. In Recent Days, most 
of the communication between people is done through the internet. The internet is used in many of the fields in 
the world including medical, electronics, military, education, etc. Without it, the world would be not able to stay 
upright in the market. This is the reason that cloud computing recently become very famous due to the increasing 
demand to provide more efficient and secured ways of communication which will help the public to use these 
without worrying about security and storing big data in the network. Because of the increased computational 
cost, there is an increasing financial costs to the company which is caused due to storage and the analysis which 
is performed on data to analysis suspicious activity this is the main thing required to be there to make the 
relevant changes on the cloud computing to data [8].Cloud computing is a distributed computing platform that 
delivers a variety of services to the end-user over the internet. These services can be of three types (1) Software 
as a Service (SaaS), (2) Platform as a Service (PaaS), and (3) Infrastructure as a Service (IaaS). 
Its main objective is to let users use and pay for what they want, promising on-demand services for their 
software or infrastructure needs [9]– [11].  
Cloud platforms run through the internet protocols and they also use the virtualization technique which may be 
vulnerable to attack. Those attack might be coming from the traditional sources like address resolution protocol, 
IP spoofing, DoS etc. [12] [13]. They can also be from the other sources like Zero day attacks, for example, is 
the attack which is not known to the user and they are the main challenge as they are difficult to find out in the 
cyber security domain [14]. The earlier techniques were used for detection and prevention are not efficient 
enough to handle those attacks while also dealing with a large data flow. Machine learning methods are helpful 
in finding the type of attack, whether they are traditional or zero-day attack, it also includes the series of 
algorithm that can learn through the pattern of the attack and predict faster [15].  

II. LITERATURE REVIEW  

In this section, we will cover the detailed analysis and provide relevant studies on the security and threats of 
cloud computing. Recent studies have used Machine learning based approach to analysis the security issue in the 
cloud computing environment and provide solution for the threats.  
Cloud computing itself is a very broad field, because it transmits and hosts its facilities on the Internet. It 
provides services to meet the needs of the clients and charges accordingly. This makes the Cloud crucial as 
people start to depend on it and organizations can now hire a Cloud service easily. Gaps in Cloud computing are 
defined as the trust issues between customers and Cloud providers, where customers fear policies that are hidden 
from them. On the other hand, Cloud providers are afraid that customers might take advantage and conduct 
attacks using their Cloud services.  
Machine leaning with the help of patterns for cloud security. The rise of cloud security transitioned from basic 
defence parameter to more intelligent frameworks which are capable of managing the growing risks distributed 
environment. Research in adaptive control and optimizing the algorithms helped in managing the complex 
behaviours which are essential for maintaining the cloud infrastructure. As the cloud platforms increases the 
ability to host multi-tenant workload. The need for security becomes important. Recent Studies  Proposes the 
system that uses game theory integrated with Deep Neural Networks to optimize network security more 
accurately in order to identify the intrusion in real time. These intelligent frameworks further enhanced by the 
integration of block chain technology which provided the decentralized and verifiable architecture to analyses 
the data and improve communication. These advancements are critical for professional management of hybrid 
cloud security where traditions parameters don’t exist and ownership of data is decoupled. Detection mechanism 
have evolved to solve serious threads like distributive denial of service and common network attacks. Traditional 
methods will not able to handle large data flows whereas, machine learning models like support vector machines 
are more reliable researchers have found that combining SVM with other classification algorithm increases the 
accuracy of intrusion detection system(IDS). 
To handle the constant flow of new data in cloud services specifically the incremental SVM method allow model 
to update without the need of programming providing training again. it helps in maintaining efficiency in the 
environment with heavy resource these proactive approaches are important for spotting zero – day attack or 
unknown attacks they work on finding the unusual behaviour detection to identify the deviation from regular 
uses that the system might miss. Beyond basic detection the literature focuses on need to manage security 
through fault tolerant software setup. Recent development like CC-COA method (cat boost integrated with the 
chameleon optimization algorithm demonstrate that adjusting the hyper parameter for log data based on category 
can greatly improve the accuracy.  
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TABLE I. COMPARISON OF EXISTING METHODS FOR CLOUD SECURITY 

Paper Name Problem Focus Method Used Result Summary Key Limitation 
Nassif et al. (2021) Different security 

problems in cloud like 
DDoS and intrusion 

Machine learning models 
like SVM and Random 
Forest 

Most models give more 
than 90% accuracy 

SVM works well, but 
results are mostly based 
on old data 

A Comprehensive 
Review on Cloud 
Computing 

Cloud system and its 
security issues 

Review and study of 
cloud concepts 

Clearly explains cloud 
security risks 

No testing or result is 
shown 

JETM Paper (83-
JETM8685) 

Intrusion detection in 
cloud systems 

Machine learning 
classifiers 

Better detection 
compared to traditional 
methods 

Tested on limited data 

APS-0250 Paper Intelligent cloud security 
management 

ML-based attack 
detection 

Reduces false alarms and 
improves detection 

Performance depends on 
quality of data 

III. METHODOLOGY 

 
Figure 1. Proposed methodology for intelligent cloud security using machine learning 

 We collect different kinds of security data from the cloud, such as system logs, user activity, network traffic, 
and API requests. This data helps us understand normal behaviour and spot any suspicious activity. 

 Cleaning and Organizing Data: The data collected from the cloud can be messy or incomplete. So, we clean 
it by removing unnecessary information, filling in missing values, standardizing numbers, and converting 
categories into a usable format. This makes the data ready for analysis and helps the machine learning 
models work better. 

 Choosing Important Features: From the cleaned data, we pick out the important details that indicate security 
issues, like how often users log in, unusual IP addresses, request timing, resource usage, or access levels. 
We select only the most useful features to make the system faster and more accurate. 

 Training the Machine Learning Model: Next, we use machine learning to train the system on historical 
security data. Algorithms like Decision Trees, Random Forests, or SVM help detect known attacks, while 
anomaly detection or deep learning methods can catch unknown threats. The system learns what normal 
cloud activity looks like. 

 Detecting and Classifying Threats: Once trained, the model monitors cloud activity in real-time and 
classifies events as normal or suspicious. It can identify threats like unauthorized access, DDoS attacks, 
malware, insider threats, or data leaks by noticing unusual patterns. 

 Alerts and Automatic Responses: If a threat is detected, the system sends alerts to the cloud administrator. It 
can also take automatic actions, such as blocking suspicious IPs, stopping harmful sessions, isolating 
infected machines, or restricting access to resources to prevent damage. 

 Checking Performance: We test how well the system works using standard measures like accuracy, 
precision, recall, and F1-score. We also compare it with traditional security methods to show how machine 
learning improves cloud security. 

 Continuous Learning: Finally, the system keeps learning from new attacks. This helps it stay effective 
against evolving threats and zero-day attacks, keeping the cloud environment safe over time. 
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III. CONCLUSIONS 

 
Figure 2: Line chart of comparison between previously present system and our proposed system 

The above line chart shows the comparison between the previously present models and our proposed intelligent 
security management system. 
At earlier there was traditional security management system that was used in cloud computing. They work on 
fixed rules that are once taught to the system and the fixed signature. Since they can’t learn by them own so they 
were not able to handle new type of attack. 
After traditional security management machine learning based security system came in action. These System are 
able to learn from their past data and are able to detect the attack better than the traditional type of security 
system. Although it was better then also it is unable to handle the real time cloud data and unknown types of 
cyber-attacks. 
After that hybrid machine leaning model are came in action. The hybrid type of models is developed by using 
more than one machine learning algorithm. This model has better accuracy and the error are reduced from the 
previous type of model that were in use. It was good in all previously type of attack but it was not fully able to 
handle the new threats. 
Now, our proposed intelligent security management system had shown the highest accuracy then previously 
present models. Our system handles the threats more efficiently because it continuously monitors cloud activity 
that are happening their it also learns from new data set and it is capable to auto respond to the attacks that are on 
cloud computing. It is able to detect the known and unknown types of attack in real time. 
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