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Abstract—The study of different kinds of computing has been fascinating with the addition of
another computing model called cloud computing. The unique features of cloud computing
makes it very different from the other computing models. The datacenters in cloud use
virtualization for efficient resource utilization and management to reduce infrastructural and
operational costs. Virtualization empowered by virtual machine migration meets the increasing
demands of dynamic workload by relocating virtual machines on different physical machines.
The paper presents different virtual machine migration techniques in cloud datacenter along
with some observations and challenges.

Index Terms— Cloud, virtualization, virtual machine, migration, load balancing, consolidation.

|. INTRODUCTION

Cloud utilizes virtualization to provide a uniform interface to dynamically scalable underlying resources, with
the intention that the virtualization layer conceals physical heterogeneity, geographical distribution and faults
[1]. The purpose of virtualization is to perform resource sharing, utilization and distribution to their maximum
potential, reduce infrastructure costs and operational costs. A typical virtual machine (VM) comprises of guest
OS, guest application(s), with shared resources - like CPU cores, memory, network interface card and disk drives
- over a physical machines (PM) comprising its own layers of hardware and software. VMs reside independently,
in isolation on PM and executes over Virtual Machine Monitor or Hypervisor.

Some of the issues related to VMs are VM scheduling, VM management and VM migration. VM scheduling
addresses the placement of VMs within the cloud infrastructure while minimizing the operating costs of the
cloud itself. Different system resources are taken into consideration for VM scheduling, like CPU, memory,
network bandwidth, etc. The works in [2, 3, 4, 5] discuss some of the VM placement techniques. Once the VMs
are allocated and scheduled, frequent management of these VMs are required to control and manipulate the size
and placement of VM images in various ways to conserve resources and remove unnecessary bloats, thus the
VMs are managed through live migrations.

A. VM Migration and the Related Issues

VM migration takes place often in context of load balancing, server consolidation, server management, disaster
recoveries, etc. and can be initiated either reactively or proactively [6]. More specifically, the reasons that justify
VM migration in a production system include: i) the need to balance system load, which can be accomplished by
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migrating VMs out of overloaded servers; and ii) the need to selectively bring servers down for maintenance
after migrating their workload to other servers.

Popular hypervisors, such as Xen and VMWare, allow live/hot migration, as opposed to pure stop-and-copy/cold
migration. Live migration of VMs allows workload movement with minimal application downtime which is
important for serving live services. Live migrations are implemented using either precopy / postcopy [7] / hybrid
[8] approach. In [9], William Voorsluys et al. evaluated the effects of live migration of VMs on the performance
of applications running inside Xen VMs and showed that, in most cases, migration overhead is acceptable but
cannot be disregarded, especially in systems where availability and responsiveness are governed by strict service
level agreements (SLA). Also, the works in [10, 11, 12] present the different ways to enhance the performance of
a single VM migration.

Live migrations of multiple VMs at once in the datacenter may increase the number of VMs in transit at any
given time, thereby increasing the burden on the system infrastructure. Also, the gains from agile resource
management may diminish as the resource management overheads begin to dominate. Thus it is beneficial to
improve the VM migration efficiency either by improving the mechanisms of VM migration or by improving the
physical server or network configurations.

B. Challenges in Designing an Efficient VM Migration Mechanism in the Cloud

Currently, the cloud service providers commit only to availability of their services, through SLAs with their
customers. However, QoS guarantees are not provided, mainly due to various factors that introduce uncertainty
regarding the actual performance of VMs. Efficient VM migration mechanisms can improve utilization of the
available cloud resources, reduce execution time and mitigate the effects of uncertainty but efficient utilization
of the cloud computing infrastructure faces various fundamental challenges like workload uncertainty,
unpredictability of multi-tenancy effects, unknown evolution of accompanying data volume, time-varying
network link/server processing capacity, and partial availability of cloud-related information. [13]

Overall, the challenge lies in that a migration has contradicting consequences due to the reasons as stated: i) by
reducing the number of active servers, the load is concentrated on fewer servers which are thus loaded more; ii)
by performing load balancing, the heavy load of some servers is alleviated, but at the same time it is likely that
more servers would need to be activated to accommodate it. Thus, the efficient VM migration mechanism
depends on the relative number of VM migrations to be performed when servers are idle and loaded, as well as
on the VM migration time and VM downtime. An associated challenge would therefore be to derive analytical
model for efficient VM migration scheme taking into account the possible uncertainties of the cloud.

The rest of the paper is organized as follows. Section Il includes the generic model of datacenter management
using VM migrations and the related issues. Some of the existing approaches are reviewed and compared in
section Il1. Section IV concludes the paper.

I1. LivE VM MIGRATIONS IN A CLOUD DATACENTER

A. A Generic Model for a Datacenter Management Using VM Migrations

Typically, a cloud environment comprises of a cloud datacenter and the cloud clients. Cloud datacenter in turn
consists of many interconnected servers/PMs in which the VMs are deployed. Every PM will then set two
predefined thresholds - upper and lower - based on resource utilization [18, 21, 22, 25] and the datacenter is
usually managed as given in steps 1 and 2.

1. Place the incoming VM in an appropriate PM that will optimize the overall performance of the datacenter.

2. As the resource requirements of the VMs change dynamically over time, the performance degrades. To
overcome this, the details of resource utilization / load on every PM is collected and conveyed to centralized
Decision Maker to decide on the following.

a. If load on a specific PM exceeds its upper threshold, reduce its load by migrating an appropriately
selected VM to another PM, thus performing load balancing. [14]

b. On the other hand, if load on a specific PM reduces below its lower threshold, migrate all the VMs to
the available PMs and switch-off that PM to reduce the power consumption, thus performing dynamic
server consolidation. [14]

B. Issues Involved in VM Migrations

To achieve each of the three goals - load balancing, server consolidation, and hotspot mitigation, Mayank Mishra
et al. in [14] suggest that VM migration-based heuristics need to address three important questions: when to
migrate, which VMs to migrate, where to migrate among the set of destination host machines. Migration
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heuristics address each of these questions based on several constraints: overhead of the migration process,
impact on applications during migration, degree of improvement in intended goals of performance of resource
utilization, and soon. The various issues / policies involved in VM migrations are listed below.

1. Monitoring the resources / Information policy. In a cloud environment, monitoring is performed for two
main reasons: i) to ensure that VMs get the capacity stipulated in the SLAs; ii) to collect data for system-
wide accounting of the resources required for billing. There are two complimentary types of monitoring that
must be carried out by the system: i) infrastructure measurements, including low-level measurements of the
resources used by the VM; ii) Key Performance Indicators specific to the application. [6]

2.When to migrate? / Transfer policy. Generally, the VM migrations are triggered either reactively using a
predefined threshold or proactively after analyzing workload behavior for a specified time period. The paper
[15] explicitly specifies the migration triggering point attribute that labels the condition to migrate a VM
and these include heuristic-based, historical data-based, intelligent-learned QoS, or scheduled adoption.
Deciding on migration triggering based on heuristics lead to unnecessary migrations if not managed
properly. To avoid such multiple migrations and frequent overheads triggered by small transient spikes,
migrations are triggered only if thresholds exceed a sustained time, termed as conservative approach. Else,
the approach is said to be aggressive [20].

3.Which VM to migrate? / Selection policy. The VMs to migrate may include VMs with resource constraints
/ un-steady workload behavior/ minimum migration time/bandwidth consumption etc. [15]

4.Where to migrate? / Target policy. The selected VMs are migrated to the target PM based on the co-
location criteria attribute [15] that defines the criterion opted to co-host multiple VMs within a PM. VM co-
location criteria can be defined in terms of affinity towards shared memory / communication bandwidth
between VMs, power efficiency, sufficient resource availability, etc.

C. Classification of VM Migration Techniques

Purpose: Load Balancing / Server Consolidation

Approach: Centralized / Decentralized

Threshold values set: Static / Dynamic
VM migration techniques

Transfer policy: Historic-based/ Heuristic /Meta Heuristic
Selection policy

Target policy

Figure 1. Classification of VM migration techniques
Broadly speaking, the datacenters in the cloud are managed in a centralized /decentralized manner, either to balance /
consolidate the load or both. The thresholds can be set either statically or dynamically based on single or multiple VM
resource types). The selected VVMs are migrated reactively or proactively based on heuristics, historical data, intelligent-
learned QoS, and are migrated to the target hosts so as to optimize the objective functions. The classification of the VM
migration techniques is shown in Fig. 1.

I1l. LITERATURE SURVEY

A. Different Live VM Migration Techniques in Cloud Datacenter

Zhiyong Yang et al. in [16] proposed a load balancing algorithm based on live migration of VM. This approach
periodically collects the CPU load of all the PMs and stores it as a historical data. It then predicts the future CPU
load based on the historical data and triggers migration only when predicted CPU load exceeds upper threshold
for specified times. Fractal method is used to predict the CPU load as it has self-similarity. This approach limits
its scope to migration triggering rule and do not consider which VM to migrate and where to migrate.

Xin Lu and Zhuanzhuan Zhang in [17] presented Modified Best Fit Decreasing (MBFD) algorithm for VM
dynamic migration. To mitigate the hot-spot hosts, this selects the VM with maximum load from the hot-spot
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host to migrate to the target host selected using MBFD. MBFD selects a non-hot-spot host whose difference
between the current load of that non-hot-spot host on VM migration and the maximum threshold is minimum.
Rajyashree et al. in [18] proposed a double threshold based load balancing approach, where the thresholds are set
dynamically based on the load in the last 20 sec. For load balancing, it selects the VM - whose utilization is
greater than or equal to the difference between the upper threshold and the host current utilization - to migrate to
a target host — where i) current utilization lies between its upper and lower threshold and ii) the utilization do not
exceed its upper threshold on migration. If no such target host is found, then VM is placed on new host. It also
performs server consolidation.

Khushba Maurya et al. in [19] present an energy conscious, power aware load balancing strategy based on
adaptive migration of VMs. This approach sets the two thresholds dynamically as in [18] but differs in VM
selection and target selection. It selects multiple VMs - with minimum migration time - iteratively from
overloaded host to migrate until its utilization reduces below its upper threshold. Also, the target host is selected
using Power Aware Best Fit Decreasing (PABFD) algorithm which selects the host that has a minimum increase
in power utilization on VM migration.

Wei Zhang et al. in [20] proposed a load balancing technique called Live VM Migration with less Cost and
application Interference (LVMCI) by migrating the VMs conservatively. It estimates the migration cost of every
VM of the overloaded PM in terms of its CPU utilization during the memory iteration time and downtime and
selects the VM with minimum migration cost to migrate. Later, it estimates the performance interference of a
migrating VM with the VMs of other hosts and selects the host with minimum performance interference as target
host.

In [21], the authors proposed novel adaptive heuristics for dynamic consolidation and load balancing of VMs
based on statistical analysis of historical data collected from the VVMs resource usage. The upper threshold is set
dynamically using Median Absolute Deviation (MAD)/Inter Quartile Range (IQR)/Local Regression
(LR)/Robust Local Regression (LRR) and overloaded host is detected. The VM from overloaded host is selected
based on three policies, Minimum Migration Time (MMT), Random Choice (RC), Maximum Correlation (MC)
and the target host is selected using PABFD algorithm. Of all the combinations, LR+MMT algorithm is found to
reduce energy consumption and ensure a high level of adherence to prescribed SLAs.

Xiong FU et al. in [22] proposed VM selection and VM placement algorithms for dynamic consolidation of
VMs. This approach set the thresholds dynamically as in [35]. To balance the load, the VM selection algorithm
Meets Performance (MP) selects the VM with minimum size whose migration from that host reduces its load
lower than upper threshold. The VM placement policy Minimum Correlation Coefficient (MCC) selects the
target host that has a minimum correlation coefficient between the migrating VM and the VMs of other hosts.
The authors in [23] address the load balancing problem by defining two parameters, Integrated Overload Index
(101) for each PM, using the measured CPU load at a given time and Overload Index (Ol) using some prescribed
maximum capacity. If host’s 101 exceeds Ol, then the host is overloaded. To balance the load, VMs are selected
using four different policies, random policy, volume-aware, volume-aware with setpoint normalization and
migration likelihood with setpoint normalization.

VMs with strong utilization correlation should be scattered on different PMs to reduce the risk of future
overload. Xiangliang Zhang et al. in [24] proposed a load balancing algorithm Scattered and compared with
Largest VM First (LVF) algorithm. The Scattered algorithm selects the VM - with strong correlation with other
VM on that host and whose utilization has large variance during certain time - and migrates to a host with fewer
numbers of correlated VMs, hosting VMs and large free capacity. On the other hand, LVF algorithm selects VM
with largest CPU requirement to migrate to a host with largest free capacity among non-overloaded hosts.
Xiaoying Wang et al. in [25] proposed a decentralized VM migration approach to balance the load, save energy
consumption and maintain QoS. Here, every PM periodically evaluates a parameter load index based on its CPU
utilization and shares it with other PMs. Each PM will then add the received load index values into its load
vector. On overload detection, a VM is migrated to the target host using BestFit (most light-loaded) strategy.

Ren Gao et al. in [26] present a novel approach to balance the load dynamically using ant colony optimization
(ACO). Two strategies, forward-backward ant mechanism and max-min rules, are used to quickly find out the
candidate nodes to balance the load. ACO is suitable for load balancing because it is a self-organizing algorithm
based on the local information to make judgments and actions, that is, the system does not require a global
control center. Also, the larger sized VMs are migrated from overloaded host to under-loaded hosts.

Mahdi Mollamotalebi et al. in [27] aims to effectively place the VMs, relocate/migrate the VMs to balance the
load and also periodically consolidate the VMs for energy efficiency. It achieves these by considering two
single-goal approaches, Energy-Reduction to reduce the energy consumption and SLAV-Reduction to reduce the
SLA violation rates. It then presents a double-goal approach - Energy-reduction and SLAV-reduction dynamic
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run-time replacement (ESDR), achieving the above two goals simultaneously. With regard to changes of
datacenter’s state, ESDR switches between different policies at run-time if it is necessary. It checks datacenter
metrics monitored during different executions in order to determine if current in-use approach needs changes. It
uses SLA violation and power efficiency ratio metrics to evaluate whether the active approach should be
switched.

Salam Ismaeel in [28] proposed the proactive dynamic provisioning framework in a data centre with a focus on
energy conservation. The framework consists of an important subsystem namely, Workload Prediction
Subsystem, that predicts the load based on prediction techniques. It also explains different techniques to detect
host overload / underload, VM selection, VM placement and migration.

To reduce the power consumption, the VM placement algorithm of OpenStack Neat - Modified Best-Fit
Decreasing (MBFD) - minimizes the number of servers but increases SLA violations and the VM migrations. To
overcome the drawbacks of MBFD, the authors of [29] proposed VM placement algorithms based on both bin-
packing heuristics and servers’ power efficiency, namely Power Efficient FFD (PEFFD), Power Efficient BFD
(PEBFD) and Medium Fit Power Efficient Decreasing (MFPED). MFPED improves SLA violation and number
of VM migrations against MBFD by up-to 78% and 46%, respectively, depending on the cloud scenario.

B. Review Summary of Different Live VM Migration Techniques in a Datacenter

The review summary of different live VM migration approaches are tabulated in Tables 1 and 2. First, the works
discussed in [16-24] balance the load in a centralized manner but suffer from scalability and fault-tolerant issues.
To overcome these drawbacks, the decentralized load balancing approaches are listed in [25, 26]. Also, the
works in [18, 21, 22, 25, 27] perform server consolidation along with load balancing.

Second, to detect the hosts as overloaded/underloaded, the static threshold values are set in [16, 17, 20, 25]. It is
observed that the greater upper threshold in load balancing increases the resource utilization and reduces the
number of migrations whereas the greater lower threshold in server consolidation reduces the resource utilization
and increases the number of migrations. Also, the static thresholds are not suitable for dynamic, adaptable and
unpredictable workloads, if not set properly. To overcome these limitations, thresholds are set dynamically in
[18, 19, 21, 22, 23, 24, 26, 27] to adapt to the changing workload patterns exhibited by the applications.

Third, the works in [16, 21, 22, 23, 24, 25, 27] considered only CPU to measure the VM load, whereas [17, 18,
19, 20, 26] considered combinations of CPU, memory, and bandwidth. Fourth, VM migrations are triggered by
considering different scenarios. Analyzing the historic-based data and deciding on migrations is in [16, 21, 22],
collecting the load related information and applying heuristics online is done in [17, 18, 19, 20, 23, 24, 25, 27]
whereas meta-heuristic based migration decision is in [26]. Also, the aggressive migrations will increase the
number of migrations, rather conservative migrations as in [16, 20] are preferred.

Finally, VMs are selected for migration based on their size, migration time, migration cost, correlation etc and
destination hosts are selected based on either First Fit, Best Fit, First Fit Decreasing, Best Fit Decreasing,
Modified BFD, PABFD, or Minimum correlation etc.

TABLE |. METHODOLOGY USED

P Methodology used Centralized / Monitored Optimization Objective Simulator
No. Decentralized, | Parameters
Static /
Dynamic
16 Load balancing Centralized, CPU Max. resource utilization Testbed
Static in general
17 VM Dynamic Migration Scheduling Centralized, CPU, memory, Min. variance of CPU Cloudsim
Model Based on MBFD Static bandwidth utilization 3.0.3
18 Double Threshold Based Load Balancing | Centralized, CPU, memory, Exact solution Testbed
Approach Dynamic bandwidth
19 Energy Conscious Dynamic Provisioning | Centralized, CPU, memory, Min. variance of CPU Cloudsim
Dynamic bandwidth utilization
20 Live VM Migration with less Costs and Centralized, CPU and disk Min. migration cost and Testbed based
application Interference Static performance interference. on Xen
21 Adaptive heuristics for dynamic Centralized, CPU Max. Resource utilization, Cloudsim 3.0
consolidation of VM Dynamic Min. energy consumption

28




22 VM selection and VM placement for Centralized, CPU Max. Resource utilization, Cloudsim 3.0
dynamic consolidation Dynamic Min. energy consumption
23 Virtual machine migration in cloud Centralized, CPU Max. resource utilization Testbed
infrastructures Dynamic
24 Scattered algorithm Centralized, CPU Min. bandwidth / Testbed
Dynamic aggregate traffic rates
25 A Decentralized VM Migration Decentralised, | CPU Min. energy consumption, Testbed
Approach for datacenter Static SLAs, Max. QoS,
26 Dynamic Load Balancing Strategy using Decentralised, | CPU, memory, Max. resource utilization Cloudsim 3.0
Ant Colony Optimization Dynamic bandwidth
27 Energy-reduction and SLAV-reduction Centralised, CPU Max. Energy-reduction and | DCSim
dynamic run-time replacement Dynamic SLAV-reduction Simulation
29 Energy-aware VM placement algorithms | Centralised, CPU Min. the power Cloudsim
for the OpenStack Neat consolidation Dynamic consumption
framework
TABLE Il. DETAILS OF VM MIGRATIONS AND RESULTS
P Purpose When to Which VM to migrate? | Where to migrate?/ Observations from results
No. migrate? / / Selection Policy Target Policy
Transfer Policy
16 Load balancing Historic - -- Reduced frequent migration and
based data overheads
17 Hot-spot mitigation | Heuristic Maximum load VM MBFD Reduced energy consumption,
number of migrations, SLA
violations
18 Load balancing and | Heuristic VM with utilization PM, which will not Reduced energy consumption,
consolidation greater >= (upper be overloaded on VM | efficient resource utilization and
threshold-host migration minimum number of migration
utilization)
19 Load balancing Heuristic Multiple VMs with PABFD Reduced energy consumption
minimum migration
time
20 Load balancing Heuristic VM with minimum PM with minimum Downtime is high for the
migration cost performance workloads with high frequent
interference dirty rates
21 Load balancing and | Historic VM with MMT, RC, PABFD Reduced energy consumption,
consolidation based data MC number of VM migrations, SLA
violations
22 Load balancing and | Historic MP MCC Reduced energy consumption,
consolidation based data SLA violations
23 Load balancing Heuristic Random, VA, VA, PM with minimum Reduced number of migrations
MLy load per VM, inter-arrival migration
time
24 Load balancing Heuristic VM with strong PM with fewer Reduced overload risk, number
correlation & large number of correlated | of migrations, minimal impact
variance VMs, the hosting on communication cost
VMs and large free
capacity
25 Load balancing and | Heuristic VMs whose migration Most light-loaded Reduced SLA violations,
Consolidation reduces the load. host number of VM migrations,
energy consumption
26 Load balancing Meta Heuristic | Larger sized VM Underloaded host high network performance
under medium and heavily load
27 Load balancing and Heuristic VM with max CPU PM with sufficient Increased host utilization,
Consolidation utilization CPU resources (FFD) | Reduced power consumption,
SLA violations, number of
migrations
29 Load Balancing and | Heuristic VM s of lightly loaded PEFFD, PEBFD, Reduces the power consumption,
Consolidation PMs MFPBD SLA violation and number of
migrations
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IV. CONCLUSION AND FUTURE CHALLENGES

The unpredictable workload nature, varying bandwidth capacity, inability to accurately predict application
demands, and aggressive migration decisions call for dynamic, adaptive, lightweight, and optimal VM migration
scheme so as to improve applications performance, resource utilization, energy consumption and fault tolerance.
The lightweight VM migration design tends to reduce the overall development effort, adds to application
performance, and speed-up the processing in the datacenter. Yet many challenges still exist in the datacenter
concerning the accuracy in estimating the resource demand of cloud-hosted applications, the optimal distribution
of VMs over hosts due to the dynamic resource demand of hosted applications, and the security while co-hosting
VMs within servers.
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