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Abstract— With the creation of big data and the increasing adoption of cloud computing, secure
and efficient storage solutions for big data in a cloud environment are of paramount importance.
This paper presents a novel approach for achieving both efficiency and security in the storage of
big data by utilizing Triple Data Encryption Standard (3DES). The proposed solution leverages
the strength of 3DES, which applies the Data Encryption Standard (DES) algorithm three times
sequentially, to provide a higher level of security. Additionally, to ensure efficiency in the cloud
environment. The existing privacy preserving approaches showed several disadvantages such as
a lack of data privacy and accurate data analysis, a lack of efficiency of performance and reliance
on a third party, which considers the susceptibility of security and reveals the secret data of the
individual. The outcomes demonstrate storage and privacy achieved by the proposed solution,
making it a promising system for the storage of big data in cloud environments as compare to
existing approaches.

Index Terms— Big Data; Cloud; Security; Triple Data Encryption Standard, Data Compression;
Cloud Data Storage, etc.

|. INTRODUCTION

Cloud Computing is a fast-developing business computing model and has many advantages, such as large storage,
low cost, and scalability. More and more enterprise users are apt to outsource their Big Data to cloud servers for
storage and processing [3]. The storage of Internet of Things (IoT) Big Data in Cloud Computing is a research
focus in the field of 10T. Since cloud storage systems provide on-demand storage services, storing 0T Big Data
in cloud storage systems is both economic and environmental [9]. However, because cloud service interruption
occurs frequently [22-25], 10T Big Data stored in single-cloud storage systems are at risk of being unreachable.
To ensure that data can be accessed when several cloud services are interrupted, many institutions attempt to store
data in modified cloud storage systems. However, existing cross-cloud storage systems are difficult to implement
as it is hard to integrate cloud storage services from different cloud service providers [1].The size of generated
data per day on the Internet has already exceeded two exabytes [26]. Outsourced storage service has become the
new trend for data owners to upload their Big Data to remote storage servers, in which the cloud storage service,
e.g., Amazon Simple Storage Service (S3), Microsoft Azure Storage, has become a popular option for data owners
[27]. However, as a centralized storage paradigm, cloud storage suffers from single point of failures [28] due to
system failures, power outages, or even malicious attacks [29-30], which results in many cases of data breaches or
data loss in the cloud [2].
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In addition, the creation and maintenance of data centers is expensive, requires specialized workforce, and can
create hurdles to sharing. Conversely, attributes like cost-effectiveness, ease of use, and (almost) infinite scalability
make public cloud services natural candidates to address data storage problem [5].The efficient data storage for
storing the Big Data is enabled by data deduplication and to ensure privacy in existing data deduplication is a
complex task. It’s also suggested that about 75% of digital data are identical (or duplicate) [31], and data
redundancy in backup and archival storage system is significantly more than 90% [32]. While cost of storage is
relatively cheap and advances in cloud storage solutions allow us to store increasing amount of data, there are
associated costs for the management, maintenance, processing and handling of such Big Data [33-34] It is,
therefore, unsurprising that efforts have been made to reduce overheads due to data duplication. The technique of
data deduplication is to eliminate duplicate data, by storing only a single copy of redundant data [4]. In other
words, data deduplication technique can significantly reduce storage and bandwidth requirements [35]. Also in
many situations, the cloud is not considered fully trusted. Thus, the client may employ encryption schemes to keep
data confidential before uploading it to the cloud. However, in MSC-based applications, data always be related to
certain information, such as location in formation in location based services. In this situation, which item of data
is being accessed leaks addition information to the cloud server. By utilizing this leaked information of access
pattern, the cloud may infer the operation of the client and even the content of the encrypted data. Generally a
cloud can identify approximately 80% of the search queries by applying a general inference attack with access
pattern leakage and minimal background knowledge [6].

Also it is seen that the cloud server is rich in storage and computing resources, edge servers are near to 10T devices,
and loT devices usually have limited resources. The collaborative storage enables the the edge servers rapidly
respond to requests from loT devices, e.g., analyzing data collected from 10T devices in real-time and forwarding
processed data to the cloud server to save the cost of 10T devices [8].Among all security issues of cloud storage,
data integrity is the most basic one, as it convinces data users that the data they store on the service provider is
complete. To deal with the data integrity issue, the concept of data integrity auditing has been proposed, which
adopts a third party auditor to audit whether the service provider has stored the users’ data intact. Up to now, many
public data integrity auditing protocols have been proposed by researchers to achieve different security and
functional features, such as privacy preserving, storage correctness, batch verification, and dynamic support., most
of solutions are designed based on the public key infrastructure (PKI),which brings a heavy key management
burden to the data users. As a result, identity- based cryptography has been exploited by researchers in the public
auditing protocols to avoid the potential key management problem [7].
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Fig. 1 TDES block diagram for encryption

Il. RELATES WORK OR LITERATURE STUDIES

Cloud Computing, plays a major role in information and knowledge extraction. Efficient handling of Big Data
often poses innovative security challenges for usual data encryption standards, methodologies and algorithms.
Existing studies of data encryption focused on small-to-medium-size information, which does not work well for
Big Data due to issues in the presentation and scalability. Thus, important policies for data access control and
safety running need to be formulated for dealing with Big Data and this requires incorporating new data
management systems. [21].

» An Overview of Big Data And Cloud Computing

Big Data refers to extremely big and complex datasets that cannot be efficiently managed, processed, or analyzed
using conventional data processing techniques. It encompasses huge amounts of structured, semi-structured, and
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unstructured data that is generated from a variety of sources, including business transactions, social media, sensor
data, scientific research, and more [6].

A new popular term known as Big Data technology, used in order to describe the astonishingly accelerated growth
of the amount of data (data volume) of structured and unstructured form.. Infrequently, it also relates to a certain
size of data set. Precision in Big Data could result in more secure decision making, and better decisions may lead
to an increased operational efficiency, reduced costs, and minimized risk [13].

» Methodology

Cloud Computing technology offers utilities which consist of Platform as a Service (PaaS), Infrastructure as a
service (laaS), and Software as a service (SaaS). It is most continent way to offer computation services and can be
accessed remotely [4].

Encryption techniques are being used to ensure isolation of data in Internet of Things (10T) cloud and ensure
privacy. Machine Learning (ML) Algorithms are in use including Decision Tree (DT), Support Vector Machine
(SVM), Naive Bayes (NB), K-nearest Neighbors (KNN), and Random Forest (RF) [6] These are the five different
Machine Learning Algorithms are useful to classify the dataset. Each of the layout strategies displays a
characteristic appropriateness and specificity that depends on the type of dataset [10].

Clustering it is fundamentally a type of unsupervised learning technique. An unsupervised learning technique is a
technique in which draw references from datasets consisting of input data without labeled responses. Generally, it
isused as a process to find important structure, illustrative underlying processes, generative features, and groupings
inbuilt in a set of examples.

K-means clustering algorithm it is the simplest unsupervised learning algorithm that solves clustering problem. K-
means algorithm is partitions n observations into k clusters where each observation belongs to the cluster with the
nearest mean serving as a prototype of the cluster [15-19].

In this methodology, also provide the role of the optimization will be to design the keys of large length for ensuring
the data privacy without being intruded by any attacks. This methodology provide an optimal 3DES based on the
nature-inspired characters, such as coyote and deers, and the role of the optimization will be to render the best keys
for data privacy protection. The 3-DES algorithm can reduced the influence of weak and semi weak keys. An
optimal 3DES is more flexible and faster [36].
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* Related Work

Efficient handling of big data is a process in cloud storage to exclude duplicate data and achieves data privacy.
Many researchers have investigated different aspects of securing big data in cloud environments, including
encryption techniques, access control mechanisms, and data integrity verification [11 - 12].

TABLE |. RELATED WORK IN BIG DATA AND CLOUD COMPUTING

Sr. |[Author Methodology Result Limitation
No
1 [Haiyang Yu etal.|Continuous  Big  DataThe method has reducedcomputation cost[The methodobserved
(2021) [2] integrity Checking| andtransmission cost. the
approach. challenges ofinconsistency

between files and
\verification tags.

2 |Stergiou 3DES Algorithm Security and  privacyissues security and privacyissues
Christoset al. of both
(2017) [13] technologies
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IAmanpreet Kaur|
Sandhu et al|
(2022) [14]

ClassificationAlgorithm

Classification and characteristicsof Big Data are|Distributed databasestorage,

discussed, alongwith various Cloud services, data

suchas Microsoft Azure, Google Cloud,Amazonjprivacy/security, and heterogeneity
Web Services, dataformats

International Business Machine cloud, Horton|
orks, and MapR

Kamalpreet

Kauret al. (2017)
[16]

MapReduce Algorithm

Describe and identify most vulnerable aspects offProtecting the system from attacks by
securitythreats in cloud environment utilizing the resources and mitigate risks
is

lonly one importantproblem

'Yong-Hyun Kim
etal. (2017) [20]

BigPros system , Dynamic|
\Workflow model, Directed

IAcyclic
Graph;MapReduce

Provide an efficient data processing method for,
la medical Big Data analytics in the hybrid
cloud

Data Ownership andControl, Compliance
Challenges

TABLE Il: THE RELATED WORK ON CLOUD STORAGE METHOD
Sr. |Author Methodology Result Limitation
No
1 |HanBaoetal. |Adaptive erasure code for JoinThe method has reduced Network Resource[The system has increasedcomplexity duef
(2019)[1] Cloud storage Method consumption(NRC) and low repair time. {to more number of storage nodes.
2 [Han Yuetal. ([The public auditing  [The system is resilient to keyexposure  [The system have the lessstorage
(2020) [3] scheme for dynamic data and verifies the integrity and integrity
storage. of data on the demand of users. \verification speed.
3 [Ricardo Mendes [Cloud backed storage system  [The system can store and share a large[The system observed thepotential
et al.(2019) [5] ith Byzantineresilient data critical datasets in acontrolled manner. security issues.
centric
algorithm.
4 Uia-Nan Liu etal. |Cloud storage using [The system provides improvedresistance [The system observed thecomputation
(2020) [6] Oblivious Selection and to malicious clouds. overhead.
Update protocol.
5 [Xiong Li etal. [Datastorage using identity-basedThe system has minimized the data The system observed the challenge
(2020) [7] dynamicdata auditing protocol. |integrity issues. of high
computational cost and
security issues.
TABLE Il : THE RELATED WORK ON CLOUD SECURITY
Sr.JAuthor Methodology Result Limitation
No
1 [Xue Yangetal. [Efficient The system provided high dataavailability, The system observed the challenge ofi
(2020) [4] D accountability and data loss and corruption.
ataDeduplication  |improved resiliency to brute-forceattacks .
scheme
2 [Harsha |Attribute basedDistributed multi-authority ABE schemeand thereby they |Central TA to manage allattributes in
encryption  (ABE)jshow how a patient- the publicdomain
S.Gardiyawasam |mechanisms centric and attribute based PHR sharingscheme
Pussewalag etal.
(2017) [9]
3 [E. Triple DES Big database reduce process Map-Reduceframework withThe system observed thetime and
Shanmugapria et Optimal Fuzzy C means (OFCM) to Clustered data aresecurity issues.
al. (2019) accumulated in the cloud and furthermore using
[10] classification approach to classify sensitive and non-
sensitive data in the
cloud to encryption.
4 Hui Cui et al. |Attribute-based IAttribute-based storage system withsecure deduplication inTo modify a cipher text over one
(2016) [11] lencryption a hybrid cloud setting, where a private cloud is responsiblefaccess policy into cipher texts of the
for duplicate detection and a public cloud manages thesame plaintext but under other access
storage. policies  without revealing  the|
underlying
Plaintext.
5 |A. Alabdul atif etFully /A privacy-preserving distributed analytics framework foriSecure distributed data processing|

al. (2019) [12]

Homomorphic
Encryption (FHE)

Big Data in cloud. Fully Homomorphic Encryption|
(FHE) is used as an emerging and powerful cryptosystem|
that can carry out analysis tasks on encrypted data.

model with possible enhancements to
its capabilities for more advanced data
mining models.
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I1l. MOTIVATION

Efficient and secure Big Data storage in a cloud environment is a crucial concern in today's data-driven world. The
increasing volume, velocity, and variety of data generated by various sources necessitate robust storage solutions
that can handle large-scale datasets while ensuring data confidentiality and integrity. One approach to achieving
this is by using Triple Data Encryption Standard (3DES) for securing Big Data in the cloud [7].

Triple Data Encryption Standard (3DES) is an encryption algorithm that applies the Data Encryption Standard
(DES) algorithm three times to each data block. It provides a higher level of security compared to the original DES
by using a longer key length and multiple encryption rounds. The use of 3DES can help protect sensitive data
stored in the cloud from unauthorized access and mitigate the risk of data breaches [9].

IV. SECURITY AND CHALLENGES

The cloud-based data systems require the more storage space for the data abundance and maintenance that

increases the expensive cost [37].

» The cloud storage faces the data governance and revocation problem due to the users request for the data
modification and deletion operations.

» Most of the big data storage it only tolerates crash failures and is not improved to handle big data effectively
which should be minimized.

» The big data storage, in which choosing the right data Visualization Tools is important that affects the
efficiency.

» The big data storage in which choosing the self-service analytics or business intelligence solution is considered
for enhancing the efficiency.

V. APPLICATION OVERVIEW

1. Data Encryption with Triple DES

Encryption Process: Employ Triple DES encryption algorithm to encrypt the data before storing it in the cloud.
This involves dividing the data into blocks and applying the encryption algorithm multiple times to enhance
security.

Key Management: Implement secure key management practices, including key generation, storage, rotation, and
distribution to authorized users, ensuring the confidentiality of keys used in the encryption process.

2. Cloud Storage Integration

Secure Cloud Storage: Utilize a reputable and secure cloud storage service (like AWS S3, Google Cloud Storage,
etc.) with robust security measures to store the encrypted data.

Access Control: Implement access controls and authentication mechanisms to restrict unauthorized access to the
stored data.

3. Data Retrieval and Decryption

Authorized Access: Implement mechanisms to ensure that only authenticated and authorized users can retrieve and
decrypt the stored data.

Decryption Process: Use the appropriate keys and decryption algorithms to decrypt the data retrieved from the
cloud before presenting it to authorized users.

4. Privacy and Compliance

Compliance Measures: Ensure compliance with relevant data protection regulations (e.g., GDPR, HIPAA, etc.)
and industry standards concerning data privacy and security.

V1. CONCLUSION

The privacy and security of big data is a problematic issue that restricts organizations in utilizing Cloud services.
In order to solve such an issue, TDES methodology is used to provide security for the big data in Cloud
environments. The proposed research intent to leverages the strength of 3DES, which applies the Data Encryption
Standard (DES) algorithm three times sequentially, to provide a higher level of security. Additionally, to ensure
efficiency in the Cloud environment, the research work aims towards optimizations through parallel processing
and data compression techniques. The combination of 3DES encryption and the use of optimization strategies aims
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to address the challenges of securing Big Data while minimizing the impact on storage and retrieval performance.
The effectiveness and performance of the proposed approaches will evaluated through experiments and compared
with the existing encryption schemes. The proposed research outcome is to demonstrate the issues related
efficiency and security of storing Big Data in Cloud Environment.
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