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Abstract— This paper presents an enhanced anomaly detection system for Docker containers,
leveraging an improved version of the Isolation Forest algorithm. Due to the highly dynamic
and ephemeral nature of containerized environments, traditional monitoring approaches often
fall short in identifying issues such as performance degradation, security breaches, and
inefficient resource usage. Docker containers are widely adopted for deploying scalable
applications in isolated environments, but their complexity makes consistent and accurate
monitoring a challenge. To address this, our approach integrates hyperparameter tuning and
optimized feature selection into the Isolation Forest model, significantly improving its ability to
detect abnormal behavior. We evaluate the system using real-world Docker container data, and
the results demonstrate superior performance compared to conventional methods. The
proposed solution effectively identifies both known and previously unseen anomalies in real-
time, without relying on labeled datasets.

Index Terms— Anomaly monitoring, Docker container, Log analysis, Isolation forest.

|. INTRODUCTION

With cloud computing becoming more accessible, Docker containers are widely adopted for their fast

deployment capabilities, especially by companies like Amazon, IBM, and Oracle. However, as container usage

increases, so do concerns around security and stability. Notable incidents, such as outages in Amazon’s cloud

infrastructure, highlight the need for effective anomaly detection to maintain service reliability. Traditional rule-

based or statistical methods often fall short in detecting subtle issues in complex, multi-container environments.

Density-based techniques like LOF and ABOD offer better results but can be computationally heavy at scale.

Existing monitoring tools such as Nagios and cAdvisor use fixed intervals, which either increase overhead or

delay detection.

To address these challenges, this study proposes an optimized Isolation Forest-based system for Docker

container anomaly detection. It passively monitors multi-dimensional resource metrics and assigns importance

weights based on workload types. The system adapts monitoring intervals in real-time and uses anomaly scores

to trigger root cause analysis via container logs.

Key contributions include:

» A dynamic anomaly detection system tailored for Docker containers.

» A weighted Isolation Forest model that improves detection by considering workload-specific metrics.

» Experimental validation in simulated and AWS environments to assess detection accuracy and system
responsiveness.
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Il. RELATED WORK

Traditional monitoring tools like Nagios [8], Zabbix, and Ganglia [6] are effective for static systems but lack
adaptability for dynamic containerized environments. Container-specific tools such as cAdvisor [13] and Anand
et al.'s framework [12] enable lightweight monitoring but fall short in persistent data storage and advanced
anomaly detection. Statistical [9], entropy-based [22], deep learning [23, 24, 25], distance-based [26, 27], and
density-based methods like LOF [10] offer partial solutions but struggle with high-dimensional data and
scalability. Isolation Forest (iForest) [20] stands out for its efficiency in such contexts but assumes equal feature
importance, which limits accuracy in diverse workloads. Recent research [16, 18] focuses on orchestration and
scaling, with limited emphasis on real-time anomaly detection or automated fault diagnosis. This highlights a
gap for integrated solutions that support workload-aware feature optimization, adaptive monitoring, and log-
based root-cause analysis.

I1l. PROPOSED METHODOLOGY

A. System Architecture

The system includes four primary modules in Figure 1 below—Monitoring Agent, Monitoring Data Storage,
Anomaly Detection, and Anomaly Analysis. Each host runs a lightweight monitoring agent that collects resource
usage, which is stored in a time-limited InfluxDB instance and analyzed using an Isolation Forest algorithm.
Detected anomalies are further examined through log analysis.
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Figure 1: System Architecture

B. Monitoring Agent

The agent is composed of functional modules for:

Real-time resource metric collection (CPU, memory, 1/O, network).
Data formatting and mirroring aggregation.

Container lifecycle tracking via Docker API.

Adaptive monitoring period adjustment based on anomaly sensitivity.
Container queue management and prioritization.

Log collection and data transmission.
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C. Monitoring Data Storage

Utilizes InfluxDB to store container metrics and metadata. Data is retained for one hour and monitored through a
control table. If 100 data rows are collected for a container, they're sent in JSON format to the anomaly detection
module for analysis.

D. Anomaly Detection (iForest Optimization)

A modified Isolation Forest algorithm is used to detect anomalies:

» Assigns dynamic weights to resource metrics based on container behavior.

» Adjusts feature selection bias to focus on active resources.

» Tracks isolation features across trees to identify the root resource causing anomalies
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Algorithm 1 Weighted random algorithm

Input: My, My, M3, M, ///M; is CPU weight, M, is
Memory weight, M3 is IO weight, M, is Network weight.

Output: i ///A feature among the four features (CPU
usage rate, Memory usage rate, IO rate, Network usage
rate).

1: Myy = My + My + M3 + My

2: R = Random/() * My,

3 fori =4,R>0,i=%—1do
4: R=R- M,

5. endfor

6: return ¢

E. Monitoring Period Adjustment

Based on the container’s anomaly score:
» If the score is within a warning range, monitoring frequency is increased.
» If the score returns to normal, the monitoring period is reset.

d+p
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F. Anomaly Analysis

» Log Preprocessing: Filters out noise and irrelevant logs[27] (e.g., HTTP access logs, escape sequences).
» Log Analysis: Uses a rule-based system and Apriori algorithm to detect known and unknown patterns. New
patterns are added to the rule base for continuous improvement[28].

IV. RESULTS AND DISCUSSION

Experiments were conducted in both simulated and real-world cloud setups. The real-world test used Amazon
EC2 instances (t3.medium and t3.small) with Ubuntu 16.04 and Docker 18.03.1-ce. Two representative
containerized applications from CloudSuite—Memcached and Web Search—were used, with Mutilate and
Faban generating realistic workloads.

To evaluate system effectiveness, four types of faults were injected: CPU overload, memory leaks, disk 1/O
spikes, and network congestion. These were simulated using stress loops, heap allocations, FIO, and bandwidth
throttling.
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Figure 2: Scatter Plot of src_bytes vs dst_bytes Figure 3: A Scatter Plot of src_hytes vs dst_bytes
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© # calculates the suspected share of outliers in the dataset
num_of_suspected_outliers = df [df['src_bytes'] > (median_src_b + std_dst_b)].count()
estimte_contamination = num_of_suspected_outliers / total_smaples
estimte_contamination = estimte_contamination.iloc[0]
print(estimte_contamination)
n_estimators = 50
data = df[["duration_", "src_bytes","dst_bytes"]]

# trains the model
model = IsolationForest(contamination = estimte_contamination, n_estimators = n_estimators)
model. fit(data)

0
‘

0.003950598044181244

| IsolationForest i
IsolationForest(contamination=0.003950598044181244, n_estimators=50) |

Figure 4: Isolation Forest Model Initialization
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Figure 5: Model Performance Metrics Figure 6: Distribution of Anomaly Scores from Isolation Forest

The optimized Isolation Forest (iForest) algorithm was compared against the baseline iForest and Local Outlier
Factor (LOF). Results showed:

» Higher accuracy and lower false alarms for optimized iForest.

> Better detection of subtle anomalies (e.g., 60-80% CPU web attacks) versus standard models.

» Clear fault localization, based on feature isolation frequency.

Example case studies showed that optimized iForest could:

» Correctly detect real anomalies like CPU spikes and network issues.

» lIgnore normal workload fluctuations.

> ldentify root causes via log correlation.

Performance tuning revealed:

» 100 isolation trees gave the best balance between accuracy and computation time.

» Dynamic monitoring intervals reduced detection delays by 13.5%, without increasing system load

IV. CONCLUSIONS

This paper presents an online anomaly detection approach for containers that leverages an enhanced Isolation
Forest algorithm to analyze multidimensional resource data. By assigning tailored weights to different resource
metrics and adjusting feature selection to reflect the specific behavior of containerized applications, the method
improves detection precision. The system also adapts the monitoring interval based on the severity of anomalies,
helping to minimize response delays. Furthermore, it incorporates log analysis to pinpoint the underlying causes
of unusual behavior. Tests conducted on both virtual and physical cloud environments confirm that the proposed
method effectively detects abnormal container activity without degrading system performance.
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