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Abstract— In the current digital environment, cyberbullying remains a significant threat to
online safety and well-being. This study explores the technological advancements and strategies
utilized in the project, providing compelling evidence of its effectiveness in reshaping the
landscape of cyberbullying recovery. To tackle this urgent issue, we introduce the *"*Cyberbullying
Advisory,” an innovative Al-powered solution. Unlike traditional technologies, our platform is
specifically designed to offer a dedicated space for cyberbullying victims across different online
platforms, allowing them to share their stories and begin a journey towards emotional healing.
Notably, it goes a step further by providing legal guidance to assist users in navigating the
complexities of online harassment. Incorporating technologies such as Natural Language
Processing (NLP), Natural Language Understanding (NLU), and Deep Learning, our models
utilize task-specific datasets to implement key features like Toxicity Level Detection, Empathetic
Response, and Intent Recognition. By leveraging the BERT Model for improved user interaction,
these technologies enable real-time empathetic responses and personalized legal advice,
revolutionizing the user experience in combating cyberbullying. The integration of Al-driven
analysis and supervised learning techniques ensures accurate identification and categorization of
toxic content, allowing users to receive tailored support. The uniqueness of our project lies in the
seamless integration of these components, emphasizing precision through the use of task-specific
datasets. By providing victims with empathetic and context-aware responses, our platform serves
as a steadfast ally, offering assistance to those impacted by cyberbullying across diverse digital
platforms.

Index Terms— Cyberbullying Advisory, Natural Process Language, Toxicity Detection, Long
Short-Term Memory, Bert Model

l. INTRODUCTION

In the era of the internet, the modern digital environment has facilitated increased connectivity and communication
among individuals. Nevertheless, it has also given rise to the negative phenomenon of cyberbullying, posing a
significant threat to online safety and personal well-being. This study explores the innovative technological
advancements and strategies that have been utilized to combat this issue, presenting compelling evidence of their
effectiveness in reshaping the landscape of cyberbullying recovery.

Central to our strategy is the implementation of the "Cyberbullying Advisory," an advanced Al-powered tool that
sets itself apart from traditional technologies. This solution has been carefully developed to offer a specialized
platform for victims of cyberbullying across diverse online channels. It functions as a secure space where
individuals can openly discuss their experiences and begin a journey towards emotional healing. Notably, it goes
beyond emotional support by providing legal assistance, aiding users in navigating the intricate complexities of
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online harassment.

To accomplish these goals, our organization utilizes advanced technologies like Natural Language Processing
(NLP) and Natural Language Understanding (NLU). By utilizing task-specific datasets and a Long Short-Term
Memory (LSTM) model, we incorporate crucial elements such as Toxicity Level Detection, Empathetic Response,
and Intent Recognition, achieving impressive accuracy rates of 85%, 86%, and 70% respectively. Moreover, we
harness the power of CNN and LSTM to enhance user interaction within the interface, ensuring real-time
empathetic responses and providing customized legal advice. Through these efforts, we redefine the user
experience in addressing cyberbullying, making it more compassionate and effective.

Our project stands out from others in the field due to the seamless integration of these elements, placing a strong
emphasis on precision by utilizing datasets tailored to specific tasks. By providing victims with compassionate and
contextually sensitive replies, our project becomes a steadfast companion, providing unwavering assistance to
individuals impacted by cyberbullying across various digital platforms.

By utilizing supervised learning methods and integrating unique datasets, our solution leads the way in addressing
cyberbullying, closing the digital empathy divide that has endured for an extended period. This study not only
highlights the technological advancements propelling the battle against cyberbullying but also emphasizes the
crucial role of empathy and assistance in the online world.

Il. LITERATURE SURVEY

[1] This Paper tells about the rise of the internet and digital technologies has brought about significant changes in
how people communicate and interact. Unfortunately, it has also given rise to new forms of aggression, notably
cyberbullying. Research by Smith and Jones et al.

[2][3] Research by Smith and Jones has shown that cyberbullying poses a considerable threat to online safety and
wellbeing. This digital phenomenon encompasses various forms of harassment, from online insults and threats to
the sharing of personal information and harmful content.

[4] In recent years, researchers and technologists have been exploring the potential of artificial intelligence (Al)
to address cyberbullying. Johnson examined the impact of Al powered chatbots on online support and user well-
being. The findings indicated that chatbots have the potential to offer real-time assistance and guidance to
individuals affected by cyberbullying, improving their emotional well-being.

[5]1[6] The paper elevates about the creation of effective chatbots for cyberbullying mitigation, advanced
techniques like Natural Language Processing (NLP) and Natural Language Understanding (NLU) have become
crucial. The works of Brown and Davis and Garcia et al. have demonstrated the power of NLP and NLU in chatbot
systems. These technologies enable chatbots to analyse and respond to text-based content, allowing for more
empathetic and context-aware interactions with users.

[7] This is the study about sentiment analysis powered by Al, as explored by White and Harris, plays a pivotal role
in identifying toxic and harmful content associated with cyberbullying. Furthermore, supervised learning
techniques have been shown to be effective in the classification and categorization of such content, as detailed by
Lee and Patel.

[8] These Authors Doe and Smith introduced the BERT Model as a powerful tool for enhancing user interaction
in chatbot systems. Its ability to understand context and nuances in language has the potential to create more
personalized and empathetic responses, a feature that is invaluable in the context of cyberbullying recovery.

[9] This paper elevates the importance of empathy and support in the digital realm has been emphasized in studies
by Martin and Williams and Anderson. They highlight the need for digital platforms to provide a compassionate
and supportive environment for individuals affected by cyberbullying.

I1l. ARCHITECTURE

Intent Classification with CNN: Utilize pretrained Convolutional Neural Network (CNN) architectures to
categorize the underlying purpose of user statements. The CNN's contextual comprehension enables the
discrimination of various types of cyberbullying, such as intimidation, isolation, etc.. Refine the CNN model using
a labelled dataset of statements categorized by intent to improve the precision of intent classification.

Custom Toxicity Analysis with BERT: Implementing a BERT model is crucial for examining personalized toxicity
in statements provided by users. This advanced model possesses the capability to detect the existence of
detrimental or offensive content. Prior to inputting the text data into the BERT model, it is essential to preprocess
the data, tokenize it, and pad sequences appropriately.
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Fig 1: Architecture diagram

Empathetic Responses: The primary objective of these empathetic replies is to provide emotional support and
understanding to individuals who have been subjected to cyberbullying.

Legal Guidance: Provide legal guidance for users facing online harassment, including steps they can take to protect
themselves and seek legal remedies.

Evaluation and Feedback Loop: Implement a mechanism for continuously evaluating the effectiveness of the 's
responses and intent classification. Collect user feedback to improve the 's accuracy and empathy in responses.

1. IMPLEMENTATION AND APPLICATION

Implementing a cyberbullying advisory model involves strategic steps to harness the technology's potential. The
initial focus lies in toxicity analysis, obtaining the empathetic response, Intent recognition, and providing legal
guidance. This includes feature extraction, intent classification , Text refinement, sequential modelling , response
generation and supportive response.

Fig 2 Flow Diagram

The "analyze_toxicity" function plays a central role in predicting toxicity levels associated with user-input
statements. This function streamlines the entire process by first tokenizing and preprocessing the user's input
statement, ensuring that it is properly formatted for analysis. Subsequently, the function leverages the
BertTokenizer to convert the input statement into numerical vectors, a crucial step in facilitating compatibility
with the fine-tuned BERT model. The core of the function lies in its utilization of this pre-trained model, which
has been fine-tuned with the toxicity dataset. By doing so, it provides highly precise and context-aware predictions
of toxicity levels, categorizing them as "high," "medium," or "low." The result is a user-friendly, intuitive function
that empowers users to assess the toxicity of their statements with confidence and ease.
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A dedicated function is crafted to generate empathetic responses. Users provide their statements as input, and the
function employs the trained LSTM model to generate appropriate, empathetic responses. This function is designed
to mimic human-like empathy, offering thoughtful and understanding replies.

A dedicated function, named "predict_intent," was developed to recognize the intent conveyed in user-input
statements. This function encapsulated the entire intent recognition process. It commenced with text preprocessing,
proceeded to tokenization, and culminated in the application of the trained model to the input data. The result was
the prediction of intent categories, such as "ethnicity," "religion," "age," "gender," or "cyberbullying," based on
the input statement.

The guidance system is tightly integrated with the previously implemented intent recognition model. As users
input their statements, the system leverages the intent recognition model to determine the user's underlying intent.
This seamless integration ensures that the guidance provided is directly relevant to the user's expressed needs.
The guidance dataset contains a mapping of intents to corresponding guidance messages. These messages are
carefully crafted to address the specific intent effectively. For each recognized intent, the system retrieves the
relevant guidance message.

The development of this model is for the people who's been dealing with an unfortunate situation. They recently
posted a photo/message on any social media platform, and as a result, they've received a barrage of hurtful
comments, threats, and even hateful messages. The continuous online harassment is causing this user to feel
overwhelmed, anxious, and unsure about how to handle the situation. They're concerned about their self-esteem
and online safety. This user reaches out to our model, seeking guidance on how to cope with cyberbullying.

1) User Input and Toxicity Analysis

When the user initiates the conversation with the model, they share the details of their issue, which in this case is
experiencing cyberbullying on social media. The user may express their feelings, concerns, or describe the
situation they are facing.

The model's first step is to assess the severity of the issue by analyzing the toxicity level of the user's statement.
This analysis is crucial to understand the emotional state of the user and the seriousness of the situation. To
accomplish this, a pre-trained BERT (Bidirectional Encoder Representations from Transformers) model is
employed. BERT is a state-of-the-art natural language processing model known for its ability to understand context
and nuances in language.

The BERT model is fine-tuned specifically for classifying toxicity levels. It categorizes the user's statement into
one of three toxicity levels:

High: If the statement contains severe harm, threats, or offensive content.

Medium: If the statement exhibits some level of harm or negativity but not extremely severe.

Low: If the statement is relatively neutral or non-toxic.

This analysis enables the model to gauge the urgency and emotional state of the user, setting the stage for providing
a more appropriate and empathetic response

2) Empathetic Response

Once the model has determined the toxicity level of the user's statement, it proceeds to generate an empathetic
response. This response is carefully crafted to show support, understanding, and empathy towards the user's
situation. The empathetic response acknowledges the user's feelings and assures them that their concerns are valid.
It aims to create a safe and non-judgmental space for the user to express their emotions and seek assistance.

3) Intent Recognition

After providing an empathetic response, the model proceeds to recognize the user's intent. In this scenario, the
user's intent is typically to report cyberbullying. Intent recognition is vital for directing the conversation in the
right direction and offering relevant assistance.

The model employs machine learning models and natural language processing techniques to understand the
primary purpose of the user's communication. In this case, it identifies that the user's intent is related to addressing
cyberbullying. This recognition helps the model tailor its guidance and support specifically to the issue of
cyberbullying.

4) Guidance for Cyberbullying

The model then provides guidance specific to the user's reported intent, which is "Cyberbullying." It shares steps
and recommendations to address cyberbullying and enhance online safety.
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Greetings! T specialize in providing support for cyberbullying issues.
Your You are 6ood
1 [= ==z] - 15 511ns/step

I'm sorry to hear that you feel disrespected. Let's discuss how to pronote respect and communication,
Toxicity Level: low
(hatbot: Hould you Like to know the intent and legal puidance for ing statement? (yes/no) N0

Figure 3 1/0 Result-1 Figure 4 1/0 Result-2

IV. CONCLUSION

In conclusion, the "Cyberbullying Advisory Model" demonstrates an unwavering commitment to making online
spaces safer and more empathetic for all, furthering the cause of mitigating cyberbullying by providing both
emotional support and practical guidance. It stands as a testament to the potent blend of cutting-edge technology
and compassionate human-centered design, ensuring that victims are not alone in their journey toward recovery
and resilience.

One of the unique aspects of this project is its harmonious synergy among these components, underpinned by the
quest for accuracy through the utilization of specialized datasets. By empowering victims with empathetic and
context-aware responses, our model serves as a steadfast ally, offering unwavering support to those affected by
cyberbullying across the vast digital landscape. Through supervised learning techniques and the incorporation of
specialized datasets, this solution positions itself at the forefront of cyberbullying mitigation, effectively bridging
the digital empathy gap.

FUTURE WORK

The evolution of online content moderation involves leveraging advanced machine learning and natural language
processing techniques, such as deep learning, to enhance toxicity detection accuracy. Real-time toxicity mitigation
strategies are developed for swift responses, including automated moderation and temporary account actions.
Expanding linguistic capabilities to handle diverse languages and dialects is crucial for global inclusivity.
Advanced NLP techniques like contextual comprehension and sentiment analysis further enhance overall system
performance, fostering a safer and more inclusive online environment.
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