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Abstract— The proliferation of deepfake technology and Al-generated synthetic media is
bringing forth extreme threats to digital content authenticity, extending to advanced detection
systems deployable on limited-resource mobile devices 2131, This work presents a systematic
investigation of lightweight convolutional neural network (CNN) architectures designed for
real-time deepfake detection on mobile devices ISl We contrast various optimization
strategies like quantization, pruning, and knowledge distillation to attain significant model
compression with preserved detection accuracy 781, Qur Binary Neural Network (BNN)
approach attains 20x computational complexity reduction with minimal accuracy loss and
attains 92.1% detection accuracy with as few as 1.2M parameters I61%, Experimental
evaluations on widely used benchmark datasets like FaceForensics++, DFDC, and CelebDF
show that optimized lightweight models are capable of attaining real-time inference speeds of
12-35ms on mobile devices while maintaining cross-dataset generalization capabilities 1111112],
The addition of frequency domain features based on Fast Fourier Transform (FFT) and Local
Binary Patterns (LBP) enhances detection performance by 3-5% across various deepfake
generation approaches [5][13][6].

Keywords— Deepfake detection, lightweight CNN, mobile computing, binary neural networks,
model compression, real-time inference, edge computing, synthetic media detection.

1. INTRODUCTION

The rapid advancement of generative artificial intelligence has led to a record boom in the creation and spread of
synthetic media content, particularly deepfakes manipulating facial looks with high realism [1][14][2]. These
forgeries made by Al are extremely perilous to information authenticity, personal privacy, and social trust and
thus dependable detection mechanisms are a pressing need [15][16][17]. While several deep learning approaches
have been demonstrated to be extremely accurate in the lab, their use on handheld devices is challenging because
of computational constraints, memory storage, and power consumption [7][18][19].

Traditional deepfake detection methods rely on computationally expensive CNN architectures like ResNet,
VGG, and XCeption that require hundreds of megabytes of memory and enormous computational power
[11][20][21]. Such requirements render them inapplicable in real-time on smartphones and embedded devices
where users most often encounter each other and would have to verify suspect content [15][22][23].
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This is also exacerbated by the fact that cross-dataset generalization is necessary due to the fact that detection
models learned on specific deepfake datasets perform poorly when tested on content produced by other methods
or in other conditions [1][11][3].

Recent advances in model compression and mobile-efficient neural network design hold promising potential to
bridge this gap between detection accuracy and computational efficiency [7][8][24]. Quantization, pruning, and
knowledge distillation approaches have been shown to be able to compress model size by as much as 90% with
tolerable levels of accuracy [25][9][26]. Moreover, top lightweight designs like MobileNet, EfficientNet, and
Binary Neural Networks have intrinsic characteristics well-suited for mobile deployment through the use of
depthwise separable convolutions and agressive quantization methods [27][28][6].

This paper contributes to the field in the sense that we provide a comprehensive evaluation of mobile deepfake
detection by employing light CNN approaches with specific focus on real-time performance demands and cross-
dataset generalization requirements.

The key contributions of the paper are: (1) comprehensive comparison of the current state-of-the-art light fake
image detection models, (2) evaluation of optimization practices for mobile deployment, (3) novel incorporation
of frequency domain features for enhanced detection, and (4) comprehensive benchmarking over multiple
datasets with specific focus on deployment practical requirements.

II. RELATED WORK

A. Deepfake Detection Approaches

Current deepfake detection research has been mainly targeted on four general categories: traditional CNN-based
detection, CNN backbone-based semi-supervised learning-based detection, transformer-based detection, and
biological signal-based detection [1][17][29]. The traditional CNN-based approaches use established
architectures like ResNet, VGG, and XCeption to learn RGB image-based discriminative features and achieve
over 95% accuracies on standalone benchmarks but perform very poorly in cross-dataset testing [11][20][21].
Alongside their work, it has been shown that transformer models outperform CNN architecture for deepfake
detection and that ViTs provide better generalization on different datasets [11][29][30]. However, they come at a
computational price: this was tainting their deployment on mobile devices until further optimization was made
[30](11][6].

B. Mobile-Optimized CNN Architectures

Mobile-efficient CNN model development has been pushed by the need to execute deep learning models on low-
resource hardware [27][7][18]. MobileNet introduces depthwise separable convolutions that reduce computation
at the cost of acceptable accuracy, with 4.3M parameters and 71.8% baseline accuracy [27][7][18]. EfficientNet
builds from this foundation with compound scaling methods that balance the network's depth, width, and
resolution for optimal efficiency [31][9][24].

Recent studies have investigated Binary Neural Networks (BNNs) as an extreme model compression method,
quantizing activation and weights to 1-bit values [5][6][10]. Although BNNs give big memory and computation
savings, their use in deepfake detection has been scarce, and recent studies have achieved encouraging
performance with FLOPs reduced by up to 20x at the cost of minimal accuracy loss [S][6][10].

C. Model Compression Techniques

Compression techniques for neural networks have evolved to address the issue of deploying deep learning
models on mobile devices [25][8][26]. Quantization-based techniques like post-training quantization and
quantization-aware training have compressed the model by 50-75% with very little loss of accuracy [8][9][26].
Dynamic range quantization and INT8 quantization have been really helpful for CNN models, like DenseNet121
achieving a 98.70% accuracy after dynamic range quantization [9][26][32].

Pruning techniques, unstructured and structured, offer orthogonal compression techniques for models through
the reduction of redundant links or entire structural components [25][26][32]. Current comparative studies show
that quantization is more likely to perform better than pruning in maintaining accuracy and that pruning is only
effective at high compression ratios [26][32][33].

D. Frequency Domain Analysis

Frequency feature fusion in the frequency domain has been a robust technique for detecting deepfakes,
exploiting the spectral domain artifacts produced by generative models [4][2][13]. Fast Fourier Transform (FFT)
feature inspection identifies subtle inconsistencies in the frequency patterns too subtle to be identified by spatial
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domain analysis [5][13][6]. Local Binary Patterns (LBP) provide complementary texture features extracting
subtle local inconsistencies [5][13][6].

Recent work that combines RGB, FFT, and LBP features into lean frameworks has not only exhibited better
detection results but maintained the computational cost low enough to be used on smartphone platforms
[51[13][6]. Multi-modal methods are particularly promising for detection of sophisticated deepfakes capable of
fooling one-domain analysis methods [2][13][6].

III. LITERATURE REVIEW

TABLE L. LITERATURE SUMMARY

Author/Year Past References

Methodology

Research Gap

Gaganeep et al

-(2024)

Analytical ~ investigation  of
deepfake detection using social
media mining

Lack of integrated social media
analysis and real-time processing
capabilities

Cosmo et al. (2023), Faccia
et al. (2022)

Maroto et al. (2024)

Comprehensive  evaluation  of
detection models for quality
across platforms

Limited exploration of mobile-
specific optimization and real-time
constraints

Chalmeta et al
Olivera et al. (2023)

(2024),

Li et al. (2024) Need for defense against non- | Insufficient use of frequency | Netzer et al. (2023), Marjit et
social media manipulation using | domain features on mobile | al.(2024)
frequency domain analysis platforms  challenging  gender
recognition and other applications
Garcia et al. (2024) Improved fake image detection | Lack of lightweight model | Social media literacy over
using XCeption with modern | optimization for mobile | threats
architectures to enhance accuracy | deployment without sacrificing
accuracy
Educational —awareness | Analysis of platform and | Limited awareness of detection | DOI: 10.6216/ijst.865, DGS:
(2024) engagement to  disseminate | capabilities in mobile environments | Practice 3006-865

information

IV. METHODOLOGY

A. Dataset Preparation

We examine four large datasets of deepfakes that span multiple generation techniques and conditions
[1][12][34]. FaceForensics++ contains 1,000 original videos manipulated by four techniques (Deepfakes,
Face2Face, FaceSwap, NeuralTextures) with varying degrees of compression[1][12][34]. The Deepfake
Detection Challenge (DFDC) dataset provides 124,000 videos of 3,426 people with eight facial manipulation
techniques [12][35][21].

CelebDF contains 590 original and 5,639 corresponding deepfake videos of subjects with different populations
[1][12][20]. WildDeepfake contains 707 deepfake videos obtained from the internet, providing realistic test
conditions [12][34][1].

B. Lightweight Architecture Selection

We compare five typical lightweight CNN architectures that are optimized for mobile deployment [27][7][28].
MobileNet employs depthwise separable convolutions with 4.3M parameters and 16MB model size [27][7][18].
MobileNetV2 employs inverted residuals and linear bottlenecks with 3.5M parameters and 14MB size
[27][71[9]. For comparative purposes, we use ResNet-50 as a baseline for standard architectures with 25.6M
parameters [31][9][24].

For comparison, we include ResNet-50 as a baseline representing traditional architectures with 25.6M
parameters [11][33][21]. Our new work targets Binary Neural Networks (BNNs) with the BNext architecture
with extreme compression with 1.2M parameters and 1.5MB model size [5][6][10].

C. Optimization Techniques

We employ several compression methods to maximize mobile deployment feasibility [25][8][9]. Post-training
quantization methods employed are Float16 and dynamic range quantization, which achieve 50-75% reduction in
size at the cost of minimal accuracy loss [8][9][26]. Magnitude pruning prunes low-priority connections,
potentially cutting parameters by 90% at the cost of minimal accuracy loss [25][26][32]. Knowledge distillation
transfers knowledge from large teacher models to small student networks, with 80% reduction in size and 2-4%
accuracy loss [19][33][25].
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D. Feature Enhancement

To improve detection performance, we integrate frequency domain features with spatial RGB information
[51[13][6]. The magnitude extraction using FFT gives spectral irregularity caused by generative models
[51[13][6].

Local Binary Pattern (LBP) calculation detects fine texture irregularities typical of synthetic material [5][13][6].
The features are integrated as additional channels to create a five-channel input (RGB + FFT + LBP) to enhance
model capacity for detecting fine manipulation artifacts [5][13][6].

V. EXPERIMENTAL RESULTS

A. Architecture Performance Comparison

Our in-depth comparison indicates significant differences in the efficiency-accuracy trade-offs in lightweight
architectures [9][33][6]. Binary Neural Networks hold the highest detection accuracy of 92.1% with 1.2M
parameters and 12ms of inference time on mobile devices [5][6][10]. EfficientNet-B0 balances performance with
77.1% accuracy, 5.3M parameters, and 35ms of inference time [31][9][24]. MobileNet variants have similar
efficiency with MobileNet performing at 71.8% accuracy in 27.14ms, and MobileNetV2 performing 146.28ms to
get 72.0% accuracy [27][7][9]-

Cross-dataset testing records catastrophic performance degradation for all the models, with 15-25% declines in
accuracy when the FaceForensics++ models are tested against DFDC or CelebDF [1][11][3]. Cross-dataset
testing records catastrophic performance degradation for all the models, with 15-25% declines in accuracy when
the FaceForensics++ models are tested against DFDC or CelebDF [1][11][34].

B. Optimization Technique Effectiveness

Quantization techniques surpass pruning techniques across all test configurations [9][26][32]. Dynamic range
quantization attains 75% size reduction with less than 2% loss of accuracy for DenseNet121, with 98.70% object
detection accuracy [9][26][32]. Floatl6 quantization attains 50% size reduction with minimal loss of
performance, along with 25-44% speedup during inference in mobile CPUs [7][9][19].

Pruning methods have varying performance depending on the base architecture and the compression ratio
[25][26][32].

Structured pruning retains 70% of the parameters of the original model with 1-2% loss in accuracy, and
unstructured pruning retains 95% of the parameters but incurs 5-8% loss in accuracy [25][26][32]. Distillation of
knowledge is most appropriate for deeper models, compressing ResNet-50 from 25.6M to 5.1M parameters with
95% original accuracy [19][33][25].

C. Real-Time Performance Analysis

Mobile deployment tests on representative hardware show common variations in inference performance
[36][37][19]. Binary Neural Networks always maintain the best inference times of 12ms on different mobile
platforms, demonstrating up to 10x speedup over traditional architecture [5][6][10].

EfficientNet-B0O enjoys well-balanced performance with 35ms inference time and greater absolute accuracy
[31][9][24].

Energy usage analysis shows light-weight models consume 60-80% less power than traditional CNN models
with the most power-efficient performance being provided by Binary Neural Networks [36][37][19]. Efficiency
comes at the expense of increased battery life and reduced thermal constraint on mobile devices [36][37][19].

D. Feature Enhancement Impact

Frequency domain feature application still improves detection performance in all the architectures by 3-5%
[S][13][6].

FFT magnitude features perform best in detecting compression artifacts and spectral abnormalities [5][13][6].
LBP features provide improvement particularly for texture operations and local abnormalities [S][13][6]. The
five-channel solution (RGB + FFT + LBP) together is the best while being efficient in computations for mobile
deployment [S][13][6].

E. Proposed Algorithm

Algorithm 1: Lightweight CNN-Based Real-Time Fake Image Detection
Input: Image I, Model M (Binary Neural Network), Threshold t = 0.5
Output: Detection result (Real/Fake), Confidence score
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: BEGIN

: // Preprocessing Phase

: I _resized «— RESIZE(], 224x224)

: I _normalized <~ NORMALIZE(I_resized, mean=[0.485,0.456,0.406], std=[0.229,0.224,0.225])
: // Feature Enhancement

: I rgb « I normalized

: I fft — FFT_MAGNITUDE(I rgb)

: 1 Ibp < LOCAL BINARY PATTERN(I rgb, radius=3, neighbors=24)
: I_enhanced «— CONCATENATE([I rgb, I fft,I lbp]) // 5-channel input
10: // Binary Neural Network Inference

11: features «<— BNN_FORWARD_ PASS(M, I_enhanced)

12: logits «— FULLY CONNECTED(features)

13: confidence «— SIGMOID(logits)

14: // Decision Making

15: IF confidence >t THEN

16:  result < "Fake"

17: ELSE

18:  result « "Real"

19: END IF

20: // Post-processing

21: confidence percentage «<— confidence % 100

22: inference_time «— END_TIMER() - START TIMER()

23: RETURN result, confidence percentage, inference_time

24: END

// Optimization Functions

25: FUNCTION BNN_FORWARD_PASS(model, input):

26: FOR each layer in model.layers:

27: IF layer.type == "BinaryConv2D":

031N N W —

Nel

28: weights « SIGN(layer.weights)

29: activations «<— SIGN(layer.activations)

30: output «— BINARY CONVOLUTION(input, weights, activations)
31: ELSE IF layer.type == "BatchNorm":

32: output «— BATCH_NORMALIZE(input)

33: ELSE IF layer.type == "Activation":

34: output < HARD_ TANH(input)

35: input «— output

36: RETURN output

37: FUNCTION FFT _MAGNITUDE(image):
38:  fft result « FFT2D(image)

39: magnitude <« ABS(fft result)

40: log magnitude «— LOG(magnitude + 1)
41: RETURN NORMALIZE(log_magnitude)
42: FUNCTION LOCAL BINARY PATTERN(image, radius, neighbors):
43: Ibp_image «— ZEROS LIKE(image)

44:  FOR each pixel (x,y) in image:

45: center_pixel «— image[x,y]

46: binary_pattern « 0

47: FOR i in range(neighbors):

48: neighbor x «— x + radius x COS(2x X i/ neighbors)

49: neighbor_y « y + radius x SIN(2x x i / neighbors)

50: neighbor_value «— BILINEAR INTERPOLATE(image, neighbor x, neighbor y)
51: IF neighbor_value >= center pixel:

52: binary_pattern «— binary_pattern + 2"

53: Ibp_image[x,y] « binary pattern
54: RETURN Ibp_image
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VI. DISCUSSION
A. Trade-offs in Mobile Deployment

The experimental results reveal fundamental trade-offs between detection accuracy, computational efficiency,
and model size that must be carefully balanced for practical mobile deployment [9][19][6]. Binary Neural
Networks emerge as the most promising approach for resource-constrained environments, achieving exceptional
efficiency gains while maintaining competitive accuracy [5][6][10]. However, their deployment requires
specialized frameworks and hardware acceleration to realize theoretical speedup benefits [6][10][38].

Traditional lightweight architectures like MobileNet and EfficientNet offer more predictable deployment
characteristics with established framework support, but require careful optimization to achieve real-time
performance [27][7][9]. The choice between these approaches depends on specific application requirements,
target hardware capabilities, and acceptable accuracy thresholds [9][19][24].

B. Generalization Challenges

Cross-dataset evaluation reveals persistent generalization challenges that affect all lightweight architectures, with
performance degradation ranging from 15-25% when tested on unseen datasets [1][11][3]. This limitation
suggests that current training approaches may be overfitting to specific dataset characteristics rather than
learning robust deepfake detection features [1][3][34]. Future research should focus on developing training
strategies that enhance cross-dataset generalization while maintaining computational efficiency [1][11][29].

C. Practical Deployment Considerations

Real-world deployment of mobile deepfake detection systems faces additional challenges beyond computational
efficiency [15][19][22]. Network connectivity limitations, privacy concerns, and varying device capabilities
require adaptive systems that can operate effectively across diverse conditions [15][19][22]. Edge computing
paradigms may provide optimal solutions by balancing local processing capabilities with cloud-based model
updates and collaborative inference [39][22][23].

VII. CONCLUSION

This comprehensive study demonstrates that lightweight CNN architectures can achieve effective deepfake
detection performance suitable for mobile deployment through careful optimization and feature enhancement
[51[9]1[6]. Binary Neural Networks represent the most promising approach for extreme resource constraints,
achieving 92.1% accuracy with 20% computational reduction compared to traditional methods [5][6][10].
Quantization techniques consistently outperform pruning approaches for model compression, with dynamic
range quantization achieving optimal accuracy-efficiency trade-offs [9][26][32].

The integration of frequency domain features through FFT and LBP analysis provides consistent accuracy
improvements of 3-5% across all architectures while maintaining computational efficiency [S][13][6]. However,
cross-dataset generalization remains a significant challenge requiring future research attention [1][11][3].

Future work should focus on developing robust training strategies that enhance generalization capabilities,
exploring novel compression techniques specifically designed for deepfake detection, and investigating
collaborative inference approaches that leverage edge computing paradigms [1][39][29]. The growing
sophistication of deepfake generation techniques will require continuous adaptation of detection methods while
maintaining the efficiency requirements for mobile deployment [2][3][17].
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