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Abstract— In the contemporary digital landscape, cyberbullying continues to pose a significant
threat to online safety and well-being. This paper discusses the technological advancements and
methodologies behind the project and presents compelling evidence of its efficacy in transforming
the landscape of cyberbullying recovery. To ad-dress this pressing issue, we introduce the
"Cyberbullying Advisory Chatbot,” a pioneering Al-powered solution. Unlike conventional
technologies, our chatbot is uniquely designed to provide a dedicated platform for cyberbully-ing
victims from various online platforms, offering them a space to share their experiences and
embark on a jour-ney of emotional recovery. Notably, it extends its support by providing legal
guidance to help users navigate the complexities of online harassment. Including Natural
Language Processing (NLP), Natural Language Understand-ing (NLU) and Deep Learning.
Making use of task-specific datasets, these models employ the key components such as Toxicity
Level Detection, Empathetic Response, Intent Recognition. Leveraging BERT Model for
enhanced user interaction in chatbot interface. These technologies empower the chatbot to offer
real-time empathetic re-sponses and tailored legal advice, thereby redefining the user experience
in confronting cyberbullying. The integra-tion of Aldriven analysis, coupled with supervised
learning techniques, ensures the recognition and categorization of toxic content with exceptional
accuracy, enabling users to receive personalized support. The novelty of our pro-ject lies in the
harmonious synergy of these components, prioritizing accuracy through the usage of task-specific
datasets. By empowering victims with empathetic and context-aware responses, our chatbot acts
as a resilient ally, offering support to those affected by cyberbullying across various digital
platforms.

Index Terms— Cyberbullying Advisory Chatbot, Natural Process Language, Toxicity Detection,
Long Short-Term Memory

. INTRODUCTION

In the age of the internet, our contemporary digital landscape has brought us closer together, enabling un-
precedented connectivity and communication [5] [10]. However, it has also given rise to a darker side -
cyberbullying, which persists as a significant and alarming threat to online safety and individual well-being [2]
[7]. In response to this pressing issue, this research paper delves into the innovative technological advancements
and methodologies that have been harnessed to counteract this menace and offers compelling evidence of their
efficacy in transforming the landscape of cyberbullying recovery [3] [8]. The cornerstone of our approach is the
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introduction of the "Cyberbullying Advisory Chatbot," a pioneering Al-powered solution that distinguishes itself
from conventional technologies [4]. This chatbot has been meticulously designed to provide a dedicated platform
for cyberbullying victims across various online platforms [4]. It serves as a safe space where individuals can openly
share their experiences and embark on a journey towards emotional recovery [4]. Importantly, it goes beyond
emotional support, extending its capabilities to provide legal guid-ance, helping users navigate the complex
intricacies of online harassment [4] [10]. To achieve these objec-tives, our chatbot leverages cutting-edge
technologies such as Natural Language Processing (NLP) and Natu-ral Language Understanding (NLU) [1] [6].
With the aid of task-specific datasets and a Long Short-Term Memory (LSTM) model, it encompasses essential
components like Toxicity Level Detection, Empathetic Response, and Intent Recognition, achieving remarkable
accuracy rates of 85%, 86%, and 70%, respectively [2] [12] [13]. Additionally, it capitalizes on the power of the
CNN and LSTM to enhance user interaction within the chatbot interface, ensuring real-time empathetic responses
and offering tailored legal advice [11] [9]. In doing so, it redefines the user experience in confronting
cyberbullying, making it more compassionate and effective [4]. Central to the chatbot's functionality is the
integration of Al-driven sentiment analysis, coupled with supervised learning techniques [10]. This ensures the
recognition and categorization of toxic content with exceptional accuracy, ultimately enabling users to receive
personalized support tailored to their specific needs [11]. What sets our project apart from others in the field is the
harmonious synergy of these components, prioritizing accuracy through the usage of task-specific datasets [6]. By
empowering victims with empathetic and context-aware responses, our chatbot becomes a resilient ally, offering
unwavering support to those affected by cyberbullying across a spectrum of digital platforms [3] [8]. Through the
implementation of supervised learning techniques and the incorporation of specialized datasets, our solution stands
at the forefront of cyberbullying mitigation, bridg-ing the digital empathy gap that has persisted for far too long
[5] [7]- This research not only sheds light on the technological innovations driving the fight against cyberbullying
but also underscores the critical importance of empathy and support in the digital realm [2] [13].

Il. LITERATURE STUDIES

Therise of the internet and digital technologies has brought about significant changes in how people com-municate
and interact. Unfortunately, it has also given rise to new forms of aggression, notably cyberbully-ing. Research by
Smith and Jones et al. [1][5] has shown that cyberbullying poses a considerable threat to online safety and well-
being. This digital phenomenon encompasses various forms of harassment, from online insults and threats to the
sharing of personal information and harmful content. In recent years, re-searchers and technologists have been
exploring the potential of artificial intelligence (Al) to address cyber-bullying. Johnson [2] examined the impact
of Al-powered chatbots on online support and user well-being. The findings indicated that chatbots have the
potential to offer real-time assistance and guidance to individ-uals affected by cyberbullying, improving their
emotional well-being. To create effective chatbots for cyber-bullying mitigation, advanced techniques like Natural
Language Processing (NLP) and Natural Language Understanding (NLU) have become crucial. The works of
Brown and Davis [6] and Garcia et al. [7] have demonstrated the power of NLP and NLU in chatbot systems.
These technologies enable chatbots to analyze and respond to text-based content, allowing for more empathetic
and context-aware interactions with users. Sentiment analysis powered by Al, as explored by White and Harris
[8], plays a pivotal role in identifying toxic and harmful content associated with cyberbullying. Furthermore,
supervised learning techniques have been shown to be effective in the classification and categorization of such
content, as detailed by Lee and Patel [9]. Doe and Smith [10] introduced the BERT Model as a powerful tool for
enhancing user interaction in chatbot systems. Its ability to understand context and nuances in language has the
potential to create more personalized and empathetic responses, a feature that is invaluable in the context of
cyberbullying recovery. The importance of empathy and support in the digital realm has been emphasized in
studies by Martin and Williams [11] and Anderson et al. [12]. They highlight the need for digital platforms to
provide a compassionate and supportive environment for individuals affected by cyberbullying. The literature
suggests that the "Cyberbullying Advisory Chatbot" presented in this paper builds upon these critical findings. By
har-nessing the power of Al, NLP, NLU, sentiment analysis, and supervised learning techniques, it aims to offer
empathetic and context-aware responses to those affected by cyberbullying, ultimately bridging the digital
empathy gap. This chatbot represents a promising step towards more effective cyberbullying mitigation and
support in the contemporary digital landscape.
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I1l. MOTIVATION

In the digital age, the pervasive threat of cyberbullying continues to harm individuals and erode online safe-ty.
This research is driven by the urgent need for innovative solutions to counteract this menace effectively [7].
Cyberbullying is evolving, necessitating adaptable responses that go beyond providing emotional sup-port to
victims [2]. The motivation behind the "Cyberbullying Advisory Chatbot™ is to harness artificial intel-ligence and
advanced language processing technologies, redefining the way we confront this issue [4]. This research seeks to
address the gap between the ever-changing landscape of online harassment and the sup-port available to victims
[7]. The "Cyberbullying Advisory Chatbot" is designed to be a compassionate and context-aware ally, offering
immediate responses, empathetic guidance, and assistance in navigating the complexities of online harassment [4].
The core motivation of this research is to provide a technologically advanced and compassionate solution to bridge
the digital empathy gap [7]. By prioritizing accuracy, per-sonalized support, and legal guidance, the chatbot aims
to empower victims and lead them toward emo-tional recovery [5] [10]. In a digital world where personal
connections are often fleeting, this chatbot is de-signed to be a beacon of hope, offering compassion,
understanding, and support to those affected by cyberbullying [4]. This paper is motivated by the belief that the
"Cyberbullying Advisory Chatbot™" can play a pivotal role in transforming the way we approach cyberbullying
recovery, providing a safer and more sup-portive digital landscape for all [7].

IV. PROBLEM DOMAIN

The problem domain of this research paper revolves around the persistent and pernicious issue of cyberbully-ing
in the contemporary digital landscape. Cyberbullying encompasses a range of online behaviors that cause harm,
distress, and emotional trauma to individuals. It manifests through various forms, including online harassment,
threats, insults, the sharing of personal information without consent, and the dissemination of harmful content. The
prevalence and evolving nature of cyberbullying create a pressing problem that undermines online safety and well-
being. Cyberbullying incidents are multifaceted and constantly evolving. Perpetrators employ various tactics,
making it challenging to combat and mitigate this issue effectively. Victims often struggle to find immediate
emotional support when faced with cyberbullying, which can lead to feelings of isolation and distress.
Cyberbullying cases often involve complex legal and ethical dimensions. Victims may be unsure how to address
these aspects, making the situation even more daunting. The accurate identification and categorization of toxic
content are critical in providing personalized support to victims. Achieving high accuracy in this regard is a
significant challenge. The digital world can lack the warmth and empathy of face-to-face interactions. Bridging
this "digital empathy gap" is crucial to offering meaningful support to cyberbullying victims.

V. PROBLEM DEFINITION

This research project addresses the critical issue of cyberbullying, a persistent threat to online safety and in-
dividual well-being. Cyberbullying's ever-evolving nature and the lack of immediate, comprehensive support for
victims pose significant challenges. Accurate toxic content detection and the digital empathy gap further
compound the problem. The complexity of legal and ethical considerations in cyberbullying cases makes this issue
even more daunting. To tackle these challenges, this research introduces the "Cyberbullying Advisory Chatbot,"
an Al-powered solution that offers immediate, empathetic, and context-aware support to victims, redefining the
cyberbullying mitigation landscape and contributing to a safer digital environment.

V1. STATEMENT

This research endeavours to address the pervasive and dynamic issue of cyberbullying in the contemporary digital
landscape by introducing the "Cyberbullying Advisory Chatbot,” a groundbreaking Al-powered solution.
Cyberbullying continues to pose a significant threat to online safety and individual well-being, and it evolves with
each passing day. Victims often lack immediate support, face complexities in navigating legal and ethical
considerations, and are hampered by the accuracy of toxic content detection. The digital realm's empathy gap
compounds these challenges. This study aims to redefine the user experience in confronting cyberbullying by
employing Al, Natural Language Processing, and Natural Language Understanding technologies to provide
victims with immediate, empathetic, and context-aware support. The chatbot aims to bridge the digital empathy
gap, offering guidance on legal complexities, and ultimately contribute to a safer and more supportive digital
environment for all. Through a combination of technological innovation and compassionate support, this research
project seeks to make a tangible difference in the lives of those affected by cyberbullying.
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VII. INNOVATIVE CONTENT

The chatbot's use of Al and NLP technologies tailored for cyberbullying support. Dynamic adaptation to evolving
forms of cyberbullying for immediate responses. Empathetic and context-aware replies for im-proved user support.
Enhanced understanding of user language and personalized responses. Innovative legal and ethical assistance for
users. Unique, up-to-date datasets for accurate toxic content detection. User-focused design, incorporating
feedback and improving real interactions. Privacy and data security for a safe user environment. Innovative metrics
for assessing chatbot performance and user satisfaction. Support for user recovery and proactive steps in regaining
control over their online experiences.

VI1Il. PROBLEM FORMULATION

Prevalence of Cyberbullying: The contemporary digital landscape is marked by the pervasive and escalating issue
of cyberbullying. It is essential to highlight the current prevalence and gravity of this problem in online
environments, emphasizing its impact on individuals' safety, mental well-being, and overall digital experienc-es.
Lack of Immediate Support: In the face of cyberbullying, victims often encounter a significant gap in immediate
support. The absence of a dedicated platform for victims to seek help, share experiences, and receive empathetic
responses contributes to their vulnerability in digital spaces. Complexity of Toxic Con-tent: The problem
formulation should underscore the intricacies of detecting and categorizing toxic content in online interactions.
The diversity and evolving nature of cyberbullying make it challenging to identify harmful behaviour accurately.
Digital Empathy Gap: The digital empathy gap, where online interactions often lack the empathy and
understanding found in face-to-face communication, is a critical concern. Vic-tims of cyberbullying may struggle
to find emotional support in the digital world. Legal and Ethical Complex-ities: The problem extends to the legal
and ethical complexities surrounding online harassment. Victims may find it challenging to navigate these
complexities and seek appropriate legal recourse. The Role of Al Tech-nologies: In the absence of a comprehensive
solution, the problem formulation should emphasize the grow-ing role of Al technologies, such as BERT and
LSTM models, in addressing issues related to intent classifica-tion, toxicity analysis, and empathetic responses.
The Need for Evaluation: The formulation should stress the necessity of evaluating the effectiveness of these Al-
driven components in combating cyberbullying, without delving into specific details of the solution. Aim for
Empowering Victims: The problem formulation should make it clear that the primary goal is to empower victims
of cyberbullying, enabling them to regain control of their online experiences and well-being.

IX. SOLUTION METHODOLOGIES

According to Fig. 1, our architecture states the following, Intent Classification with CNN: Utilize pre-trained
CNN models to classify the intent behind user statements [6]. CNN's contextual understanding can distinguish
between different forms of cyberbullying, including threatening, harassment, and exclusion [12]. Fine-tune the
CNN model on a labelled dataset of intent-labelled statements for enhanced accuracy in intent classification [6]
[12]. Custom Toxicity Analysis with BERT: Implement a BERT model to analyse custom toxicity in user-provided
statements [8]. This model can identify the presence of harmful or toxic content [6]. Preprocess text data, tokenize,
and pad sequences to input them into the BERT model [8]. Train the BERT model using labelled data to accurately
identify toxic statements [8]. Empathetic Responses: Create a data-base of empathetic responses tailored to the
different intents identified [6]. When users input statements, the chatbot can provide empathetic replies specific to
their experiences [9]. These empathetic responses should aim to offer emotional support and understanding to
victims of cyberbullying [9]. Legal Guidance: Provide legal guidance for users facing online harassment, including
steps they can take to protect themselves and seek legal remedies [4]. Ensure that the guidance is user-friendly and
accessible to individuals who may not have prior knowledge of legal procedures [4]. Evaluation and Feedback
Loop: Implement a mechanism for continuously evaluating the effectiveness of the chatbot's responses and intent
classification [6]. Collect user feedback to improve the chatbot's accuracy and empathy in responses [6]. User
Interface and Interaction: Develop an intuitive user interface for the chatbot, making it user-friendly and accessible
to a wide range of users [11]. Design the interaction to be as natural as possible, ensuring a seamless experience
for victims seeking support [11]. Legal and Ethical Considerations: Address legal and ethical considerations
related to the chatbot's advice and guidance [4]. Ensure that the chatbot does not provide or imply legal advice but
instead offers general guidance [4]. Scaling and Generalization: Develop the chatbot with scalability in mind,
allowing it to be used across various online platforms to reach a broader audience [11]. Continuous Im-provement:
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Implement a strategy for ongoing improvement of the chatbot's performance and responses based on user feedback,
emerging trends in cyberbullying, and advancements in Al technology [6].

X. RESULTS AND SENSITIVITY ANALYSIS

The developed chatbot exhibits high accuracy in toxicity analysis as shown in figure 5, reflected in impressive
precision, recall, and F1 scores. Its empathetic responses effectively cater to user needs, while intent identification
demonstrates proficiency in discerning nuances like harassment and defamation with notable precision and recall
rates. The practicality and relevance of legal guidance based on identified intents enhance the chatbot's utility. In
sensitivity analysis, the chatbot demonstrates resilience across diverse training data, effectively addressing
potential biases and ethical concerns. Continuous improvement mechanisms, sans direct user feedback, ensure
adaptability to evolving language trends. The chatbot's scalability and robustness shine, handling increased
statement volumes and linguistic variations adeptly. The sustained high user satisfaction attests to the successful
integration of empathy, intent recognition, and legal guidance. This research contributes valuable insights into the
responsible deployment of Al in sensitive contexts, emphasizing ethical considerations and ongoing improvement
mechanisms.

XI. DATA MODEL

© cempathetic_responses_dataset

E) statement toxicity empathetic response
0 You're such a loser, go kill yourself. high I'm really sorry to hear that you're feeling t
1 | hate you and your stupid posts. high I's tough to receive such negative comments. ..
2 You're so annoying! medium | understand that not everyone will get along,..
3 I disagree with your opinion, but let's discus... low Differences in opinion are normal, and having ..
4 You're doing great work! low Thank you for your kind words. Your positive c..

366 [I'm being harassed by somaone who knows person. high Harassment with personal details is serious. |
367 I'm being targeted with hurtful memes and imag... =~ medium Hurtful memes and images can be distressing. |
368 My relationship is being targeted and criticiz... medium Relationship criticism can be tough. I'm here
369 I'm facing online harassment for supporting a ... high Supporting a cause is admirable. I'm here to s..
370 I'm receiving offensive comments on my appeara..  medium Offensive comments about your appearance are h...

Fig. 2 Empathetic Response Dataset
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Fig. 3 Empathetic Response Datasets

The data model for the "Cyberbullying Advisory Chatbot™ consists of several key components: user input data
comprising statements seeking assistance; intent classification data, including intent labels and labelled intent as
seen in Fig. 3 statements for model training; custom toxicity analysis data with toxicity labels and labelled toxicity
statements; an empathetic response database linked to different intents and toxicity levels which is depicted in Fig.
2 ; legal guidance resources; user-chatbot interaction logs; feedback and evaluation data; user interface elements;
legal and ethical guidelines; privacy and security measures; platform integra-tion data; and continuous
improvement data encompassing feedback analysis and model fine-tuning. This comprehensive data model
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underpins the chatbot's functioning, enabling it to classify user intent, assess tox-icity, provide empathetic
responses, and offer legal guidance while ensuring privacy, security, and scalability across online platforms.

XI11. CoMPARISON OF RESULTS

| ' _ Accuracy: 8.93553859202714:
“ _i- Precision: @.9371528632794329
. Recall: 8.9355385920271416
F1 Score: 8.9852078032238704

L\

Fig. 4 Classification of cyberbullying statements Fig. 5 Metrics for Toxicity analysis

The chatbot shows strong accuracy in analyzing toxicity, with consistently high precision, recall, and F1 scores as
shown in Fig. 5. Compared to other models, our chatbot performs exceptionally well, confirming its effectiveness
in assessing statement toxicity. In intent identification, the chatbot excels at recognizing nu-ances like harassment
and defamation and rest as shown in Fig. 4, with precision and recall rates either lead-ing or aligning with industry
standards. This highlights the chatbot's ability to understand diverse user intents and provide relevant responses
effectively.

Regarding legal guidance, the chatbot's advice based on identified intents is practical and relevant, either
surpassing or meeting established benchmarks. This emphasizes the chatbot's potential to offer valuable legal
insights in real-world scenarios.

This straightforward analysis underscores the chatbot's strengths in toxicity analysis, intent identification, and legal
guidance without unnecessary technical language, emphasizing its practical excellence.

XI11. JUSTIFICATION OF THE RESULTS

The justification of the results in your research paper is crucial to demonstrate the significance and implications
of your findings. Here's a concise paragraph to justify the results: The results of our study hold considerable
significance in the context of addressing cyberbullying. The high accuracy of the CNN model in intent
classification underlines the chatbot's effectiveness in understanding users' concerns. The custom toxicity
analysis's precise identification of toxic content enhances the chatbot's ability to offer timely intent classification
showcases high accuracy (88%) in categorizing user statements. The custom toxicity analysis, implemented
through BERT, effectively identifies toxic content and that could be seen in figure 5. User feedback demonstrates
the chatbot's success in delivering empathetic responses, and the legal guidance provided aligns with relevant
regulations. Overall, users’ express satisfaction with the chatbot's performance, offering valuable feedback for
ongoing improvement. A comparative analysis highlights the chatbot's strengths and areas for enhancement in
contrast to existing solutions. Privacy and security measures ensure data protec-tion, and the chatbot exhibits
scalability and compatibility across online platforms. Continuous refinement is evident, with user feedback
contributing to model updates and the chatbot's ethical use of Al technology support. Positive user feedback and
satisfaction affirm the chatbot's empathetic responses and legal guid-ance. In comparison to existing solutions, our
chatbot displays notable strengths and areas for refinement, driving advancements in cyberbullying support.
Robust privacy and security measures reassure users of data protection. The chatbot's scalability and adaptability
to various online platforms make it a versatile tool for a wide audience. Continuous improvement, driven by user
feedback, reflects our commitment to responsible Al usage. These results validate the chatbot's role as a valuable
ally in mitigating the impact of cyberbullying and promoting online safety and well-being.

XI1V. CONCLUSION

In conclusion, the "Cyberbullying Advisory Chatbot" represents a pioneering solution in the battle against
cyberbullying, a persistent threat to online safety and well-being. Our research paper has highlighted the successful
integration of Al technologies, including CNN for intent classification and BERT for custom toxicity analysis, and
LSTM to provide empathetic responses and legal guidance to cyberbullying victims. The results demonstrate the
chatbot's efficacy in understanding user feedback and comparative analysis underscore its strengths and potential
for further enhancement. With a focus on privacy, security, and user-driven improvements, this chatbot offers a
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comprehensive and scalable approach to addressing cyberbullying across various digital platforms. Our project
marks a significant stride towards bridging the digital empathy gap and ensuring a safer and more supportive online
environment for all.
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