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Abstract— The escalating cost of healthcare has made cost control a critical concern for health
insurance agencies. Traditional service-based reimbursement models often result in excessive
and unjustifiable claims. Although the single-disease payment model has gained traction to
mitigate this, it still presents a considerable risk of fraudulent activities. Insurance operations
involve multiple stakeholders and are frequently hindered by outdated, opaque claim
processing mechanisms. Blockchain technology, with its immutable ledger and decentralized
validation, offers a promising solution to address these inefficiencies and fraud vulnerabilities.
This paper proposes a consortium blockchain-based framework enhanced with machine
learning to detect fraudulent insurance claims automatically. The system includes an
explainable Al component that assesses the legitimacy of medical codes based on patient
symptoms. Moreover, the use of blockchain ensures secure, transparent, and auditable storage
of healthcare records, thereby assisting auditors and reinforcing trust in the claim settlement
process.

Index Terms— Blockchain artificial intelligence healthcare management EHR.

|. INTRODUCTION

Health insurance (HI) serves as a financial agreement wherein insurers compensate subscribers for healthcare
expenditures arising from medical conditions, injuries, or accidents. As healthcare costs surge globally, HI has
become essential for individuals, not only for medical coverage but also for tax-saving incentives. Historically,
claim processing in health insurance involved manual, paper-based procedures that required in-person visits to
insurance offices, making the process time-consuming and prone to errors or manipulation.

In the realm of healthcare, Blockchain finds diverse applications and functionalities. Its ledger technology aids
healthcare researchers in deciphering genetic codes by ensuring the secure exchange of patient medical records.
Moreover, it facilitates the management of the drug supply chain and ensures the safe transfer of patient medical
data. In research, Al has revolutionized data analysis by scrutinizing vast datasets and uncovering intricate
patterns beyond human detection capabilities. This has paved the way for breakthroughs in fields like genomics
and drug discovery. Healthcare settings leverage Al to devise diagnostic tools and tailor personalized treatment
plans. This paper presents a consortium blockchain-based architecture enhanced with explainable Al for
automatically detecting and preventing healthcare insurance fraud. The proposed system integrates a three-tier
framework encompassing data prediction, user interaction, and blockchain validation. By combining
technological strengths, the system not only enhances fraud detection but also improves efficiency, auditability,
and trust in insurance operations.
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Il. RELATED WORK

This research focuses on building a blockchain-driven model to enhance security and minimize fraud in the
insurance industry. Traditional claim processing mechanisms are identified as major risk factors due to their
centralized and manual nature. Kapadiya et al. [4] proposed a blockchain-Al hybrid for secure claim handling,
emphasizing smart contracts for automated validation. Triyono and Ginting [3] assessed machine learning
models like Naive Bayes and K-NN for fraud detection, establishing baseline performance metrics. Ali et al. [1]
introduced blockchain with IPFS for secure EHR storage, demonstrating enhanced access control.

Unlike prior works that treat storage and detection as separate entities, our approach integrates supervised
learning (SVM) with SHA-256-backed blockchain validation, enabling transparent, automated, and tamper-
resistant fraud mitigation within a unified architecture.

I1l. PROPOSED METHODOLOGY

A. System Architecture

The proposed system is structured into three key layers: the Prediction Layer, User Layer, and Blockchain Layer.
In the Prediction Layer, insurance claim data is collected and preprocessed before being split into training and
testing sets. Machine learning algorithms are then applied to classify claims as either genuine or fraudulent. The
User Layer involves interactions between the insurance subscriber (patient), insurance provider, and service
providers such as hospitals or labs. Here, insurance claims are generated and submitted based on services
received. Once a claim is verified as genuine, it proceeds to the Blockchain Layer. In this layer, the claim is
validated and added to a block, which is then securely added to the blockchain. This process ensures
transparency, data integrity, and protection against fraudulent activities.
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Figure 1: System Architecture
B. Algorithm

Support Vector Machine (SVM)

SVM (Support vector machine) is a popular algorithm used for many classification problems.
It is one of the supervised learning models with associated learning algorithms that analyze data used for
classification and regression analysis. Given a set of training examples, each marked as belonging to one or
the other of two categories, an SVM training algorithm builds a model that assigns new examples to one
category or the other, making it a non-probabilistic binary linear classifier.

» An SVM model is a representation of the examples as points in space, mapped so that the examples of the
separate categories are divided by a clear gap that is as wide as possible.

Input: D dataset, on-demand features, aggregation-based features

Output: Classification of Application

SHA256

SHA-256 (256-bit) is part of SHA-2 set of cryptographic hash functions, designed by the U.S. National Security
Agency (NSA) and published in 2001 by the NIST as a U.S. Federal Information Processing Standard (FIPS). A
hash function is an algorithm that transforms (hashes) an arbitrary set of data elements, such as a text file,
into a single fixed length value (the hash). The computed hash value may then be used to verify the integrity of
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copies of the original data without providing any means to derive said original data. Irreversible, a hash value
may be freely distributed, stored and used for comparative purposes. SHA stands for Secure Hash Algorithm.
SHA-2 includes a significant number of changes from its predecessor.

IV. RESULTS AND DISCUSSION

Insurance Fraud Prediction

User Provided Data:

Provided details are: LEGITIMATE

Figure 2: Based on the provided details of insured person, fraud is Figure 3: After prediction, the model is trained
predicted whether the claim made by the insured person is
legitimate or fraudulent
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Figure 4: Class Distribution before oversampling, where not fraud Figure 5: The image shows a correlation heatmap between various
cases are more compared to fraud cases features like gender, location, employer, relationship, cause, Fee
Charged, and the target variable fraud

» Diagonal values are 1 because each feature is perfectly correlated with itself.
» Off-diagonal values are close to zero, which means the features are mostly uncorrelated with each other.
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Insurance Fraud Prediction

Model Accuracy Comparson

Figure 6: This chart showcases the Model Accuracy Comparison for insurance fraud prediction models.

Random Forest likely performs better because it handles both numerical and categorical data well, and it's less
prone to overfitting due to ensemble learning.

Logistic Regression is interpretable and works best when there's a linear decision boundary.

SVM might not be ideal here if your data isn’t well-separated or isn’t scaled properly.
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Figure 7: Random Forest model is outperforming the others for fraud detection.

ROC Curve Analysis
Random Forest:
e AUC =0.80 — strong performance, solid at distinguishing fraud from non-fraud.
» Logistic Regression
e AUC =0.67 — moderate discrimination capability.
» SVM:
e AUC =0.66 — slightly below logistic regression.

V¥

V. CONCLUSIONS

The findings and results will demonstrate that the utilization of blockchain for storing health information can
achieve effective security by distributing data across multiple machines, overseen and authorized by a
decentralized community, as opposed to a centralized approach. This approach allows all parties involved to
access and verify data additions and modifications. In this project we predict fraud by entering the details of the
insured person. The insured person details are entered, and the fraud is predicted. Based on the provided details,
fraud is predicted whether the claim made by the insured person is legitimate or fraudulent.
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