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Abstract—In the present information age, there’s been an increase in the use of social media, as 
a result, there has been a parallel increase in cyberbullying instances. Cyberbullying can cause 
many drastic and negative impacts on a person’s life, eventually leading to depression or 
suicide. Detection and prevention of such comments/posts are very difficult as the model used 
must be reliable. These traditional models may sometimes lead to false detection. With the 
arrival of contextual embeddings into the scene, the performance of Natural Language 
Processing (NLP) models has significantly increased. We propose a solution to cyberbullying by 
building an extension that uses a deep learning model in the back to detect and hide these toxic 
comments from the user.  
 
Index Terms— cyberbullying, detection, pre-trained BERT, LSTM and Natural Language. 

I. INTRODUCTION 

The internet usage is increasing exponentially and in the pandemic and post-pandemic scene, the internet has 
turned into an essential service required by people. With the increase in usage of the internet, crimes in 
cyberspace have been increasing as well. One such crime is cyberbullying. Cyberbullying is defined as a form of 
bullying that takes place through the use of electronic communication. Cyberbullying has turned out to be a great 
problem now that countries have implemented laws preventing cyberbullying. It is more common among people 
within the age range of 13 to 28 [1]. Cyberbullying is faced by all parts of the internet using society from 
common people to celebrities. Cyberbullying can affect the victim in multiple ways like anxiety, and depression 
and can even lead to suicidal thoughts. 
Cyberbullying can occur in multiple forms, it can be verbal, textual, or in the form of images. We aim to handle 
cyberbullying in textual form. To solve the problem of cyberbullying, we aim to create a browser extension that 
hides the cyberbullying comments/posts from the end-user. The extension classifies the comments/posts with the 
help of a deep learning model in the back.  
Cyberbullying detection is a complex problem and can't be solved with simple rule-based approaches. For 
example, all toxic comments don't contain swear words and all swear words need not be toxic. The problem 
requires an understanding of the comment. This led to the usage of machine learning and deep learning 
approaches to the problem. The related past works prove that deep learning gave a better performance on the 
problem of cyberbullying detection. There are many models based on both machine learning and deep learning 
to classify toxic comments. Earlier models used built-in word embeddings or pre-trained non-contextual 
embeddings like word2vec, GloVe, etc. Now with the availability of a new type of word embeddings called 
contextual   embeddings,  the  performance  of  Natural  Language  Processing  (NLP)  models  has  significantly  
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increased [2]. One such contextual embedding model is the pre-trained Bidirectional Encoder Representations 
from Transformers ( BERT ) model, a technique created by Google Artificial Intelligence research labs [13].  

We propose a new model that uses BERT based embedding technique with Bidirectional long-short term 
memory ( BiLSTM ) to classify toxic comments. 
We propose a browser extension that uses the above deep learning model in the back to detect and hide the toxic 
comments from the end user's screen. The extension is designed to work on social media sites like Facebook, 
Instagram, Twitter, and Youtube. These are the major platforms where users suffer from cyberbullying [14]. 

II. METHODOLOGY 

A.  Dataset 
The dataset used is Jigsaw unintended bias in toxicity classification dataset from Kaggle. The dataset is obtained 
from an application called Civil Comments. The dataset contains 1804874 rows with comments with a mean 
length of 300 characters. It is a commenting plugin for independent news sites. The dataset contains many 
features, but the relevant features are comment text and target, respectively, the comment and the labeled toxicity 
score, which ranges from 0 to 1. With 0 being the least toxic and 1 being the most. Comments with targets 
greater than 0.5 are considered toxic. The dataset is heavily imbalanced with toxic comments comprising just 8% 
of the total rows. 

B. Data Preprocessing 
Various preprocessing techniques were applied to the comment text. 

● The comment texts were converted into lowercase to ease the other preprocessing steps. 
● The next step was to remove contractions from the sentence. Contractions are words or combinations of 

words that are shortened by dropping letters and replacing them with an apostrophe. Contractions in the 
sentence were replaced by respective expansions. 

● HTML tags, URLs, and special characters were removed from the comment text as they do not 
contribute much to the meaning [17]. 

● The toxicity labeled was of a continuous value between 0 and 1. We converted the toxicity into discrete 
values of 0 and 1 with a threshold of 0.5. Comments with toxicity greater than 0.5 were considered 
toxic. 

● Usual text preprocessing techniques like stemming, lemmatizing, and stopwords removal was not used 
as the proposed method uses the BERT model which captures information about each word in a 
sentence to get its context. The above-mentioned preprocessing techniques may degrade the model's 
performance. 

● Emoji removal was not done as the BERT model accepts emoji as input and can determine context from 
that as well.  

● Comment texts with character lengths greater than 900 were removed as those were detected as outliers 
by the Interquartile Range (IQR) method of outlier detection. Also, these comments are not 
representative of the comments/posts in the platforms we aim to implement the extension. 

C. Feature Engineering 
Many features were obtained from the given comment text. 

● The polarity of the text was determined using the sentiment analysis method. Polarity ranges from -1 to 
1. Where -1 denotes the most negative sentiment and 1 represents the most positive. 

● Many other features like comment length, the number of words, average word length, the number of 
unique words, and other features were also determined from the comment text. 

D. Data Oversampling 
Almost all cyberbullying datasets are imbalanced with a surplus amount of non-bullying comments and a lack of 
bullying comments. This imbalance can cause a bias in model prediction as it tends to predict the non-bullying 
comments more often. Various techniques can be used to solve the problem of class imbalance. These include 
techniques like undersampling, oversampling, synthetic minority oversampling technique (SMOTE), and 
assigning class weights [18][19]. Undersampling leads to wastage of useful data while oversampling a highly 
imbalanced large dataset doubles the amount of data which leads to an increase in training time which is one 
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disadvantage of SMOTE technique. SMOTE is not an effective method for resolving class imbalance in text-
based data as the generated text samples may not possess any meaning which can lead to another bias. 
Because of the above reasons, we used the class weighting method which penalizes the loss of the minority class 
and reduces the loss of the majority class. This balances out the bias created by the imbalanced data. By 
calculations, we assigned the weight for the positive class as 6.1 and 0.54 as the weight for the negative class. 

E. Word Embeddings 
The performance of an NLP model purely depends on the type of embedding used. So the selection of a good 
word embedding layer is significant while designing an NLP model. It is proven that pre-trained contextual word 
embeddings outperform the normal word embedding in all aspects. Our choices for word embeddings were 4 
BERT-based models BERT, AlBERT, RoBERTa, and DistilBERT. 

TABLE I. COMPARISON OF DIFFERENT WORD EMBEDDINGS 

Word Embedding F1 Score Accuracy 

BERT 0.89 0.92 

AlBERT 0.89 0.9 

RoBERTa 0.88 0.89 

DistilBERT 0.89 0.89 

To test the performance of different word embeddings on the dataset, each embedding technique was used as the 
embedding layer for the model on an undersampled version of the dataset. The corresponding F1 score and 
accuracy were recorded which is shown in table I. According to the results BERT was selected as the embedding 
layer because of the best F1 score and accuracy. 

F. Model Architecture 
The model architecture of the neural network used to classify the comments is shown in Fig. 1. The input layer 
of the neural network takes in the corresponding text. The input text is passed on to AlBERT embedding layer 
which converts the sentence into a 2-dimensional vector of dimension ( n, 768 ), where n is the number of words 
in the input sentence. It is followed by a spatial dropout layer with a dropout rate of 0.2 which is used to 
regularize the model.  
The output from the dropout layer is passed to the 2 bidirectional Long short-term memory ( LSTM ) layers 
which are chained together. Both the biLSTM layers consist of 128 nodes. The initial layer of the LSTM gives a 
hidden state to each time step of the input, in another instance the hidden state output is coupled with the state of 
the cell for the last time step of the input. In biLSTM, the sequence is processed in both directions. 
The output of the chained biLSTM layers is supplied to a global max-pooling layer and a global average pooling 
layer [8]. These two layers perform the appropriate pooling functions and the output is concatenated into a single 
vector. 
The concatenated outputs are passed into a skip connection which is used to smoothen the cost function surface 
[6]. This helps reduce the training time by providing easy and smooth convergence. Both the dense layers used 
in the skip connections consist of 512 nodes. Finally, the output vector from the skip connection is passed to a 
dense layer with one node and a sigmoid activation on it. This layer acts as the output layer which returns the 
corresponding toxicity score of the input text. The output layer gives an output between 0 and 1. 

III. RESULTS 

The model was trained by making use of the backpropagation approach. There are various hyperparameters that 
influence the model training. For this model, the optimizer used was the Adam optimizer along with a binary 
cross-entropy loss function [19]. The model was trained for 5 epochs with a learning rate of 0.001.  
10% of the dataset was kept apart for testing purposes. The test set has the same ratio of positive and negative 
classes as the original dataset. 
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Figure 1. Model Architecture 

Here the model was able to achieve a train and test accuracy of 95% and a test F1 score of 0.93. The model was 
able to detect both bullying and non-bullying comments without bias. However, the model gets the context 
wrong sometimes, especially in long sentences.  
The model was deployed using Tensorflow serve which is used to deploy deep learning and machine learning 
algorithms in a production environment. The hosted model was connected with the extension which 
communicates with the deployed models to classify comments that appear on the end-user system. 
Once the extension identifies that a comment is bullying, it hides it even before reaching the screen. 

IV. CONCLUSION AND FUTURE WORK 

Our approach was able to get much better results than traditional rule-based and machine learning approaches. It 
was also able to outperform deep learning models which made use of old non-contextual embedding techniques. 
The extension was able to catch almost all cyberbullying comments faced by a normal end-user. While extension 
performed well on sites like Facebook, Instagram, Youtube, and Twitter, the accuracy was a bit low on Reddit 
because the dataset didn’t represent long comments as they appear on Reddit. The results can be improved by 
collecting data that represents comments on Reddit. By changing the hyperparameters of models and along with 
additional data, there may be an increase in the performance of the model. Working on these mentioned areas of 
improvement is kept for future work. 
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